MyHHUHNAIBHOE (I0ZKeTHOE JOIKO0IbHOE 00Pa30BaTe/IbHOE YUPeKIeHHEe
Jlerckmii cax «Yabioka» c.Tese-Xas [[3yn-Xemunkckoro paiionaPT

yi1. Komcomonbekast, 1. 1 c. Tese-Xas, JI3yH-XeMunKcKif paiion, PecryGmuka Toisa, 668117,
E-mail: ulybka.tevehaya@yandex.ru caiir: https:/edu.rtyva.ru/course/view.php?id=21

£ 3aseftyiomas MBJIOY

- deTekmi-can «Ypibka»

wn /et Car KB

| c.TEBE AR Eary

% l'[pnxmﬁ 27 aBrycta 2021 1. Ne 3

k#"b,, ';‘ e ¥
VI'PO3 BE3OITACHOCTHU [NIEPCOHAJIBHBIX JIAHHBIX ITPU UX OBPABOTKE
B UHOOPMALIMOHHBIX CUCTEMAX IMEPCOHAJIBHBIX IAHHBIX

O0603Ha4YeHUs M COKpaIlleHUs
APM - aBTOMaTH3HpOBaHHOE paboyee MECTO
BMU - BunoBasi uHpopMaLHs

BTCC - BcrioMorarebHble TEXHUYECKHE CPEJICTBA M CUCTEMBI
UCII/Ix - nHGopMaIMOHHas CHCTeMa MEPCOHAbHBIX AaHHBIX
K3 - koHTpOIHpyeMas 30Ha

MD - MexceTeBOH IKpaH

HJIB - HeleK1apupOBaHHbIE BO3MOXKHOCTH

HC]I - HeCaHKIHOHUPOBAHHBIH JOCTYIT

OBI1/lH - o6ecriedyeHne 6e30MaCHOCTH NEPCOHAIBHBIX JaHHBIX
OC - onepaltioHHas cMCTEMa

T1/11 - mepcoHaNbHble JAHHBIE

[IMB - niporpaMMHO-MaTeMaTHYeCKOe BO3/IEHCTBUE

I10 - mporpaMmHoe obecrnieyeHne

[IPMMUH - noGo4uHble NIeKTPOMarHUTHBIE U3JTy4eHHsA ¥ HAaBOIKH
PU - peueBas undopmanus

CBT - cpeacTBO BHIYHCIMTEIBHON TEXHUKH

C3U - cpeacTBO 3alIUThI HHPOPMALIUH

CIIU - creraHorpaduyeckoe npeodpasopanue HHGOpMaLHHU
CHVYIIU - ciennasbHbIe 31eKTPOHHBIE YCTPOHCTBA NepexBaTa MHpOpMaliH
TKYU - TexHH4eCKHii KaHAJI YTeUKH HHPOPMALIHH

TCOM - TexHHYeCKHE cpe/icTBa 06paboTKH HHpOpMALH
VBIIJIH - yrpo3sl 6€3011aCHOCTH NEPCOHATIbHBIX AaHHBIX

1. TepMuUHBI U olipe/ieIeHUs
B nacTosmem JIOKYMEHTE UCIIOIB3YIOTCA CICIYIOLINE TEepMHUHBI U UX ONpECIICHUS:

~  ABTOMaTH3MpOBaHHas CHCTeMa - CHCTEeMa, COCTOsIIask U3 MepcoHaNa H KOMILIEKCa Cpe/ICTB
ABTOMATH3AaLMH ero JIeATeTbHOCTH, pealn3yoiias HHGOPMALMOHHYIO TEXHOJIOTHIO BBITIOTHEHHSA
YCTaHOBJIEHHBIX () yHKIIHHA.

- AyTeHTudUKauys OTIPABHTEIA JaHHBIX - IOATBEPIKACHHE TOTO, YTO OTNPABUTENb MOTYIEHHbIX
JaHHBIX COOTBETCTBYET 3asBJIEHHOMY.



be3zonacHOCTh MEPCOHANBHBIX JaHHBIX - COCTOSHHUE 3alUIIIEHHOCTH IEPCOHANIBHBIX IaHHBIX,
XapaKTepu3yeMoe CIIOCOOHOCTHIO MOJIb30BATENEH, TEXHUYECKUX CPEICTB U MHPOPMAITMOHHBIX
TEXHOJIOTUI 00eceunTh KOHPHUIEHINATbHOCTD, LIETOCTHOCTD U JOCTYITHOCTb IEPCOHAIIBHBIX
JAHHBIX TPU UX 00paboTKe B MHOOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX.
bnokupoBanue nepcoHabHBIX JaHHBIX - BPEMEHHOE MpeKpalieHrne coopa, CHCTEeMaTH3aIHY,
HAaKOIUICHHUS, UCTIOIb30BaHUsI, PACIIPOCTPAHEHUS IEPCOHANBHBIX JAHHBIX, B TOM YUCJE UX
nepegaym.

Bupyc (koMObIOTEpHBIH, TPOrPaMMHBII) - HCIIOTHAEMBIN POTrPaMMHBIN KOJI MIT
WHTEPIPETHPYEMBI HA0OP HHCTPYKIIMMA, 00JIaTafOIIHA CBOMCTBAMHU HECAHKITMOHHUPOBAHHOTO
pacnpocTpaHeHus U camoBocpoun3BeeHus. Co3naHHble TyOnuKaThl KOMIBIOTEPHOI'O BUpYyca HE
BCET/Ia COBIAAAIOT C OPUTHMHAIIOM, HO COXPaHSIOT CIIOCOOHOCTD K JajbHENILIEMy
pacpoCTPaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenoHocHas nporpamma - nporpaMma, npeaHazHau€HHas I OCYIIECTBICHUS
HECAaHKIMOHUPOBAHHOTO JJOCTYIA U (MJIK) BO3JACHCTBUS HA IEPCOHANIBHBIE TAHHBIC WIH PECYPCHI
MH(OPMaLIMOHHON CUCTEMbI IEPCOHANIBHBIX TaHHBIX.

BcenomorarenbHble TEXHUYECKHE CPEACTBA M CUCTEMBI - TEXHUYECKHE CPEACTBA U CUCTEMBI, HE
IpeiHa3HauYeHHbIE JJIs [epeiauu, 00pabOoTKU U XpaHEHUsI IEPCOHAIbHBIX TaHHBIX,
YCTaHABIIMBAa€MbIE COBMECTHO C TEXHUYECKUMU CPEJCTBAMHU U CUCTEMaMHU, NTPEIHa3HAYEHHBIMU
JUTsE 00pabOTKH MEePCOHANBHBIX JAHHBIX, U B OMEIICHUSX, B KOTOPBIX YCTAHOBIICHBI
nH(GOPMaLIMOHHBIE CUCTEMbI IIEPCOHAIBHBIX TaHHBIX.

JlocTyn B ONEpaIMoHHYIO Cpealy KOMITbIoTepa (MH(GOPMAIIMOHHONW CHCTEMBI IEPCOHATBHBIX
JAHHBIX ) - MOJTYYeHHE BO3MOKHOCTH 3aIlycKa Ha BHITIOJHEHHE IITATHBIX KOMaH/, PyHKIUH,
MPOLEAYp ONEPAIMOHHON CUCTEMBI (YHUUTOXKEHHSI, KOMMPOBAHUS, IEPEMEIIEHUS U T.11.),
UCTIOHAEMBIX (pailyIoOB MPHUKIIATHBIX TPOTPAMM.

JHoctyn k nHGOpMaLMK - BO3MOKHOCTb MTOJIY4€HUS HH(OPMALIUU U €€ UCIIOJIb30BAHMUS.
3aKi1aZoYHOE YCTPOHCTBO - SJIEMEHT CPE/ICTBA CheMa HH(OpMAIIHH, CKPBITHO BHEPSIEMBINA
(3aKimaapIBaeMBbIil MITM BHOCHMBII) B MECTa BO3MOXKHOTO cheéMa HH(popMaluu (B TOM YHCIIE B
Orpax<ieHue, KOHCTPYKLUIO, 000pyi0BaHKe, IPEAMEThI HHTEphepa, TPAHCIIOPTHBIE CPEJICTBA, A
TaKke B TEXHUUYECKHUE CPEJICTBA U CUCTEMbI 00paOOTKH HH(POPMAIIHH ).

3amumaemas nHopmanus - HHGoOpMaIys, SBISIOMIAsACS IPEIMETOM COOCTBEHHOCTH U
MO/IJIeKAIas 3alIUTE B COOTBETCTBUU C TPEOOBAHUSAMHU IIPABOBBIX JTOKYMEHTOB WU
TpeOOBAaHUSMH, YCTAaHABINBAEMBIMU COOCTBEHHUKOM WH(POPMAIINH.

WNnentuduxamus - npucBoeHUE CyOBEKTaM U 00BEKTaM JOCTYIa UACHTH(GUKATOpA U (WITH)
CpaBHEHHE MPEIBSBIEMOr0 HACHTH(PHUKATOPA C IEPEUYHEM ITPHUCBOCHHBIX UICHTH(PHUKATOPOB.
WNHopMaTUBHBINA CHUTHAI - SIEKTPHUECKUE CUTHAIIBI, aKyCTHUECKUE, FIIEKTPOMArHUTHBIE U APYyTHe
(dbuznueckue mos, Mo mapaMeTpam KOTOPhIX MOKET ObITh pacKpbITa KOH(PHUACHIIUATbHASL
nH(popmanus (mepcoHaIbHBIC JaHHBIC), 0OOpabaThiBacMasi B MHOOPMAITMOHHOW CHCTEME
[IEPCOHAJIBHBIX TAHHBIX.

Nudopmanmonnas cucreMa nepCcoHalIbHbIX JaHHBIX - 3TO HHPOPMAIMOHHAs CUCTEMA,
MpecTaBistonas co00l COBOKYIMHOCTh MEPCOHAIBHBIX JTAHHBIX, COAEpkKAIIUXCs B 0a3e JaHHBIX, a
TaKke HHPOPMALMOHHBIX TEXHOJIOTHIA U TEXHUUYECKUX CPEACTB, TO3BOJISIONIUX OCYIIECTBIISATh
00paboTKy TaKUX MEPCOHAIBHBIX JAHHBIX C UCMOIB30BAHUEM CPEJICTB aBTOMATU3AIIMHU WK Oe3
WCIIO0JIb30BAaHUS TAKUX CPEJCTB.

NudopManinoHHble TEXHOJIOTHUH - POLIECCHI, METOBI TIOMCKA, COOpa, XpaHeHus, 00pabOTKH,
MIPeIOCTaBJICHUS, PACTIPOCTPAHEHHS HH(OPMALIUU U CIIOCOOBI OCYLIECTBICHUS TAKUX MPOIIECCOB U
METO/JIOB.



HcTounuk yrpo3sl 6€30macHOCTH HHDOPMAILIMU - CYOBEKT JOCTYIA, MATEPUAIbHBIN 00BbEKT WU
(bu3nvecKoe sIBICHUE, SBISTFOIINECS TPHYMHON BOZHUKHOBEHHUS YIPO3bI O€30MTaCHOCTH
nH(pOpMaLINH.

KonTponupyemas 30Ha - 3T0 MIPOCTPAHCTBO, B KOTOPOM HCKIIIOYEHO HEKOHTPOJIUPYEMOE
npeObIBaHUE COTPYIHUKOB U IIOCETUTEINICH ONlepaTopa U MOCTOPOHHUX TPAHCTIOPTHBIX,
TEXHUYECKUX U UHBIX MaTepUATbHBIX CPEJICTB.

KonpuaeHnmansHOCTh EPCOHATBHBIX JAHHBIX - 00S13aTENIBHOE JIJIS1 COOJIIO/ICHUS OTIepaTOPOM HITH
MHBIM TOJIYYUBIIUM JOCTYII K IEPCOHATIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JOMYCKaTh UX
pacnpocTpaHeHus 6e3 coryacusi CyoObeKkTa MepCOHAIbHBIX TaHHBIX WM HAJTUYUS UHOTO 3aKOHHOTO
OCHOBAHUSI.

MeskceTeBoi KpaH - TOKaIbHOE (OJHOKOMIOHEHTHOE) WIH (PYHKITMOHAITBHO-PACTIPEACIICHHOS
IIPOrpaMMHOE (IIPOTrpaMMHO-ANIAPaTHOE) CPEACTBO (KOMILUIEKC), pean3yolliee KOHTPOJIb 3a
uH(popMalrei, mocTymnawei B THPOPMAIMOHHYIO CHCTEMY MePCOHABHBIX JaHHBIX U (HJIN)
BBIXO/IsIIIIEeH U3 MH(GOPMALIMOHHON CUCTEMBI.

Hapymmrens 6e30macHOCTH MePCOHANBHBIX JaHHBIX - (PU3MUECKOE JIUII0, CAYyYaiHO WK
IIpeIHaMEPEHHO COBEpIIAOIIee JeHCTBUS, CIEICTBUEM KOTOPBIX SIBISIETCS HapyIICHHUE
0€30IaCHOCTH MIEPCOHAIBHBIX JAHHBIX MPH UX 00pab0TKE TEXHUYECKUMHU CPEICTBAMH B
MH(POPMAIIMOHHBIX CHCTEMaX NePCOHATBHBIX TaHHBIX.

HenexnaprupoBaHHBIE BO3MOXXHOCTH - (DYHKIIHOHAJEHBIE BO3MOKHOCTH CPEZCTB BHIUMCIUTEIILHON
TEXHHUKH, HE OMMMCAHHBIC UM HE COOTBETCTBYIOIINE OMMMCAHHBIM B IOKYMEHTAIIUH, TIPU
HCIOJIb30BaHUU KOTOPBIX BO3MOXHO HapyIIeHHEe KOH(DUIECHIIUAIBHOCTH, JOCTYITHOCTH WU
LIETIOCTHOCTH 00pabaThiBaeMOi MH(MOPMAIIHH.

HecankunonnpoBaHHbIN AOCTYM (HECAHKIIMOHUPOBAHHBIE IEUCTBUSA) - TOCTYN K HHGOPMAaLIUU WIH
JecTBUs ¢ MH(pOpMAIIHe, OCYIIECTBISIEMbIE ¢ HAPYIICHHEM YCTAaHOBJICHHBIX MTPaB M (FITH)
MPaBUJI JOCTYIA K MHPOPMALIMU UM JEHCTBUH ¢ HEHl ¢ MPUMEHEHHUEM IITAaTHBIX CPE/ICTB
MH(OPMAIIMOHHON CUCTEMBI WIIA CPEJICTB, AHAIOTUYHBIX UM MO0 CBOUM ()YHKITHOHATHLHOMY
MpeIHa3HAYEHUIO U TEXHUYECKUM XapaKTePUCTHKAM.

Hocurens undopmanmu - puznyeckoe JTUI0 U MaTePUAIBHBIN 00BEKT, B TOM YHCIe (U3HUECKOoe
moJie, B KOTOpoM HHpOpMaIusi HaXOAUT CBOE OTPaKEHUE B BUJI€ CHUMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHUYECKHUX PEIICHUI U POIIECCOB, KOIMIECTBEHHBIX XapaKTEPUCTHK (PH3NUECKUX BEITHUHH.
O6paboTka mepcoHaNbHBIX TaHHBIX - TEUCTBHS (OTNEepaIlii) C MePCOHATBHBIMY IAHHBIMU, BKITIOUAs
cOop, cucTeMaTU3aINI0, HAKOIUICHUE, XpaHEHUE, YTOUHEeHHE (0OHOBIJICHHE, U3MEHEHHUE),
MCTIOJIb30BAaHUE, PACTIPOCTPAaHEHHE (B TOM YHCIE Mepenady), 00e31nuuBaHue, 0JOKMpOBaHUE,
YHUUYTOKEHUE TIEPCOHABHBIX JaHHBIX.

Omneparop - rocyAapCTBEHHBIN OpraH, MyHUIUIAILHBINA OpraH, OPUINYEeCKOe WK (U3HIECKOe
JIUI0, OPTaHU3YIOIIUE U (WJIM) OCYIIECTBISAIONMINE 00pabOTKy MEPCOHATBHBIX JAHHBIX, a TAKKE
OTIpeAeIIAIONINE 1IeNIU U COepKaHue 00padOTKH MEPCOHATBHBIX TAHHBIX.

[lepexBaT (MHpOpMaLHHK) - HETPABOMEPHOE MOTydeHUE HHPOPMAITUHU C UCTIOJIb30BaHUEM
TEXHUYECKOTO CPE/ICTBA, OCYIIECTBIISIONIEI0 OOHApYKEHUE, IPHEM U 00paboTKy WH(POPMATHBHBIX
CUTHAJIOB.

[lepconanbHble JaHHBIE - TF00as HH(OPMAIUS, OTHOCSINASLCS K ONPEICICHHOMY HIIN
OTpesieNiieMOMY Ha OCHOBAaHHMH TaKOH HHPOpMAIUU PU3NIECKOMY JHUITY (CYOBEKTY MEePCOHATBHBIX
JaHHBIX ), B TOM YHcIie ero paMuins, uMs, OTIECTBO, J1aTa M MECTO POXKICHUS, aapec, CEMEIHOe,
COLIMAIEHOE, UMYIIIECTBEHHOE ITOJIOKEHHE, 00pa3oBaHue, MPOhecCHs, JOXOIbI, Apyras
nH(popmManus.

[ToGouHbIE 2TIEKTPOMAarHUTHBIC U3TYIECHUS M HABOJKH - AJICKTPOMArHUTHBIE M3ITydeHUS
TEXHUYECKHUX CPEICTB 00pabOTKH 3aIIUIIaeMoil HHPOPMAIIUHU, BOZHUKAIOIINE KaK MOO0YHOE



SIBJICHUE U BbI3BaHHbBIE 3JIEKTPUUECKUMH CUTHAJIAMU, ICUCTBYIOIIUMHU B UX JIEKTPUUYECKUX U
MarHATHBIX HETSX, a TAKXKE AIEKTPOMArHUTHBIE HABOJKH ATHX CUTHAJIOB HA TOKOTIPOBO/ISIIINE
JMHUU, KOHCTPYKIMU U LIETIU MIUTaHHS.

[onp3oBarens HHPOPMAIIMOHHON CUCTEMBI IIEPCOHAIBHBIX JAHHBIX - JTUII0, YIaCTBYIOIIEE B

(G yHKIIMOHUPOBAHUH HH(POPMAIIMOHHON CHCTEMBI IEPCOHAIBHBIX JAHHBIX UM UCHIONb3YIOIIEe
pe3ynbTaThl ee G YHKIIMOHUPOBAHHUS.

[IpaBuna pa3rpaHU4eHUs JOCTYIA - COBOKYITHOCTD MPABHII, PETIAMEHTUPYIOLIUX MpaBa A0CTyMa
CyOBEKTOB JIOCTYIA K O0BEKTAM JIOCTYTIA.

[IporpamMMHas 3akiagka - CKpbITHO BHECEHHBIN B IpOrpaMMHOe obecrieueHue GyHKIIMOHATbHBIN
00BEKT, KOTOPBIN MPHU OMPEEICHHBIX YCIOBUAX CIIOCOOCH 00€CTIeUnTh HECAHKITMOHUPOBAHHOE
nporpamMMmHoe BozjeiicTue. [IporpamMmmHas 3akiajika MOKET OBITh pean30BaHa B BUC
BPEIOHOCHOM NMPOrpaMMBbl WJIM IPOTPAMMHOI0O KOJIa.

IIporpaMMHoO€ (ITpOrpaMMHO-MAaTEMATUYECKOE) BO3/IEHCTBUE - HECAHKLIIMOHUPOBAHHOE
BO3/ICHCTBHE HA PECYpChl aBTOMATU3UPOBAHHON MH(POPMALIMOHHON CUCTEMBI, OCYILECTBIIIEMOE C
HCIOJIb30BAaHNEM BPEIOHOCHBIX MTPOrPaAMM.

Pecypc nundopMainoHHo#M cCTEMBI - UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO, MPUKJIAJHOTO HIIN
anmnapatHoro ooecrneueHus: GyHKIIMOHUPOBAHUS HH()OPMALIMOHHON CUCTEMBI.

CpenctBa BBIYMCIUTENBHON TEXHUKHU - COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKUX 3JIEMEHTOB
cucTeM 00pabOTKHU TaHHBIX, CHIOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSITEIIEHO MJIA B COCTaBe
JPYTUX CUCTEM.

CyOBexT nocrymna (CyOBeKT) - JIUIO0 MU MPOLIECC, IEHCTBUS KOTOPOTO PErjIaMeHTUPYIOTCS
MpaBUJIaMU Pa3rpaHUYCHUS JOCTYIIA.

Texuuueckue cpencTBa HHGOPMAIIMOHHON CUCTEMBI IIEPCOHANBHBIX TaHHBIX - CPEACTBA
BBIUHCIUTENbHON TEXHUKH, WH(POPMAIIHOHHO-BBIYUCIUTENIbHbIE KOMILJIEKCHI U CETH, CPEACTBA U
CUCTEMBI IIepejaun, IpueMa u 00paboTKHU MEPCOHATBHBIX TaHHBIX (CPEACTBA U CUCTEMBI
3BYKO3aIIUCH, 3BYKOYCUJIEHHSI, 3ByKOBOCIIPOU3BEACHMSL, IEPETOBOPHBIE U TEIEBU3UOHHBIE
YCTPOUCTBA, CPEJICTBA U3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U IPYTrUe€ TEXHUUECKUE
cpencTBa o0pabOTKHU pedeBoid, rpaduyeckoii, BUaeo- u OykBeHHO-1IM(poBOH HHGOpMAIIUN),
MIpOrpaMMHBIE CpEACTBa (OMEepPAllMOHHbBIE CUCTEMBI, CUCTEMBI yIIpaBJIeHUs 0a3aMy JaHHBIX U T.IL.),
CpeaCTBa 3anIuThl HH(POpPMAIIUH.

TexHuyeckuit KaHan yreuykd HHGOPMALUHU - COBOKYITHOCTh HOCUTENSI MH(popMaIuu (CpecTBa
00paboTKn), PU3nIecKol CpeIbl pacIpOCTpaHEHUS HHPOPMATUBHOTO CUTHAJIA U CPEJICTB,
KOTOPBIMH JJOOBIBAETCS 3alluInaeMasi HH(HOpMaIHs.

YTpo3bl 0€30MaCHOCTH TIEPCOHANBHBIX TAHHBIX - COBOKYITHOCTh YCJIOBHUH U ()aKTOPOB, CO3IAIOLTHX
OINACHOCTh HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CITy4alHOTO, I0CTYNA K NEPCOHAIBHBIM
JaHHBIM, PE3YJIbTATOM KOTOPOI'O MOKET CTaTh YHUUYTOKEHUE, U3MEHEHHE, OJIOKHUPOBAaHUE,
KOIUPOBaHUE, PaCIPpOCTPAHEHHUE NIEPCOHANIBHBIX JAaHHbBIX, 4 TAKXKE UHBIX HECAHKIIMOHUPOBAHHbBIX
NEeHCTBHH Mpu X 00paboTKe B MHPOPMAITMOHHON CHCTEME TIEPCOHAIBHBIX TaHHBIX.
YHHUYTOXEHNE TIEPCOHATBHBIX TaHHBIX - IEHCTBHSI, B PE3yJIbTaTe KOTOPHIX HEBO3MOKHO
BOCCTAHOBHTH COZICPIKAHUE MEPCOHABHBIX TaHHBIX B MH(POPMALMOHHOW CUCTEME TIEPCOHAIBHBIX
JAHHBIX WU B pe3yJbTaTe KOTOPHIX YHUUTOKAIOTCS MaTe€pHUaIbHble HOCUTENN EPCOHAIBHBIX
JaHHBIX.

VYTeuka (3amuniaemMoit) “HGOpPMAIIUH 110 TEXHUYECKUM KaHallaM - HEKOHTPOJIUPYyeMoe
pacnpocTpaHeHue HHPOpMAaIMK OT HOCUTEIS 3alluiiaeMoi HHPOopMaUH yepe3 PU3NIECKYIO
Cpely 10 TEXHUYECKOTO CPEICTBa, OCYIIECTBIISIONIETO IIepexBaT HH(pOpMaIum.

VY SA3BUMOCTB - HEKasl c1ab0CTh, KOTOPYIO MOXKHO MCIIOIb30BaTh JJIsl HAPYIIEHUS! CUCTEMBI WU
coJieprkarieiicst B Heli HpOpMaInu.



— IlenocTHOCTH MHpOPMALIUU - COCTOSIHME UHPOPMALIUH, TPH KOTOPOM OTCYTCTBYET JIF000€ ee
M3MEHEHHe JTM00 U3MEHEHHE OCYIIECTBISETCS TOJIBKO MpeJHaMEPEHHO CYObEeKTaMU, UMEIOIIUMHU
Ha HEro Ipaso.

2. O01mue nmoaoKeHus

Hacrosmas «Moaens yrpo3 6€30MacHOCTH MEPCOHANBHBIX TaHHBIX IPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMAaxX MEPCOHANBHBIX JaHHBIX" (anee - Mojiensb yrpo3) COAep KUT
CHCTEMaTH3UPOBAHHBINA NIEPEYCHb YIP0o3 0€30IaCHOCTH MEPCOHANBHBIX TaHHBIX MTPHU UX 00paboTKE B
MH(OPMAIIMOHHBIX CHCTEMaX IMEePCOHATBHBIX TAHHBIX. DTH YTPO3bI 00YCIOBICHBI IPEIHAMEPEHHBIMU
WM HeTIpeTHAMEPEHHBIMU JIEUCTBUAMH (PU3HUECKUX JIUI, IEUCTBUAMHU 3apyOCKHBIX CIIEIICITYXKO MiIH
opraHusaiuii (B TOM YUClie TEPPOPUCTHUECKHX ), & TAKKE KPUMHUHAJIBHBIX TPYIITUPOBOK, CO3AAOIINX
ycli0BUS (MPEANOChUIKH) JI HapylIeHus 0e30macHoCTH nepcoHanbHbIX AaHHbIX (I1/1H), koTopoe
BEJICT K yliepOy KW3HEHHO BaKHBIX HHTEPECOB JINYHOCTH, OOILECTBA U TOCYIapPCTBA.

Monens yrpo3 COEpKUT €AMHbIC HCXOIHBIC JaHHBIE TI0 YIrpo3aM 0€30MacHOCTH MEPCOHATBHBIX

JaHHBIX, 00pabaThIBa€MbIX B MHPOPMAIMOHHBIX cUCTeMax nepcoHanbHbIX AaHHbIX (UCIT/IH),

CBSA3aHHBIM:

— c nepexBaToM (cbeMoM) [1/IH Mo TeXHUYECKUM KaHalaM € LENbI0 UX KOMUPOBAHUS HIIN
HENPaBOMEPHOT'0 PacpOCTPaHEHUS;

~ C HECaHKIMOHUPOBAHHBIM, B TOM 4HcCIie ciiydaiHbM, 1ocTynoMm B UCII/IH ¢ nenpto n3amMeHeHus,
KOIHUPOBAHUs, HETIPABOMEPHOTO pacnpocTpanenus [1J{H umu 1ecTpyKTUBHBIX BO3EUCTBHI HA
anementhbl MCIT/IH 1 o6pabaTteiBaembix B HUX [1/]H ¢ HCIIONB30BaHHEM MIPOTPAMMHBIX U
MIPOrPaMMHO-AMIAPATHBIX CPEACTB C LENbI0 YHUUTOXEHUS WK OokupoBanus [1/1H.

Mopeinb yrpo3 sBIISIETCS METOIMYECKUM IOKYMEHTOM M MpeIHa3HaueHa JJIsl TOCYIapCTBEHHBIX U

MYHUIIUTIAJIBHBIX OPTaHOB, IOPUINYECKUX U (MIIH) (pU3NUecKuX JIuIl (aiee - OnepaTopoB),

OpraHu3yoMUX U (WJIK) OCYIIECTBISommX 00padotky [1/[H, a Takke OnpeAeIIOmnX eIu |

conepxkanue oopadotku [1/]H, 3aka3unkoB u pazpadotunkoB UCII/Ix u ux noacuctem. C

npuMeHeHreM Mojenu yrpo3 pemaroTcs CiaeAyoIne 3a1a4u:

— pa3paboTka yacTHBIX Mozenei yrpo3 6e3omacuoctu [1/1H B konkpetHbix UCII/IH ¢ yaeTom ux
HA3HAYEHUs, YCIIOBUH B 0COOEHHOCTEH (DYHKIIMOHUPOBAHHS;

— ananus 3amunieHHoctd MICIT/IH ot yrpo3 6e3omacnoctu [1/1H B X0/1€ OpraHu3aii U BbIMOTHEHUS
pabot no obecneuenuro 6e3omacuoctu [1/1H;

— paspabotka cuctemsbl 3amuThl [1J1H, oOecnedynBaromeid HeUTpaT3alnuio MPEoIaraeMbIX yrpo3 ¢
HCII0JIb30BAaHUEM METOJI0B U c110c000B 3aiuThl [1/1H, Mpe1yCMOTpEHHBIX 111 COOTBETCTBYIOLIETO
kiacca UCIIH;

~ MPOBEACHUE MEPOIPHUSATUIN, HATTPABICHHBIX HA MIPEAOTBPAIICHUE HECAHKIIMOHUPOBAHHOTO JOCTYyMa
k [111 u (wnm) nepenayu Ux JUIaM, HE UMEIOIIUM TpaBa JOCTyIa K TAKOH HHPOPMAIUY;

— HeJomylleHue Bo3nercTBus Ha Texuuueckue cpencrtsa UCII/IH, B pe3ylibTaTe KOTOPOTO MOKET
OBITH HAPYILIEHO UX (PYHKIIMOHUPOBAHUE;

— KOHTPOIb 00eCIeYeH s YPOBHS 3alUIIIEHHOCTH MIePCOHATBHBIX TAHHBIX.

B Mogenu yrpo3 nano o6o6mennoe onucanue MCII/IH kak 00beKTOB 3aIUThI, BO3MOKHBIX

HCTOYHUKOB Yrpo3bl Oe30macHoCcTy nepcoHalbHbIX AaHHbIX (YBII/IH), OCHOBHBIX KilaccoB

ysi3BuMocteit ICIT/IH, BO3MOKHBIX BUIOB I€CTPYKTUBHBIX Bo3aeicTBUI Ha [1/IH, a Takke OCHOBHBIX

CHocOo0O0B X peasn3alii.

VYrpo3ssl 6e3onacHoctu [1/IH, oopadareiBaembix B UCII/H, conepxaruecs B HacTosmern Moaenu

YIpO3, MOTYT YTOUHSTHCSA U JTOTIOMHATHCS IO MEPE BBISIBIICHUS HOBBIX HCTOYHUKOB yTPO3, PA3BUTHS

crioco0oB u cpencts peanuzanuu Y bBI1In 8 UCII/H.



3. Knaccudukanus yrpo3 6€30nacHOCTH IEPCOHAIBHBIX JAHHBIX
CocraB u conepxanue YBII/IH onpenensieTcsi COBOKYITHOCTBIO YCIOBHH U ()aKTOPOB, CO3IAIOIITIX
ONACHOCTh HECAHKLIMOHUPOBAHHOI'0, B TOM YHUCJIE CIIy4aliHOro, 1octyna K I1/[H.

CoOBOKYIHOCTb TaKUX ycJIOBUH U (pakTopoB popmupyetcs ¢ yuetom xapakrepuctuk UCIT/IH, cBoKCTB
cpelsl (MyTH) pacnpocTpaHeHust UHOOPMATUBHBIX CUTHAJIOB, COJEPKAILUX 3aLUIAEMYIO
MH(POPMALIHIO, U BO3MOKHOCTEH HCTOUHUKOB YIPO3BI.

K xapakrepuctuxam UCII/IH, o6ycnoBnuBaromum BozuukHoBeHne Y BI1JIH, MOKHO OTHECTH

Kareropuio u oobeM oopadareiBaeMbix B UCIIH nepcoHanbHbIX AaHHBIX, cTpyKTypy UCII/H,

Hanunuue nogkiaroueHuit UCIIIH K ceTsiM ¢BA3H 001Iero Mojab30BaHus U (W) CETIM

MEXYHapOAHOT0 MH(OPMAITMOHHOIO 0OMEHA, XapaKTepUCTUKHU TocucTeMbl 6e3onacHocTh I1/1H,

oOpabateiBaembix B UCIIJIH, pexxumbl 00paOOTKH MePCOHATIBHBIX JAHHBIX, PEKUMBI pa3rpaHUuCHUs

npaB poctyna noias3osateneid UCII/{H, MecTOHAX0KIEHUE U YCIOBHS pa3MEILEHUS TEXHUYECKUX
cpeacts UCII/In.

Nudopmannonnsie cuctems! [1/IH npeacTaBiasioT co60i COBOKYIMHOCTh HH(MOPMAIIMOHHBIX 1

IIPOrpaMMHO-aINapaTHBIX IEMEHTOB, a TaKkKe HHPOPMALIMOHHBIX TEXHOJIOI M, IPUMEHSIEMBIX U

obpaboTtke [1/1H.

OcnoBabIME d51eMeHTamMu UCTIIH aBnstoTCs:

— TepCOHAJIbHBIC TaHHBIE, CO/IePIKaIMecs B 0a3aX JaHHBIX, KAaK COBOKYITHOCTh MH(POPMALIUH U ee
HocuTene, ucnonabzyembix B UCIH;

— uH(pOpPMAIMOHHBIE TEXHOJIOTUH, IPUMEHsieMble Tpu 0O0padoTke [1/1H;

— TEXHHYECKHE CPEICTBa, ocylecTBistomume oopadotky 1/ (cpeacTBa BEIMUCIUTEIHHON TEXHUKH,
MH(POPMALIMOHHO-BBIUYNCIIUTENIbHBIE KOMIJIEKCHI U CETH, CPEJICTBA M CUCTEMBI IIEpeAayn, mpuemMa u
obpabotku I1/]H, cpencTBa U cUCTEMBI 3BYKO3alMCH, 3ByKOYCHUJICHHUS, 3ByKOBOCIIPOU3BEICHUS,
MIEPErOBOPHBIE U TEJIEBU3HOHHBIE YCTPOUCTBA, CPEICTBA U3TOTOBICHUS, TUPAKUPOBAHUS
JOKYMEHTOB U IPYrHe TEXHUYECKHE CPeICTBa 00padOTKU pedeBOi, rpauuecKoi, BUACO- U
OykBeHHO-1IM(PpoBOI nH(popMarum) (nanee - rexuuueckue cpeacrsa UCI/In);

— IporpaMMHBbIE cpe/cTBa (ONepallMOHHbIE CUCTEMBI, CUCTEMBI YIIPaBJIEHUS 0a3aMu JIaHHBIX U T.I1.);

~ CpeICTBa 3alIUThl HHPOpMAIIHH;

BCIIOMOTaTeNIbHbIEe TeXHHUecKue cpencta u cucreMsl (BTCC) - TexHnueckue cpencTBa U CUCTEMBI,

UX KOMMYHHMKaIMH, He MTpeiHa3HaueHHble 1t 00paboTku [1/[H, HO pa3MelleHHbIe B TOMEIIEHUSIX

(manee - cimy>xeOHBIEC TOMEIICHUS ), B KOTOPBIX pacnoyioxeHsl UCIIIH, nx TeXHUYeCKre cpeacTBa

(paznuuHOTO poja TeneOHHBIE CPEACTBA M CUCTEMBI, CPENICTBA BHIYUCIIUTEIBHON TEXHUKH, CPEJICTBA

U CUCTEMBI IIEpejaul JaHHbIX B CUCTEME PAJUOCBS3H, CPENCTBA U CUCTEMbBI OXPAaHHOM U MOKapHOI

CUTHAJIM3ALlUH, CPEACTBA U CUCTEMBI ONIOBEIIECHUS U CUTHAIN3ALUU, KOHTPOJIbHO-U3MEPUTENbHAS

ammaparypa, CpeJICTBa U CUCTEMbI KOHAULMOHUPOBAHMSI, CPECTBA U CUCTEMBI IIPOBOAHOM

pazuoOTPaHCISILIMOHHON CETH M IIpUeMa MPOrpaMM paJiMOBEILaHMs U TEJIEBUICHUS, CPEICTBA

AJIEKTPOHHON OPTTEXHUKH, CPEJICTBA U CUCTEMBI DJIEKTPOYACOPHUKALIHN).

CBoiicTBa cpefbl (IyTH) pacnpocTpaHeHUs] HHOOPMATHBHBIX CUTHAJIOB, COJIEPIKAIINX 3aIIUIIAEMYIO

MHPOPMAIINIO, XapaKTepU3yIOTCs BUIOM (pU3nUuecKoil cpesbl, B KOTOpo# pacnpoctpanstores [1/1H, u

ONPEACIISIIOTCS TIPU OILIEHKE BO3MOXKHOCTH peayn3anuu Y bI1/IH.

Bosmosxknoctu uctounukoB YBII/[H 00ycI0BI€HBI COBOKYITHOCTHIO CITOCOOOB

HECAaHKLIMOHUPOBAHHOIO U (Wn) ciydaiiHoro noctyna k I1/1H, B pe3ynbrate KOTOPOro BO3MOYXKHO

HapyleHne KOHPHUIESHIIMATLHOCTH (KOMMPOBAaHUE, HEIPABOMEPHOE PACIIPOCTPAHEHHUE ), LIETOCTHOCTH

(yHUUYTOXKEHHE, U3BMEHEHUE) U TOCTYMHOCTH (OnokupoBanue) [1/1H.

VYrpo3za 6e3omacHoctu [1/lH peanusyercs B pe3yinbTaTe oOpa3oBanus kaHana peanmsaruu Y BITIH

MEX/1y HICTOYHUKOM yrpo3bl U HocuTeneM (uctouHukom) [1/1H, 4To co3maer ycnoBus A HapyLIEHUS

6e3onacHocTu [1/]H (HeCaHKIIMOHUPOBAHHBIN WM CITy9allHBINA JTOCTY).



OCHOBHBIMU 3JIEMEHTaMu KaHaia peanu3anuu Y bIIJIH sengrorcs:

nctouHuK YBIIJIH - cyOBekT, MaTepuaabHbIil OOBEKT WK (PU3UIECKOE SBJICHUE, CO3/IAI0IITNE
YBI1x;

cpena (myth) pactipoctpanenus [1/{xH wim Bo3aelcTBHiA, B KOTOpOU (hU3UYECKOE 0JIe, CUTHAI,
JTAHHBIE WJIA MIPOTPAMMBI MOTYT PaCIPOCTPAHATHCS M BO3JCHCTBOBATH HA 3aIIUIIAEMbIE CBOMCTBA
(KOH(UICHIINATBHOCT, IIETOCTHOCTD, TOCTYMHOCTH) [1/1H;

Hocurtens [1/IH - pusudeckoe MHII0 WK MaTepUANBHBINA 00BEKT, B TOM YHclie GU3NYECKOE MOJIe, B
kotopoMm [1/IH HaxoAaT cBOE OTpaskeHUE B BUAE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKHX
pEIIeHNU U MPOIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX BEIUYMH.

Hocutenu I1/11 MoryT conepsxaTh HHGOPMAIHIO, TPEICTABICHHYIO B CIECIYIONIUX BUIAX:

akyctuueckas (peueBast) uapopmarus (PH), cogepxaiascst HEIOCPEACTBEHHO B IPOU3HOCUMOMN
peun nonb3oatesss UCIT/Ix npu ocymectBiennu uM GyHkimu rojgocosoro Beoja [1/1n 8 UCIIAn
1100 BocnpousBoauMast akyctudeckumu cpeactsamu MCII/H (eciu Takue GyHKIMH
MPEAYCMOTPEHBI TeXHOJIOTHEH 00padoTku [1/]H), a Takxke comepkaniasicst B 3J€KTPOMAarHUTHBIX
MOJIAX U DJIEKTPUUYECKUX CUTHAJIaX, KOTOPhIE BOBHUKAIOT 3a CUET IPeoOpa3oBaHui aKyCTUYECKON
uHpOpMAIIHH;

BuzoBas uHpopmanus (BMN), mpencraBneHHas B BUe TEKCTa U U300pKEHUNA PAa3ITMIHBIX
yCTPOICTB 0TOOpaXkeHUs] MHOOPMALIMK CPEJICTB BHIYUCIUTENBHOM TEXHUKU, HH(OPMAILITOHHO-
BBIYHCIUTENBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEACTB 00paboTKU rpaduueckoil, Buaeo- u
OykBeHHO-1IpOoBOI HHPOopManu, Bxoasmux B coctaB UCII/IH;

nHpopmanus, oopadateiBaeMas (upkymupytomas) B UCII/IH, B Buae 3J€KTPUUIECKHX,
AJIEKTPOMArHUTHBIX, ONITHYECKUX CUTHAJIOB,

uHpopmanus, oopadareiBaemas B UCII/IH, npeacraBienHas B Buje out, 0ait, GpailyioB u 1pyrux
JIOTUYECKUX CTPYKTYP.

B nensix popmupoBanus cuctemaruzupoBanHoro nepeunst Y bBI1/IH npu ux oopadorke B UCIT/IH u
pa3paboTKe Ha UX OCHOBE YAaCTHBIX MOJIeNieil MPUMEHNTeNbHO K KoHKpeTHOMY Buay UCII/IH yrpo3sl

KJIaCCU(UIUPYIOTCS B COOTBETCTBHH CO CJIEIYIOIIMMHU IPU3HAKAMU |

Ilo

o Buny 3amuiiaemoii ot YBII/In nundopmanuu, cogepxkameii [1/1H;

10 BHJaM BO3MOYKHBIX UCTOYHUKOB Y BIIIH;

no tuny UCII/{H, Ha koTopble HanpaBieHa peanusamus Y BI1H;

o crnocoOy peanuzanuu Y BI1/1H;

0 BHJly HapyIlIaeMOro CBOKMCTBA MHGOPMAIIU (BU1Y HECAHKIIMOHUPOBAHHBIX JICHCTBUIA,
ocymiecTBasieMbix ¢ [1/{H);

10 UCIOJIb3yEMOH YSI3BUMOCTH;

0 00BEKTY BO3ACHCTBHUS.

BHJIaM BO3MOXKHBIX UCTOYHUKOB Y BII/IH BBIIETAIOTCS CIIEYIOIIHUE KIACChl yTPO3:

YIPO3bl, CBI3aHHBIE C IPEJHAMEPEHHBIMU UM HENIPEAHAMEPEHHBIMU JEHCTBUSMMU JINLI, UMEIOIINX
noctyn k MCIT/IH, Bkimtouas nonws3zoBateneit UCII/{H, peanu3yrommx yrpo3bl HEOCPEACTBEHHO B
NCII/Ix (BHYTpEeHHUI HApYIIUTETD);

YIPO3bl, CBS3aHHBIC C NMPETHAMEPEHHBIMH WK HEMIPeAHAMEPEHHBIMU JICUCTBUSAMU JIMII, HE
umeromux gocryna k MCII/IH, peanu3yromux yrpo3bl U3 BHEIIHUX CeTel CBs3M 00I11ero
MOJIB30BaHUA U (MJIM) CETeH MEXKIyHApOAHOTO HH(OPMAITMOHHOTO OOMEeHa (BHEUTHUI
HapYIIUTENh).

Kpome Toro, yrpo3sl MOTYyT BO3ZHHKAaTh B PE3YJITATE BHEAPECHMS allllapaTHBIX 3aKJIA0K U

BPEAOHOCHBIX ITPOTPAMM.



[To Tuny UCII/IH, Ha koTOpBIE HanpasieHa peanu3anus Y BII/IH, BBIAETAIOTCS CIEIYIOMINE KIAaCChl

yTpo3:

— yrpo3sl 6e3omnacHoctH [1/]H, oO6pabaTeiBaembix B UCII/IH Ha 6a3e aBTOHOMHOTO
aBTOMATHU3MpPOBaHHOIO paboyero mecta (APM);

— yrpo3sl 6ezonacuoctu I1/]H, oO6padareiBaembix B UCII/IH Ha 6aze APM, MOAKITIOUEHHOTO K CeTH
00111ero NOoJIb30BaHUS (K CETH MEXITYHApOJHOTO HH(POPMALIMOHHOTO 0OMEHa);

— yrpo3ssl 0e3onacHoctu [1/]H, o6pabateiBaembix B UCII/IH Ha 6aze T0KaIbHBIX HH(POPMALIMOHHBIX
cucTeM 0e3 MOJKIIIOUYEHUS K CETH OOLLIETo MM0JIb30BaHMs (K CETH MEXIYHAPOIHOTO
nH(popManmoHHOTO 0OMEHA);

— yrpossl 0e3onacHoctu [1/IH, oOpabareiBaembix B MCIT/[H Ha 6a3e ToKaIbHBIX HH)OPMAIIMOHHBIX
CHUCTEM C MOJIKJIFOUEHUEM K CETH OOIIEro MOIb30BaHUs (K CETU MEXIYHAPOIHOTO
nH(OPMAIIMOHHOTO 0OMEHa);

— yrpo3sl 6e3onacHoctH [1/]H, oOpabaTeiBaembix B UCII[IH Ha Ga3ze pacnpeneaeHHbIX
MH(POPMALIMOHHBIX CHCTEM 0€3 MOJKII0UEHHs K CETH OOIIETO0 MoJIb30BaHuA (K CeTH
MEXIyHApPOAHOTO MH(OPMAIIMOHHOT'O OOMEHa);

— yrpo3sbl 0ezonacHoctu I1/]H, o6padareiBaembix B UCII/IH Ha Gaze pacipenesieHHbIX
MH(POPMALMOHHBIX CHCTEM C MOJKIOYEHHUEM K CETH OOIIEro Mojb30BaHus (K ceTH
MEX1yHapOAHOI0 HH(OPMALIMOHHOT'O 0OMEHA).

ITo croco6am peanuzaruu Y BIIJIH BBIIETSIOTCS CIEIYIOMINE KIIACCHI YTPO3:

— yrpo3sl, csi3anHble ¢ HCJI x I1/1H (B TOM 4mciie yrpo3bl BHEAPEHUS! BPEIOHOCHBIX IIPOrpaMM);

— yrpo3sl yreuku [1/IH mo TexHuueckuM KaHajgaMm yTeukd HHpopmalmu;

— yrpo3sl cnenuanbHbix Bo3aencTeuii Ha UCIT/H.

1o Buy HECAHKIIMOHUPOBAHHBIX IEUCTBUH, OCcylIeCTBIsIEMBIX ¢ [I/IH, BBIIEIAOTCS Ciieayromue

KJIACChI yIpo3:

~  yIpo3bl, MPUBOASIIME K HAPYIIEHUIO KOHpUaeHIMaabHOCTH [1/]H (KomupoBaHHIO WK
HECaHKIIMOHMPOBAHHOMY PaclpOCTPAHEHUIO), IPU peanu3aluu KOTOPhIX HE OCYILECTBIIAETCS
HEINOCPEICTBEHHOI0 BO3JICHCTBUS HA coJiepKaHne NH(opMaIuuy;

~  yIpo3bl, MPUBOASIINE K HECAHKIIUOHUPOBAHHOMY, B TOM YHCJI€ CIIy4aiiHOMY, BO3/IeHCTBUIO Ha
coJiep>kaHre nHGOpMaIuK, B pe3ysibTaTe KOTOPOro ocylectsisercss uamMmenenue [1/1x wim ux
YHUYTOXKEHUE;

—  YIpO3bl, IPUBOJAIIUE K HECAHKIIUOHUPOBAHHOMY, B TOM YHCJIE CIIy4ailHOMY, BO3/ICHICTBHIO Ha
IporpaMMHbIE WIH IporpaMMHo-amnmnapaTtHbie a1eMenTsl UCII/H, B pe3yabTaTe KOTOpOro
ocyuectsiseTcs onokupoBanue I1/1H.

o ucnonb3yemoii ys3BUMOCTH BBIIEISAIOTCS CIEIYIOLINE KIAacChl YTpo3:

~  yTpoO3bl, pealu3yeMble ¢ HCII0JIb30BaHUEM ysA3BUMOCTH cucTeMHoro I10;

~  yIpo3bl, peau3yeMble ¢ UCIOJIb30BaHUEM YA3BUMOCTH npukiaaHoro [10;

~  YI'pO3bl, BO3HHUKAIOIINE B PE3YJIBTATE UCIOIb30BaHMS YA3BUMOCTH, BbI3BaHHON HannuueM B AC
aImapaTHoOM 3aKIajKy;

~  yIpoO3bl, pealu3yeMble C UCIIOJIb30BAaHUEM YA3BUMOCTEH POTOKOJIOB CETEBOIO B3aUMOIEHCTBUS U
KaHAJIOB Iepejaun JaHHbIX;

—  YIpo3bl, BO3HUKAIOIIME B PE3YJbTATE UCIOIb30BAHUS YI3BUMOCTH, BbI3BAHHON HEIOCTaTKaMU
opranuzaruu T3U ot HC/I;

—  yTPO3bI, pealu3yeMbIe C HCIIOJIb30BAaHUEM YS3BHMOCTEH, 00YCIOBINBAIONINX HATMUNE
TEXHUYECKHUX KaHAJIOB YT€UYKH WH(POPMAIIIH;

—  YI'pO3bl, pealu3yeMble C UCII0JIb30BaHueM ysa3Bumocrteid C3U.

ITo 00BEeKTY BO3IEHCTBHSI BBIIEISIOTCS CIIEAYIOIINE KIacChl yTpo3:

— yrpo3sl 6ezonacuoctu I1/]H, oOpabaTeiBaembix Ha APM;



— yrpossl 0e3onacHoctu [1/[H, 0OpabaTbiBaeMbIX B BBIACICHHBIX CPEICTBAX 00padOTKU (IPUHTEPAX,
BBIHECEHHBIX MOHUTOPAX, BUAECOMPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOM3BEIEHUS U T.I1.);

— yrpossl 0e3onacHoctu [1/H, mepenaBaeMbIX MO CETSAM CBSI3H;

~  Yrpo3bl MPUKIAJAHBIM IpOTpaMMaM, ¢ MOMOIILI0 KOTOPBIX 0OpadaTeiBatoTcs [1/1H;

— yrpo3sl cuctemHomy [10, obecneunBaromemy ¢pynkimonuposanue UCIT/IH.

Peannsanus onnolt n3 YBII/IH nepeuncieHHpIX KIIacCOB WM UX COBOKYITHOCTH MOJKET IPUBECTH K

CJIEIYIOIUM THUIIAM TOCHEeACTBUM Mg cyobekToB [1/[H:

— 3HAYUTEJbHBIM HEraTUBHBIM MOCIEACTBUSIM Il cyObekToB [1/1H;

— HeTaTUBHBIM MOCJIEICTBUAM A cyObekToB I1/1H;

— HE3HAYMTEJIbHBIM HEraTUBHBIM MOCIEACTBUAM Il cyObekToB I1][H.

Yrpo3b! yreuku [1/IH 10 TEXHUYECKUM KaHajIaM OJTHO3HAYHO OINKMCBHIBAIOTCS XapaKTEePUCTUKAMU

MCTOYHUKA HGOpMAIINK, cpebl (TTyTH) pacCIPOCTPaHEHUs U MPUEMHUKa HHPOPMATUBHOTO CUTHAJIA,

TO €CTh ONPEAEIAIOTCA XapaKTEePUCTUKAMH TEXHUYECKOro KaHana yreuku [1/1H.

Yrpo3sl, cBA3aHHbIE ¢ HecaHKIMOHUPOoBaHHBIM focTynoM (HC/I) (manee - yrpo3st HCZ 8 UCI1/IH),

MIPE/ICTABIISAIOTCS B BUJE COBOKYITHOCTH OOOOIIEHHBIX KJIACCOB BO3MOXHBIX HCTOUHUKOB yrpo3 HCI,

ySA3BUMOCTEH IporpaMMHOTro 1 anmnapaTaoro obecneuenus MICIIIH, cioco0oB peanu3aiuu yrpos,

00BEKTOB BO3/IEUCTBHS (HOCUTENEH 3amuiaeMoi HH(QOpMaIuy, AMPEKTOPUEB, KaTaoros, (aiyioB ¢

[1/11 nnu camux [1J1H) 1 BO3MOXKHBIX 1€CTPYKTUBHBIX JeHCTBUI. Takoe mpeacTaBieHne OMUCHIBACTCS

ciemyromei (opMaar30BaHHOMN 3aMHChHIO:

yrpo3za HCJl: = <uCTOYHMK yrpo3br>, <ysS3BUMOCTH IPOrPAaMMHOTO HJIH aIMapaTHOr0 00ECTIeYeHUS ™,

<crmoco0 peanu3auu Yrpo3br>, <OOBEKT BO3JACUCTBUS >, <HCCAHKIIMOHUPOBAHHBINA JOCTYIT>.

4. Yrpo3bl yTeuku HHQOpMAIMK [0 TEXHUYECKUM KaHallaM

OCHOBHBIMH 3JICMEHTAMH OIMCAHMS YIPO3 yTeUKu nHpopmaiuu mo rexundeckum kanainam (TKYI)

SIBJIIIOTCSI: HICTOYHUK YTPO3bl, cpefia (MyTh) pacpoCTpaHEHUSI HHPOPMATUBHOI'O CUTHAJIA M HOCUTEIIb

3amunaeMon HHPopMaIum.

HcTounukaMu yrpo3 yTeuku nH()OpMAaIUK M0 TEXHUYECKUM KaHallaM SIBJSIFOTCS U3WYECKUE JINIa, He

umetomue noctyna k UCII/IH, a Takxke 3apyOekHbIe CTICIICTY>KOBI WIM OpraHU3alliu (B TOM YUCIIE

KOHKYPHUPYIOIIHUE WA TEPPOPUCTHUECCKHE), KpUMHUHATIBHBIE TPYIITUPOBKH, OCYIIIECTBIISIFOIITHE

nepexsart (CbeM) HHPOpPMAIIUU C UCTIOIH30BAaHUEM TEXHUYECKUX CPEJICTB €€ PETHCTpalliH, IpreMa

i ¢ororpadupoBaHus.

Cpena pacnpocTtpaneHusi HHPOPMATUBHOTO CUTHAJIA - 3TO (pu3MUecKas cpesia, mo KOTOpoi

MH()OPMATUBHBIN CUTHA MOXET PACIPOCTPAHITHCS U IPUHUMATHCS (PETUCTPUPOBATHCS )

npueMHuKoM. Cpenia paciipoCTpaHEHUsT MOXKET ObITh KaK OJHOPOAHOU (HAIIpUMeEp, TOIBKO

BO3JIYIIHOM), TAaK ¥ HEOHOPOJIHOM 3a CUET NepexXojia CUTHAJIA U3 OJTHOM Cpe/ibl B IPYTYIO (HAIpuMeD,

B pe3yJbTaTe aKyCTOSIECKTPHUSCKHUX MM BUOPOAKYCTHUECKHUX TPe0Opa3oBaHui).

Hocurenewm I1/1n sBnsiercst nonb3oBatens MCII/IH, ocymecTBastomuii rosiocoBoit BBoa [1/1x B

UCIIH, akyctuueckas cuctema UCIIIH, BocnpousBoasmas [1/1H, a Takke TEXHUYECKUE CPEACTBA

NCTIIa u BTCC, co3paromue hpu3ndeckue mosis, B KOTOPIX HHPOPMAITUS HAXOIUT CBOE OTPAKECHUE

B BHJIE€ CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUNA U MPOIIECCOB, KOJIMYECTBEHHBIX

XapaKTePUCTUK (GU3HUECKUX BEIIUUIMH.

[Tpu o6padotke [1/1x B UCIT/IH 3a cueT peanu3aluu TEXHUYECKHX KaHAJIOB YTeUKU WH(OpMAIIUU

BO3MOXHO BO3HUKHOBeHUE caenyromux Y bIT/Ix:

— YIpo3 YTEUKH aKyCTHUECKOH (pedeBoii) nHpopMaIuy;

— YIpo3 yTeUKd BUJO0BON MHGPOpMAIUY;

— Yrpo3 yTeuku uH(pOpMalluy 1o KaHajlaM MOOOYHBIX 3JIEKTPOMATHUTHBIX M3JIY4eHUN U HABOJIOK
(ITSMUH).

4.1. Yrpo3bl YTEUKH aKyCTHICCKOM (peueBoi) mHMOPMaILIHHI




Bo3HukHOBEHHE Yyrpo3 YTEUKH aKyCTHUYECKOU (peueBoii) nH(OpMAIUH, COIepKAIICHCS

HETOCPEACTBEHHO B MPOU3HOCUMOM peun nonb3oBatesns UCIIH, mpu o6padotke [1/n B UCIITH,

oOycnoriieHo HanmmureM GyHkiui ronocosoro Beoja [1J{n B UCTI/{x win GyHKIIUH BOCTIPOU3BEICHUS

I111 akyctuueckumu cpeacrsamu MCII/IH.

[lepexBat akycTuueckoi (peueBoit) HHPOpPMAIIMK B JAHHBIX CIIy4asX BO3MOXKEH C UCIIOJIb30BAaHUEM

amnmapaTyphbl, pETUCTPUPYIOIICH aKkycTHYEeCKHE (B BO3/IyX€e) U BUOPOAKYCTHUUECKHE (B YIIPYTUX Cpeaax)

BOJIHBI, @ TAKXKE 3JIEKTPOMAarHUTHBIE (B TOM UUCJIE ONTHYECKHE) U3IYUEHHSI U AIEKTPUUECKUE

CUTHAJIbI, MOJTyJTMPOBaHHBIE HHPOPMATUBHBIM aKyCTUYECKUM CHTHAJIOM, BO3HHKAIOIINE 32 CUET

npeoOpa3oBaHuil B TexHUYeckuX cpeacTBax o0padotku [1/n, BTCC u cTpouTenbHbIX KOHCTPYKIIMAX

Y MHKEHEPHO-TEXHUYECKUX KOMMYHHUKALMAX 110 BO3JECHCTBUEM aKyCTUYECKHUX BOJIH.

Kpowme atoro, nepexsar akyctTuueckoil (peueBoit) MH(popMay BO3MOXKEH C UCIIOIb30BaHUEM

CHELMATBHBIX 3JICKTPOHHBIX YCTPOMCTB CheMa peueBOi MH(OPMAIIMH, BHEAPEHHBIX B TEXHUUYECKHUE

cpenctea oopabotku I1/n, BTCC 1 noMenienus win NOAKIIOUEHHBIX K KaHAIaM CBSI3U.

VYrpo3sl 6e3onacHoctu [1/]H, cBs3aHHBIE ¢ IEPEXBATOM aKyCTHUECKON HHPOPMAIIH C

HCIOJIb30BaHUEM CIEIHAIbHBIX 3JIEKTPOHHBIX YCTPOUCTB CheMa pedeBoi nHpopMauu

("3aKIa0YHBIX YCTPOUCTB'"), ONPEACIISIIOTCS B COOTBETCTBUM C HOPMATHUBHBIMH JIOKYMEHTAMHU

®denepanbHOM CiTy)0b1 6e30macHoCTH Poccuiickoit depepaiiiv B yCTAHOBICHHOM €10 TTOPSI/IKE.

IlepexBat akycTuueckoi (peueBoii) MH(GOPMAIIMK MOKET BECTUCH:

~  CTalMOHApHOM anmapaTypoii, pa3MeniaeMoil B OJIM3IeKAIINX CTPOSCHHSIX (31aHUsX) C
HEKOHTPOJIMPYEMBIM NMPeObIBAaHNEM TOCTOPOHHUX JIHII;

~ TIOPTaTMBHOM BO3MMOM ammaparypoi, pa3MelaeMoil B TPaHCIIOPTHBIX CPENICTBAX,
OCYIIECTBISIONIUX JBUKEHHE BOIU3MU CIIY>KEOHBIX TOMEIECHUH WU MPU UX MAPKOBKE PSIIOM C
STUMH NTOMEIICHUSIMH;

— TOPTaTUBHOM HOCHMOI! anmapaTypoi - pU3n4ecKUMU JIMLAMU TPU UX HEKOHTPOJIUPYEMOM
npeObIBaHUH B CITY)KEOHBIX TOMEIICHUAX WIH B HETIOCPEACTBEHHOW OJIM30CTH OT HHUX;

— aBTOHOMHOW aBTOMAaTUYECKOM anmnapaTypoi, CKphITHO YCTaHABIMBAEMOUN (PU3NUECKUMU JTULIAMU
HETIOCPEICTBEHHO B CIIY)KEOHBIX TIOMEIICHUSAX WIN B HETIOCPEACTBEHHON OJIN30CTH OT HUX.

4.2. Yrpo3sl YyTEUKH BUIOBONH HHGOPMALIMU

YTrpo3bl yTeuku BUI0BOM HH(OPMAIIUK peau3yroTcs 3a cuet npocmotpa [1/]H ¢ momMoribto

ONTHYECKUX (ONMTHUKOAIEKTPOHHBIX) CPECTB C IKPAHOB JUCIUICEB U IPYTUX CPEIICTB OTOOpAKCHUS

CPEIICTB BBIYUCIIUTEIHHON TEXHUKH, HH()OPMAIIMOHHO-BBIUYNCITHTEIILHBIX KOMITIEKCOB, TEXHUYECKUX

cpencTB 00paboTKu rpaduvecKoii, BUACO- U OyKBEHHO-IM(POBO HHGOPMAIIUH, BXOASIIUX B COCTaB

NCTI/n.

Kpowme storo, nmpocmotp (peructparusi) I1/lH Bo3MOKeH ¢ HCIIONIB30BAHUEM CIIEIIUATBHBIX

AJIEKTPOHHBIX YCTPOUCTB CheMa, BHEAPEHHBIX B CITY)KEOHBIX TOMEIICHUSX HIIU CKPBITHO

MCTIOJIb3YEMBIX (PU3NICCKUMHU JINLIAMU TIPU TTOCEIEHUN UMH CITYKEOHBIX TTOMEIIICHUH.

Yrpo3st 6e3onacHoctu [1/]H, cBs3aHHBIE ¢ UX MIEPEXBATOM MPHU MCTIOIH30BAHUH CIICIIUATBHBIX

ANEKTPOHHBIX YCTPOICTB cheMa BUA0BON MHGOpMaIK (BHI€03aKIA0K), OIPECIIIOTCS B

COOTBETCTBHH C HOPMATHUBHBIM JOKyMeHTaMu DenepanbHoil ciryk0b1 6e30nmacHocTH Poccuiickoit

®denepanyivl B YCTAHOBICHHOM €10 TIOPSJIKE.

HeobxoaumbIM yciaoBueM ocyuiecTBiIeHus mpocmotpa (peructpaiun) [1/1x siBnsercs Hanuuue

MPSIMOI BUTUMOCTH MEXKYy CPEACTBOM HabmoeHus u Hocutenem [1/1H.

[Tepexsar I1/1H MOXKET BECTUCH:

— CTallMOHApHOM ammapaTypou, pa3MeliaeMoi B OIH3IEKAIINX CTPOCHHIX (3TaHUIX) C
HEKOHTPOJIUPYEMBIM NMPEObIBAaHNEM TOCTOPOHHUX JIMIL;



— TOPTaTHBHOW BO3UMOM ammapatrypoi, pa3MeniaeMoil B TpaHCTIOPTHBIX CPE/ICTBAX,
OCYIIECTBISIONMNX JBUKEHUE BOIN3U CITYKEOHBIX IOMENIEHUN WIIH MIPU WX TIAPKOBKE PSIOM C
STUMU TTOMEIICHUSIMU;

— TOPTaTMBHOM HOCUMOU anmmapaTypoi - GU3NYECKUMH JIMIIAMH IPU UX HEKOHTPOIHUPYEMOM
peOBIBAHUY B CITY)KEOHBIX MIOMEIICHUSX WIIA B HEMIOCPEACTBEHHON OJIM30CTH OT HUX.

[lepexBat (mpocmoTp) [1/IH MOKET OCYLIECTBIATHCS TOCTOPOHHUMH JIMLIAMH ITYTEM UX

HEMOCPEACTBEHHOI0 HAOMIOICHUS B CITY>KEOHBIX MOMEIICHHUIX 00 ¢ pacCTOSHUS NPSIMON BUAUMOCTH

u3-3a npenaenos MCII/IH ¢ ucnonap3oBaHUEM ONTUYECKUX (ONTUKOAIEKTPOHHBIX) CPEJICTB.

4.3. Yrpo3bl YTeUYKH HHPOPMAIUH 110 KaHATaM ITOO0YHBIX

JJIEKTPOMATrHUTHBIX U3JIVUEHUH U HABOAOK
Bosnuknosenue yrpossl [1/11 no kananam [IIDMUH Bo3mMokHO 3a cueT nepexBaTa TEXHUYECKHUMHU

cpeacTBaMu OOOYHBIX (HE CBA3aHHBIX C MPSIMBIM (DYHKITMOHAIBHBIM 3HaUeHHEeM diieMeHToB MCTI/IH)

MH(OPMATUBHBIX JIEKTPOMATHUTHBIX MOJIEH U 3JEKTPUUECKUX CUTHAJIOB, BO3HUKAIOLIUX MTPU

obpabotke Il rexunueckumu cpencreamu UCIIH.

I'enepauus undopmanun, conepxamieit [1/1a u mupkynupyromei B rexundeckux cpeacrsax UCIIx B

BUJIE IEKTPUUECKUX HH(POPMATUBHBIX CUTHAJIOB, 00pabOTKa U Mepeauya yKa3aHHbIX CUTHAJIOB B

aNeKTpudeckux Lemnsax rexuuueckux cpeacts UCII/IH conpoBokaaeTcss TOOOYHBIMU

ANEKTPOMAarHUTHBIMU U3JTy4EHUSIMHU, KOTOPbIE MOTYT PACTIPOCTPAHATHCS 3a MPEJIEIIbl CIyKEOHbBIX

MOMEIIECHUH B 3aBUCUMOCTH OT MOIIHOCTHU M3NydeHuit u pazmepoB UCII/H.

Perucrpanus IIDMUH ocymecTBasieTcs ¢ 1eblo epexBara HHpOpMaum, HUPKYIUpYIOIel B

TEXHUUYECKHX CpelCcTBaxX, oOpabareiBatonmx [1/]H (B cpeacTBax BEIYUCIUTENFHON TEXHUKH,

MH(OPMaLIMOHHO-BBIUYUCIIUTEIBHBIX KOMILIEKCAX U CETAX, CPEACTBAX U CHCTEMax Mepeiayu, npuemMa u

oOpabotku I1/IH, B TOM uKciie B CpeCcTBaX U CUCTEMaX 3BYKO3aIlMCH, 3BYKOYCHUIICHHUS,

3BYKOBOCIIPOU3BEECHUS, IEPETOBOPHBIX U TEJIIEBU3NOHHBIX YCTPOMCTBAX, CPEACTBAX U3TOTOBIICHMS,

THUPAXKUPOBAHUS TOKYMEHTOB U IPYTUX TEXHUYECKUX CpeACcTBaX 00pabOTKH peueBoi, rpaduueckoi,

BUJI0- U OYKBEHHO-IIM(PPOBOI HHDOPMALIHH).

Jns peructpanuu IIDMUH nenones3zyercs anmnaparypa B COCTaBe paguONPUEMHBIX YCTPOWCTB U

OKOHEYHBIX YCTPOICTB BOCCTaHOBIJIEHUS HH(OPMALIUU.

Kpowme atoro, nepexsar [IDMHNH Bo3M0Ok€H ¢ UCIIOIB30BaHUEM JIEKTPOHHBIX YCTPONUCTB IIEpeXBaTa

uH(pOpMaIKH, MOAKIIOYEHHBIX K KaHAJIaM CBSI3U MJIM TEXHUYECKUM cpeacTBaM o0padboTku I1/1H.

Perucrpanus [ID9MUH moxeTr BeCTHCh C HCIIOJIB30BAHUEM anlapaTypbl CIEAYIOMINUX BUIOB:

~  CTalMOHApHOM anmapaTypoii, pa3MeniaeMoil B OJIM3IeKaIIUX CTPOSHUSX (31aHUsX) C
HEKOHTPOJIUPYEMBIM NMPEObIBAaHNEM TOCTOPOHHUX JIHIL;

~— MOPTATUBHOM BO3MMOM ammaparypsl, pa3MelaeMoi B TPAHCIOPTHBIX CPEACTBAX,
OCYIIECTBIISIONUX JBUKEHHE BOIM3MU CIIY>KEOHBIX TTOMELIEHUH UITH MPU UX NAPKOBKE PSIIOM C
STUMHU [IOMEICHUSIMY;

~ TOpPTaTUBHOM HOCHMOM anmapaTypoi - pU3n4ecKUMU JIMIaMU B HETIOCPEICTBEHHOM OJ1M30CTH OT
NCILH;

~ aBTOHOMHOHM aBTOMAaTHYECKOH ammaparypoil, CKpbITHO YCTaHABIMBAEMOW (PU3NIECKIMH JINLIAMH B
HenocpeacTBeHHoi 6muzoct ot UCII/IH.

Kanane! yreuku nndopmaninu, o0ycaoBiIeHHbIE HABOAKAMHU, 00Pa3yIOTCs 3a CUET COeTMHUTEIbHBIX

nuaui Texandeckux cpencts MCII[Ia 1 BTCC u mocTOpOHHUX MPOBOIHUKOB (B TOM YHCTIE TIenel

ANEKTPONUTAHUS U 3a3€MJICHUS ).

HaBonku 31€KTpOMarHUTHBIX U3ydyeHui Texundeckux cpeacts MCII/IH BO3HUKAIOT IPU U3JTy4YEHUU

anemeHTaMu Texaudeckux cpeacts UCII/In nHpopMaTUBHBIX CUTHAIOB TP HAJTMYUU €EMKOCTHOH,

WHIYKTUBHOW WJIM raJIbBAHUYECKOUN CBA3EH COCIMHUTEIbHBIX JIMHUN TexHuyeckux cpeacts UCIIH,



nuauii BTCC 1 mocTopoHHUX MPOBOAHUKOB. B pesymnbpraTe Ha ciryqaitHpix anTeHHax (memsix BTCC

WJTU TIOCTOPOHHMX MTPOBOJTHUKAX ) HABOJIUTCS MH(POPMATHUBHBIN CUTHAI.

[TpoxoxneHre nH(HOPMATUBHBIX CUTHAJIOB B IIETIH MJICKTPONUTAHUS BO3MOKHO TP HATTMYUN

€MKOCTHOM, HHIYKTUBHOM WJIM TabBaHMUECKOW CBSA3M UCTOUYHHMKA NH()OPMATUBHBIX CUTHAJIOB B

coctaBe TexHudyeckux cpencts UCIIIH u neneit nutanus.

[Ipoxoxnenne nHGOPMATHBHBIX CUTHAJIOB B IIETIH 3a3€MJICHHS 00YCIIOBICHO HATMYUEM €MKOCTHOM,

WHAYKTUBHOHN WM TaJIbBAHUYECKOM CBSI3UM UCTOYHHUKA MHPOPMATHUBHBIX CUTHAIIOB B COCTABE

anmnapatypsl TCIIN u neneit 3a3emieHus.

Jiis crema uHQOpPMAIUK ¢ TPOBOAHBIX TUHHA MOTYT HCIIOJIb30BAThCS:

— CpeICTBa ChbeMa CUTHAJIOB, COICPIKAIINX 3aIIUIIIAeMyI0 HHPOPMAITHUIO, C IIEeTIe TEXHUYECKUX
cpeacts UCITIn u BTCC, nunauii CBSI3U U epeaavu TaHHBIX, BBIXOAAIIUX 32 MPEIeIbl
CITY’>k€OHBIX TIOMELIEHHUH (IKBUBAJIEHTHI CETH, TOKOBBIE TPaHC(HOPMATOPHI, MPOOHUKH);

— CpeAcTBa CheMa HaBeJIEHHBIX HH()OPMATHBHBIX CUTHAJIOB C IIETIEH JIEKTPOITUTAHHUS;

— CpeAcCTBa CheMa HaBEJEHHBIX HH()OPMATHUBHBIX CHTHAJIOB C IIIMH 3a3¢MJICHHS;

— CpeAcTBa CheMa HaBEJCHHBIX HH()DOPMATUBHBIX CUTHAJIOB C MPOBOASIINX HHKEHEPHBIX
KOMMYHUKAaIUH.

J171s1 BOJIOKOHHO-ONITUYECKOM CUCTEMBI TIepe/lauu JAaHHBIX YIPO30M yTeUKu HH(OPMAIIUU SBIISETCS

yTeUuKa ONTUYECKOTO M3ITYUCHHUS, COIEPIKAIIETO 3allUIaeMyr0 HHpopMaIuio, ¢ 60KOBOM MOBEPXHOCTH

OIITHYECKOTO BOJIOKHA.

[TosiBneHre HOBBIX KaHAJIOB CBSI3H - COTOBOM CBSI3H, MEUIKUHTOBBIX COOOIICHHH, CITyTHUKOBBIX U

OCCTIPOBOIHBIX CETEH Mepeadnl JaHHBIX - IPUBEIJIO K PA3BUTHIO CTICIIHATIN3UPOBAHHBIX CUCTEM H

CPEIICTB KOHTPOJIS U TiepexBaTa HHPpOpMAIK, OPUESHTUPOBAHHBIX HA UCIIOJIb3yEeMbIE B HIX

nH(GOPMAaIMOHHBIE TEXHOJIOTUH, B TOM YHCIIE CPEICTB:

— TepexBaTa MEeUKUHTOBBIX COOOIIEHUI U COTOBOM CBSI3U;

— mepexBaTa HHQOpPMAIMH B KaHAJIaX MMepPeIayul TaHHbBIX BEIUMCIUTEIbHBIX CETEH.

5. Yrpo3bl HECAHKIMOHMPOBAHHOIO JOCTYIIA K MH(MOPMAIIUU

B HH(bODMaHHOHHOfI CUCTEMCE IIEPCOHAJIBHBIX TaHHBIX

VYrpo3et HC/] B UCII/IH ¢ nmpuMeHeHHeM POrpaMMHBIX U IPOrPaMMHO-aIIapaTHBIX CPEICTB
peanu3yroTcs IPHU OCYLIECTBIEHUN HECAHKIIMOHUPOBAHHOT'O, B TOM YHCJIE CIIy4allHOT0, TOCTYIIa, B
pe3yibTaTe KOTOPOTo OCYIIECTBIISIETCS HapyIIeHUe KOH(DUICHINAIbHOCTH (KOTUPOBaHHE,
HECAaHKIIMOHUPOBAHHOE PACTIPOCTPAHEHHE), LIEIOCTHOCTH (YHUUYTOKEHUE, U3MEHEHHE) U IOCTYITHOCTH
(6moxuposanue) I1/IH, 1 BKIIFOYAIOT B ceOs:

— YIpo3bl 10CTyNa (MPOHUKHOBEHHUS) B ONEPALIMOHHYIO CPEy KOMIIBIOTEPA C UCIOJIB30BaHUEM
HITAaTHOTO MPOTPaMMHOr0 obecreueHus! (CpeICTB ONEePalMOHHON CUCTEMbI MU MPUKIIATHBIX
porpamMm OOIIero MPUMEHEHHS);

—  YIpO3bI CO3/IaHUsl HEMITATHBIX PEKUMOB paObOThI MPOrPAMMHBIX (IIPOrPaMMHO-AINIAPATHBIX )
CpPEZCTB 3a CUET MpeTHAMEPEHHBIX U3MEHEHUH CITY>KEOHBIX TaHHBIX, UTHOPUPOBAHHS
MPEyCMOTPEHHBIX B MITATHBIX YCIOBUSIX OMPaHUYCHUI HA COCTaB U XapaKTEPUCTUKU
oOpabaTreiBacMOi1 HHPOPMAIIHH, UCKAXKEHHS (MOIU(DUKAIINN) CAMUX TaHHBIX | T.IL.;

—  YIpO3bl BHEIPEHUS BPEIOHOCHBIX IPOrpamMM (MIPOrpaMMHO-MaTEMATHUECKOTO BO3ACHCTBUSA).

Kpowme 3Toro, BO3MOXHBI KOMOMHUPOBAHHBIE YI'PO3bI, IPEACTABISAIONINE COOON COUeTaHNE YKa3aHHBIX

yrpo3. Hampumep, 3a cuet BHEpEHUsI BPEIOHOCHBIX IIPOrpaMM MOTYT co3aaBaThes ycnoBus st HCJL

B OIIEPALIMOHHYIO CpPelly KOMIBIOTEPA, B TOM YHCIIE ITyTeM (POPMUPOBAHUS HETPATUIIMOHHBIX

MH(GOPMALIMOHHBIX KAaHAIOB IOCTYTIA.

VYrpo3sl qoctyna (MpoHUKHOBEHUS ) B onepanronnyto cpeay UCII/IH ¢ ncnonb30BaHUEM IITATHOTO

IIPOrpaMMHOI0 00ECIIEUEHUs Pa3AEIAI0TCA Ha YTPO3bl HEMOCPEACTBEHHOIO U YAAJIEHHOTO 10CTyIA.

VYTpo3bl HEMOCPEACTBEHHOIO JJOCTYIAa OCYLIECTBIIIOTCS C CIOJIb30BAaHUEM IIPOIPAMMHBIX U



IIPOrpaMMHO-aIapaTHBIX CPEICTB BBOA/BBIBOJIA KOMIIBIOTEPA. YTPO3bl yIAJIEHHOIO JOCTYIA

peanusyroTcs ¢ UCIOIb30BaHUEM MPOTOKOJIOB CETEBOTO B3aUMO/ICHCTBUSI.

3TH yrpo3ssl peanusyrorcs oTHocuTenbHO MCIT/IH kak Ha 6a3e aBTOMAaTU3UPOBAHHOTO pabovero

MECTa, He BKJIFOUEHHOTO B CETH CBSA3M OOIIETro MMOJb30BaHMsA, TaK U IpUMeHHUTEIbHO KO BceM UCTI/H,

MMEIOIINM MOAKIIOUEHHE K CETSIM CBSA3U OOIIEro NOJIb30BAHUSA U CETSIM MEXIYHApOIHOIO

nH(pOpMAIMOHHOTO OOMEHa.

Omnwucanue yrpos gocryna (IpOHUKHOBEHUS) B OTIEPAIIMOHHYIO CpEAY KOMITbIOTepa (OpMaTbHO MOXKET

OBITH MPEJICTABIICHO CIICYIONUM 00Pa3oM:

yrpo3za HCJ] B UCIT/IH: = <uctounuk yrpo3sr>, <ys3zsumocts UCII/IH>, <cmocob peanuzanuu

YIpO3br>, <OOBEKT BO3ICUCTBUS (TIPOrpaMMa, IIPOTOKOJ, TaHHBIE U JIP.)>, <TECTPYKTHBHOE

JICUCTBUE™>.

VYTrpo3bl co3aHus HEITATHBIX PEXKUMOB Pa0OTHI IPOrPaMMHBIX (IIPOrpaMMHO-aINapaTHBIX) CPEACTB -

3T0 yrpo3sl "OTkaza B o6ciyxuBanuu". Kak npaBuiio, JaHHbIE yIpO3bl PACCMaTPUBAIOTCS

npumenutenbHo K MCII/IH Ha 6a3e noKkanbHBIX U pacipeaeeHHbIX HHPOPMALIMOHHBIX CUCTEM BHE

3aBHCUMOCTH OT MOJAKIIIOYEHHs HHPOPMAaLMOHHOro oOMeHa. VX peanusanus o0ycioBiIeHa TeM, YTO

IpH pa3paboTKe CUCTEMHOIO WM MPHUKIAIHOTO MPOrPaMMHOI0 00ecIieyeH s He yUUThIBAeTCs

BO3MOXKHOCTb IPEHAMEPEHHBIX JEHCTBUI 1O LIEJI€HANPABIEHHOMY U3MEHEHHUIO:

—  cojep)KaHUs cIy)keOHOU MH(OpPMaLUH B IaKeTax COOOLICHUH, TepeaBaeMbIX 1O CETH;

ycI0BUi 00pabOTKU TaHHBIX (HapUMep, UTHOPUPOBAHUE OrPaHUUYCHH Ha JUTMHY aKeTa

COOOIIIEHUS );

— (opmaToB mpeacTaBIeHUs JaHHbBIX (C HECOOTBETCTBUEM M3MEHEHHBIX (JOPMATOB, YCTAaHOBICHHBIX
11 00pabOTKHU IO IPOTOKOJIAM CETEBOI'0 B3aUMOJCHCTBHUSA);

~ TporpaMMHOro obecreueHus: 00padOTKH JaHHBIX.

B pesynwraTe peanuzaruu yrpo3 "OTka3a B 00CTyKMBaHUU'" TIPOUCXOIUT NepenoHeHHE OyhepoB u

OJIOKMpOBaHUE TIPOIEAYp 00paboTKH, "3aruKiIBaHue" poreayp oopadoTku u "3aBucanue"

KOMIIbIOTEpa, 0TOpachIBaHUE TAKETOB COOOIEHUH 1 1p. Onucanue Takux yrpo3 (popMaibHO MOXKET

OBITH IIPEJICTABICHO CIEAYIOIINUM 00pazoM:

yrpo3a "OTtkaza B 00cnyxuBaHUU'": = <UCTOYHHUK yrpo3br>, <ys3BumocTh UCIIJIH>, <croco®

peanu3anuu yrpo3br>, <00beKT BO3necTBHs (Hocutens [1/[H)>, <HemocpencTBEeHHBIN PE3yIbTaT

peanm3arnyu yrpo3ssl (mepemnoiiHneHue 0ydepa, 0JIOKUpoBaHHE MPOIIeyphl 00paboTKH, "3anuKIMBanue"

00paboTKH U T.I.)>.

VYTpo3bl BHEAPEHUS BPEJOHOCHBIX MPOrpamMM (IIpOrpaMMHO-MAaTEMaTUYECKOTO BO3/IEHCTBHS) MOT'YT

OBITH MTPEACTABJICHBI CIEAYIOMUM 00pa3oM:

yrpo3a [IMB B UCII/In: = <kiacc BpeZJOHOCHOW MPOrpaMMBbI (C yKa3aHUEM Cpeibl OOUTaHUSA)>,

<HCTOYHMK Yrpo3bl (HOCUTEINb BPEJOHOCHOM MPOrpaMMBbl)>, <cItocod HHPHUIUPOBAHUSL>, <OOBEKT

BO3/CHCTBUS (3arpy304HbIN CEKTOp, (Gaili u T.11.)>, <OMUCAHKWE BO3MOXKHBIX J1€CTPYKTHBHBIX

nercTBuir>, <1omnonHuTeNnbHas HHpopMalusa o0 yrpose (pe3uIeHTHOCTb, CKOPOCTh pacpOCTPaHEHNU,

MOJTMMOP(OUIHOCTB | JIP. )>.

5.1. O61mas xapakTepUCTUKa UICTOYHUKOB YTPO3 HECAHKIIMOHUPOBAHHOI'O JOCTYIIA B

UHGOPMAIIMOHHOHN CUCTEME NEPCOHATbHBIX JIAHHBIX
Hctounukamu yrpo3 HCJI 8 UCIT/IH MOTyT OBITh:

~  HapylIUTENb;

~ HOCHUTEJb BPEIOHOCHOU MPOTpaMMBbl;

— anmapaTtHas 3aKJIajKa.

VYrpo3sl 6e3onacHoctu [1/]H, cBsi3aHHBIE ¢ BHEAPEHNUEM aNNapaTHBIX 3aKIaI0K, OMPEACIIIOTCS B
COOTBETCTBUH C HOPMAaTHBHBIMHU JOKyMeHTaMu DeepaibHON Ci1y)0bl Oe30macHocTH Poccuiickoi
®denepaliil B yCTAHOBICHHOM €10 OPSIKE.



[To HayIMUMIO MpaBa MOCTOSTHHOTO MJIM Pa30BOro J0CTyna B KoHTpoaupyemyto 3ony (K3) UCIT/Ix

HapyLUTEIN OPa3AeIAI0TCs Ha 1Ba THIIA:

— Hapywutenu, He uMmeroiue pocryna Kk UCIIIH, peanusyromue yrpo3bl U3 BHEIIHUX CETEH CBSI3U
00IIeTo MOIK30BaHUS U (WIIH) CETEH MEKITYHAPOTHOTO HH(OPMAIIMOHHOTO 0OMEHA, - BHEIITHHE
HapyLIUTENH;

— Hapywmurenu, umerouiue noctyn k MCII/In, Bxnrouas nons3osareneit MCII/IH, peanuzyromue
yrpo3sl HenocpeactBeHHo B UCII/IH, - BHyTpeHHUE HApYIIUTENH.

BHemHumMyu HapymuTeasiMU MOTYT OBITh:

~  pa3BeIbIBaTENIbHBIE CIIYKObI TOCY1apCTB;

~ KPUMHHAJIBHBIE CTPYKTYPBI;

~  KOHKYPEHTBI (KOHKYPUPYIOIIHE OPraHu3aLum);

~ HeJ0O0pPOCOBECTHBIE MTAPTHEPHI,

— BHEIIHHUE CYOBEKTHI ((hU3HUeCcKUe JHIIA).

BHennuii HapymuTenb UMEET CIEAYIOIME BO3MOXKHOCTH

~  OCYILECTBJIATh HECAHKIIMOHUPOBAHHBIM JOCTYI K KaHAJIaM CBSI3U, BBIXOJSAIIUM 3a IPEEIIbI
CITYXEOHBIX TTOMEIICHUI;

~  OCYUIECTBJISITh HECAHKIIMOHUPOBAHHBIN JOCTYI Y€pe3 aBTOMAaTU3UPOBaHHbIE pabodne MecTa,
MOJIKJIFOUEHHBIE K CETSAM CBSA3H OOILEro MOJb30BaHUs U (UJIM) CETAM MEXIyHAPOIHOTO
MH(POPMALIMOHHOTO 0OMEHa;

~  OCYUIECTBJISTh HECAHKIIMOHUPOBAHHBIN TOCTYH K MH(OPMAIMH C CTIOJIb30BAaHHEM CIEIIMaIbHbBIX
IIPOrpaMMHBIX BO3JEHCTBUI MOCPEICTBOM IIPOTPAMMHBIX BUPYCOB, BPEIOHOCHBIX IIPOIPaMM,
JITOPUTMUYECKUX WM IPOTrPAMMHBIX 3aKJIAI0K;

~  OCYHLIECTBJISITh HECAHKIIMOHMPOBAHHBIN JOCTYI Yepe3 NEMEHTbl HH()OPMaMOHHON
un¢pactpyktypsl UCII/IH, koTOpbIE B MpoIiecce CBOEro KU3HEHHOTO LUKJIIA (MOAEpHU3ALI UM,
COIIPOBOXAECHUSI, PEMOHTA, YTHJIN3ALMN) OKa3bIBAIOTCS 3a IIPEJIEIaMH KOHTPOIMPYEMOM 30HbI;

~  OCYHIIECTBJISTH HECAHKIIMOHHPOBAHHBIN JIOCTYH Yepe3 WHPOPMAIIMOHHBIE CHUCTEMBI
B3aMMOJIEHCTBYIOLUX BEIOMCTB, OpraHu3alui 1 yupexaeHui npu ux noaxmouennn Kk UCI/Ix.

B03MOXHOCTH BHYTPEHHETO HApYIIUTENS CYIIECTBEHHBIM 00pa30M 3aBUCAT OT JICHCTBYIOIIMX B

peneaax KOHTPOJIMPYEMOM 30HBI PEKMMHBIX U OPraHU3alMOHHO-TEXHUYECKUX MEP 3aIlUTHI, B TOM

quclie no Jonycky ¢pusndeckux aui K [1/IH 1 KOHTpOII0 nopsaKa IpoBeeHus padoT.

BHyTpeHHue noTeHIMaIbHbIE HAPYILIUTENH [TOAPA3JIEISIIOTCS Ha BOCEMb KaTETOpHil B 3aBUCUMOCTH OT

crioco0a J1ocTymna 1 noiHoMouuit nocryna k /1.

K nepBoii kaTreropuu OTHOCSTCS JIMLA, UMEIOIIME cCaHKIMOHUpoBaHHbIN noctyn K MCII/IH, HO He

nmeromue nocrtyna k IIJIH. K aToMy Ty Hapymmrenei OTHOCATCS JOKHOCTHBIE JINLIA,

oOecreunBatonre HopmaiabHoe pyHkmonupoanue UCII/IH.

JInuo 3ToM KaTeropuyu MOXKET:

— UMEeTb JOCTYH K pparMeHTaM HHPopmaiuu, conepxaiieii [1/1n u pacnpocTtpansiomeiics no
BHYTpeHHUM KaHanaMm cBsi3u UCII/H;

— pacnonarats ¢pparmenTamu uHpopmaiuu o tornosioruu MCII/IH (KOMMYHUKAITMOHHON YacTH
MOJICETH) M 00 UCTIOIb3YEMBIX KOMMYHHUKAITMOHHBIX TPOTOKOJIAX U UX CEPBUCAX;

— pacnosiaraTb IMEHaMHU U BECTH BBIBICHUE MapOJIEH 3apETUCTPUPOBAHHBIX M10JIb30BATENEN;

~  M3MEHATH KoH(purypanuio Texuuueckux cpeacts MCIIAH, BHOCUTH B Hee MPOrpaMMHO-
anrnapaTHble 3aKJIaIKU U o0ecrieunBaTh CbeM HH(POPMALIMK, UCIIOJIb3Ysl HEMOCPEICTBEHHOE
MoAKII0UeHre K TexHudeckum cpeactsam UCTIJH.

Ko BTOpOIi KaTeropuu oTHOCSTCS 3aperucTpupoBanHble nosbs3osarenu MICII/IH, ocymecTBastonme

orpaHu4eHHbIN noctyn Kk pecypcam MCII/IH ¢ pabouero mecra.

JInuo 5TOM KaTeropuu:



— 005aaaeT BceMU BO3MOXHOCTSIMM JIML IEPBON KaTErOpuHu;

~ 3HaerT, 10 MEHbLIEH Mepe, OAHO JIeradbHOEe UMs JOCTYIIA;

— o0nagaer BceMHU HEOOXOIMMBIMU aTprOyTamMu (Hanmpumep, mapojem), 00ecreunBaOIIMMU JTOCTYI
K HEKOTOpOMY noAMHOkecTBY [1/1H;

— pacnonaraeT KOH(pUICHIMAIbHBIMU JaHHBIMU, K KOTOPBIM UMEET AOCTYII.

Ero goctym, ayreHTHUKaLMs U IpaBa Mo JOCTYIy K HEKOTOpoMy NoJAMHOecTBY T1JIH A0mKHbBI

periiaMeHTUPOBATHCS] COOTBETCTBYIOLIMMU IIPAaBUIaMH pa3rpaHUUEHUs T1OCTyIa.

K tperbeii kareropuum oTHOCSTCS 3aperucTpupoBanHble noaszoBatenu MCII/IH, ocymecTBisomue

yJaneHHsli goctyn K [IJIH 1o J0KaabHbIM U (MIIK) paclpeieIeHHbIM HHPOPMALMOHHBIM CUCTEMaM.

JIuto »Toi1 KaTeropuu:

— o0sazaeT BceMH BO3MOXHOCTSIMHM JIMII IEPBOM U BTOPOIl KaTeropwuii;

— pacnonaraet uHpopmanueit o rononoruu MCII/Ix Ha 6a3e nokanbHON U (MIM) pacnpeaeIeHHOM
MH(OPMALIMOHHON CUCTEMBI, Uepe3 KOTOPYIO OCYILIECTBIISETCS JOCTYII, U O COCTaBE TEXHUUECKUX
cpeacts UCIIn;

~ HUMEEeT BO3MOXHOCTb NPAMOro (pU3UYECKOro) JOCTyMa K (pparMeHTaM TEXHUYECKUX CPECTB
NCII/n.

K ueTBepToil KaTeropuu OTHOCATCS 3aperucTpupoBanHble nojib3zoBaTenn UCII/IH ¢ nonHoMounsaMu

aaMuHUCTpaTopa 6e3omacHocT cerMenTa (dhparmenta) MCITIH.

JIno 3TOM KaTeropuu:

— 00sazaeT BCeMH BO3MOXKHOCTSIMHM JIMIL IPEABIAYIINX KaTerOpuii;

— o0sazaer NoJHOM nHpopMalnKell 0 CUCTEMHOM U IIPUKIIAJHOM IIPOIPaMMHOM O0€CIIeYeHNH,
ucnonb3yeMoM B cermente (pparmente) UCII/IH;

— o0Onanaer nojaHoU nHGoOpMaluel 0 TEXHUYECKUX CPEeICTBAaX M KOH(UTypaliu cerMmeHTa
(pparmenTa) UCTIdH;

— HMMEEeT JOCTYI K CpeACTBaM 3aIlUThl UH(POPMALIMK U IPOTOKOJIUPOBAHUS, a TAK)KE K OTIEIbHBIM
3JIEMEHTaM, UCToJIb3yeMbIM B cermenTe (pparmente) UCI/IH;

— HMeeT JIOCTYI KO BCeM TEXHHUUECKUM cpesicTBaM cermenTa (¢parmenrta) MCII/H;

— o0namaer nmpaBamMu KOH(PUTYPHUPOBAHUS U aIMUHUCTPATUBHONW HACTPOHKH HEKOTOPOTO
MOJIMHOXECTBA TEXHUUECKUX cpeAcTB cermeHTa (pparmenta) UCIIIH.

K msaToit KaTeropuu OTHOCSTCS 3apErUCTPUPOBAHHBIE NIOIB30BATENHN C IIOJTHOMOYHUAMHU CUCTEMHOIO

agmunauctpaTtopa UCII/IH.

JIno 3TOM KaTeropuu:

— o0nazaer BCeMU BO3MOKHOCTSMH JIMII ITPEAbIAYINX KaTEeTOpUid;

— oOsamaer moJiHOM MHGOpMaIMel 0 CHCTEMHOM U TIPUKJIAAHOM MPOTPAMMHOM 0O€CTICUCHHUH
NCTIH;

— o0namaer MONHOM nHpopManHel 0 TeXHUUECKUX cpeacTBax u KoHpurypaunu UCIT1H;

— HMMEEeT JOCTYN KO BCEM TEXHMUYECKUM cpesicTBaM o0paboTku nHpopmanuu u ganasiM UCI/IH;

— o0nanaer npaBaMy KOH(UTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPOUKH TEXHUUECKUX CPEICTB
NCII/n.

CucTeMHbI aAMMHUCTPATOP BHINOIHAET KOHQUIYpUPOBAaHUE U yIIPaBIEHUE IPOIPAMMHBIM

obecnieuenuem (I10) u obopynoBanueM, BKIrOYasi 000pya0BaHUE, OTBEYAOIIee 32 0€301aCHOCTh

3alMIIaeMOro 00BEKTa: CPeCTBA KpUNTOTpadudecKoi 3aiuThl UHGOPMAlUU, MOHUTOPHUHTA,
peructpaiuu, apxusauuu, 3amutsl or HCJI.

K mecToii kaTeropuu 0THOCATCS 3apETUCTPUPOBAHHBIE MOIB30BATENN C TIOJTHOMOYHUAMHU

aamuaHcTpaTopa 6ezonacHoctu MCIT/IH.

JIuuo »Toit KaTeropuu:

— 005azaeT BCeMH BO3MOXHOCTSIMHM JIMII IPEAbIAYIIUX KaTerOpuii;



— obnanaet nonaHou uHpopmanueit 06 UCIIIH;

— HWMeeT JOCTYI K CpeACTBaM 3alIUThl HHPOPMAIIMH U TPOTOKOIUPOBAHUS U K YaCTH KITFOUEBBIX
anementoB UCII/IH;

— He UMEeT MpaB JIOCTyMNa K KOHPUTYpUPOBAHHUIO TEXHUUYECKUX CPEJICTB CETH, 32 UCKIIOYCHHEM
KOHTPOJIbHBIX (MHCIIEKIIUOHHBIX).

AnMuHHUCTpaTOp OE30MACHOCTH OTBEUYAET 33 COOIOICHHIE MTPABUJI pa3rpaHUUEHUs JOCTYIa, 3a

reHepalrio KIIFOUYEBBIX JIEMEHTOB, CMEHY Mapojeil. AAMUHHCTPATOp 0€30MaCHOCTH OCYIIECTBISET

ayJIuT TeX K€ CPEJICTB 3alUThl 00BEKTa, YTO U CUCTEMHBIN aJIMUHUCTPATOP.

K cenpMoii kaTeropuu OTHOCSITCSI POTrPAMMUCTHI-Pa3paboTUHUKH (MOCTABIIUKY ) TPUKIIATHOTO

MIPOrpaMMHOI0 0OECIIEUeHHs U JINLA, 00ECTIEUNBaIOIIUE €T0 COMPOBOXK/ICHUE Ha 3aIUIIIAEMOM

00BEKTE.

JIno 5TON KaTeropuu:

— obnamaer nHpopMaImeit 00 anrroputMax u nporpammax oopadbotku uapopmarun Ha MCII/H;

— 005asaeT BO3MOKHOCTSMU BHECEHHUS OIIMOOK, HEACKIIAPUPOBAHHBIX BO3MOXKHOCTEH,
MPOrPaMMHBIX 3aKJIaJIOK, BPEJJOHOCHBIX MporpamMm B nporpammuoe obecnieuenne UCII/Ix Ha
CTaJuu ee pa3pabOoTKU, BHEAPEHUS U COMTPOBOXKICHUS;

— MOXET pacronararh Jro0bsiMu pparmentamu uHopmarmu o tornosorun UCIIIH u TexHruueckux
cpeactBax 00padoTku u 3amuthl [1/]H, oOpabaTeiBaembix B UCII/IH.

K BocbMOi1 KaTeropun 0OTHOCATCS pa3pabOTYMKH U JIMIA, 00ECIICUNBAIOIIIE TOCTABKY,

COMNPOBOXKICHUE U PEMOHT TexHuueckux cpeacts Ha UCII/IH.

JIuno »Toit Kareropuu:

— o0namaet BO3MOKHOCTSIMH BHECEHHUS 3aKJIa 0K B TexHuueckue cpeactsa MCII/n Ha craguu nx
pa3paboTKH, BHEAPEHUS U COITPOBOXKICHUS;

— MOXET pacronararth Jro0bsiMu parmentamu uHopmarmu o tononorud UCIIIH u TexHruuecKux
cpeacTBax 00padoTku u 3amuThl nHGopmaruu B UCTI/IH.

VYkazaHHbIE KaTerOpUU HAPYLIUTENEH TOKHBI YUUTHIBATHCS MPU OIICHKE BO3MOXKHOCTEN peain3aiuu

VYBIT/H.

Hocurenem BpeqoOHOCHOM MPOrpaMMbl MOXKET OBITh allapaTHBIN AJIEMEHT KOMITBIOTEpa UITU

MporpaMMHBIN KOHTelHep. Eciu BpeoHoCcHas mporpaMMa He acCOIMUPYETCS ¢ KaKOW-TH00

MIPUKJIIAJHOM MPOrPaMMOM, TO B KAYECTBE €€ HOCUTEIISI pACCMaTPUBAIOTCS:

—  OTYYXJaeMbId HOCUTENh, TO €CTh AuckeTa, onTudeckuit Auck (CD-R, CD-RW), dbmdur-naMsTs,
OTUY>K/1a€MbIiA BUHUECTEP U T.I1.;

— BCTpPOCHHBIC HOCUTEIN MHGOPMAITH (BUHUYECTEPHI, MUKPOCXEMBI OTIEPATUBHON MTAMSATH,
MPOIIECCOP, MUKPOCXEMbI CHCTEMHOM TUIaThl, MUKPOCXEMBI YCTPOMCTB, BCTpAaUBAEMbIX B
CUCTEMHBIH OJIOK, - BUACOaanTepa, CeTeBOH MIaThl, 3BYKOBOM MJIaThl, MOJIEMa, YCTPONCTB
BBOJIa/BBIBOJIa MATHUTHBIX JKECTKUX M ONTHYECKHUX AUCKOB, OJIOKA MUTAHUS U T.II., MUKPOCXEMBI
MPSIMOTO TOCTYIA K MaMsATH, IIUH Nepelaui JaHHBIX, IOPTOB BBOJ1a/BbIBO/IA);

—~  MHKPOCXEMbl BHEIIHUX YCTPONCTB (MOHUTOPA, KJIaBUATYpPbl, IPUHTEPA, MOJIEMA, CKaHEpPa U T.I1.).

Ecnu BpenoHOCHAsI mporpaMma acCOIMUPYETCs ¢ KaKOK-JIMOO0 MPUKIIAIHOM MporpaMMoi, ¢ daitnamu,

MMEIOIIMMU ONpPE/IeNICHHBIE PACIIUPEHUS UM UHBIE aTPUOYTHI, C COOOIICHUIMH, MTEPEIaBACMBIMH I10

CETH, TO €€ HOCUTEIISIMU SIBJISIFOTCSL:

— TIaKeThI epeIaBaeMbIX M0 KOMITBIOTEPHOU CETH COOOIICHHI;

—  (aiinsl (TekcTOBBIC, TpadUUecKue, UCIIOTHIEMbIC U T.11.).

5.2. O61as xapakKTepUCTHKA YI3BUMOCTeH HHGOPMAITMOHHOMN

CHUCTEMBI IICPCOHAJIBHBIX JaHHBIX

VYa3BUMOCTh MTHPOPMALIMOHHOMN CHUCTEMBI IEPCOHATIBHBIX JIaHHBIX - HEJOCTATOK WM c1aboe MecTo B
CHUCTEMHOM WJIM ITPUKIJIATHOM IIPOTPaMMHOM (IIPOrpaMMHO-aNapaTHOM) o0ecre4eHnn



aBTOMATH3MPOBAHHOW WH(POPMAIIMOHHOHN CUCTEMBI, KOTOPBIE MOTYT OBITh HCIIOJIB30BAHBI JIS

peanu3aium yrpo3bl 0€30MacHOCTH TIEPCOHATBHBIX JJAHHBIM.

[IpuyrHaMy BOSHUKHOBEHHS YSI3BUMOCTEH SIBIISIIOTCS:

~  OIMOKY NMPH MPOSKTUPOBAHUU U pa3pabOTKe MPOrpaMMHOTO (IIPOTPaMMHO-aNIapaTHOTO)
o0OecrieueHus;

~ IpeIHaMepeHHbIE IEHCTBUS IO BHECEHUIO YA3BUMOCTEH B X0/1€ POSKTHUPOBAHUS U pa3padOTKu
MPOTPaMMHOTO (ITPOTPAMMHO-AIIAPaTHOT0) 00eCIIeUeHS,

~  HEIpaBUJIbHbIE HACTPOMKH MPOrpaMMHOI0 0OeCIeYeHus], HEIPABOMEPHOE U3MEHEHUE PEXKUMOB
paboTHI YCTPOWCTB M IPOTPaMM;

— HECaHKIMOHUPOBAHHOE BHEJPECHUE M UCIIOJIb30BAHUE HEYYTCHHBIX MPOTPAMM C MTOCIIEAYIOIINM
HEOOOCHOBAHHBIM PACXOZ0BaHUEM PECYPCOB (3arpy3Ka MpoIeccopa, 3aXBaT OMepaTUBHON MaMSITH
Y MIaMATH Ha BHEIIHUX HOCUTEIAX);

— BHEJPEHHUE BPEAOHOCHBIX IIPOrPaMM, CO3/IAIOUINX YI3BUMOCTH B IPOTPaMMHOM H IIPOTPaMMHO-
anmapaTHOM 00eCIeUeHHH;

— HECAaHKIIMOHUPOBAHHbIE HEYMBIIIUIEHHBIE IEUCTBUS MOJIb30BATENEH, MTPUBOISAIINE K
BO3HUKHOBEHUIO YA3BUMOCTEH;

— cbou B paboTe anmapaTHOTO U MPOrPAMMHOTO o0ecTieueHus (BbI3BaHHBIC COOSIMHU B
AJIEKTPOITUTAHUH, BEIXOJIOM U3 CTPOS alMapaTHBIX AJIEMEHTOB B PE3yJIbTaTe CTAPCHUS U CHIKCHUS
HA/IKHOCTH, BHEITHUMH BO3/ICHCTBUSMU JIEKTPOMAarHUTHBIX MOJIEH TEXHHYECKUX YCTPOUCTB U
Ap.).

5.3. O0mas xapakTepUCTUKA YTPO3 HENOCPEICTBEHHOTO JIOCTYIA B ONEPAIMOHHYIO Cpesly

HH()OPMAIIMOHHON CHUCTEMBI IEPCOHATBHBIX JaHHBIX

VYrpo3sl qoctyna (MPOHUKHOBEHUS) B ONEPAIIMOHHYIO Cpelly KOMIIBIOTEPA U HECAHKIIMOHUPOBAHHOTO

noctyna K [IJIH cBsi3aHBI C 1OCTYNIOM:

— K uHboOpMalMu U KOMaHJaM, XpaHsamuMcs B 6a30Boii cucreme BBosa/BeiBosa (BIOS) UCIIH, ¢
BO3MO>KHOCTBIO IIEpEXBaTa YIPABICHUS 3arpy3Koi ONEpallMOHHON CUCTEMBI U [TOJIyY€HUEM IIPaB
JIOBEPEHHOT0 M0JIb30BaTENIS;

~ B OIEPAIMOHHYIO CpeAy, TO €CTh B cpeay (YHKIIMOHUPOBAHUS JIOKAJIbHOM ONEepaliuOHHON
CUCTEMBI OTAENbHOr0 TeXHu4YecKoro cpeactsa MCII/IH ¢ BO3MOXKHOCTBIO BBIIIOJHEHUS
HECAaHKIIMOHUPOBAHHOTO JJOCTYIIA MTyTEM BbI30Ba MITATHBIX MPOTPaAMM OINEPAIIIOHHON CUCTEMBI
WM 3aIyCKa CIeNUalIbHO pa3padO0TaHHBIX IPOTpaMM, pealu3yIOLUX TaKue JeHCTBUS;

— B cpeny GQyHKIMOHUPOBAHUS MPUKIAAHBIX IPOrpamMM (HapUMep, K JIOKaJIbHOW CUCTEME
yrpaBieHus 0a3aMu JaHHBIX);

— HEMOCPEJACTBEHHO K MHGOPMAIMH T0Jb30BaTels (K ¢aitiam, TeKCTOBOH, ayino- U TpaduiecKoit
MHPOPMAIINH, TTOJISIM U 3aIHCAM B 3JICKTPOHHBIX 0a3ax JaHHBIX) U 00YCIOBICHBI BO3MOXXHOCTHIO
HapyleHus ee KOHPUICHIIMATIbHOCTH, LIETOCTHOCTH U JOCTYIHOCTH.

DT yrpo3bl MOT'YT OBITH peain30BaHbl B ciiydae nonaydeHus ¢pusndeckoro goctyna Kk UCII/Ix unu, mo

KpaifHei mepe, Kk cpeactBaM BBojia nHpopmaruu B UCITIH. IX MOXHO 0OBbETMHUTD 10 YCIOBUSAM

peanusanuu Ha TpU FPYIIIbL.

IlepBas rpymnmna BKItoYaeT B ce0s1 yrpo3bl, peaau3yeMble B X0/1€ 3arpy3KH ONEPallMOHHONW CUCTEMBI.

OT1H yrpo3sl 6e30macHoCTH WH(GOPMAIIUY HAPaBICHBI Ha MIEpEXBAT MapoJieil Uiu HISHTU(UKATOPOB,

Moau(UKAIMIO POTPpaMMHOT0 obecriedueHus 6a30Boit cucteMbl BBoaa/BeiBoaa (BIOS), mepexsar

YIPaBJICHUS 3arpy3K0i C H3MEHEHHEM HEO0OXO0IMMOM TEXHOJIOTHUECKOM HH(POpMAIIUHU TSI TIOTyYEHUS

HCJI B onepanmonnyto cpeny UCII/Jn. Yamie Bcero Takue yrpo3sl peaanu3yloTcs ¢ UCTIOIb30BaHUEM

OTUYXKIAeMbIX HOCUTENeH HHPOpMAITUH.

Bropas rpynna - yrpo3ssl, peajin3yeMble Mocie 3arpy3Ku ONepanuoHHON cpeibl HE3aBUCUMO OT TOTO,

Kakasi pUKJIagHasi MporpaMmMa 3ammycKaeTcsl MoJb30BaTeeM. JTH yrpo3bl, KaK MPaBUIIO, HAIIPABIICHBI



Ha BBINOJIHEHUE HENOCPEACTBEHHO HECAHKIIMOHUPOBAHHOTO 10CcTyMa K nHbopMauuu. [Ipu nomyuenun

JIOCTYIIA B OTIEPAIIMOHHYIO CPEly HapYIIUTENIb MOKET BOCTIOIB30BAThCS KaK CTaHAAPTHBIMU

(G YHKIUSMU OTIEPAIIMOHHONW CUCTEMBI WIIH KaKOW-TMO0 MPUKIIATHONW POrPaMMBI OOIIEro MOJIb30BaHuUs

(Hampumep, CUCTEMBI yIIpaBieHUs 0a3aMu JaHHBIX), TAK U CTICUAIbLHO CO3IaHHBIMHU JIJIs1 BBITTOJIHEHUS

HECAaHKIMOHUPOBAHHOTO JOCTYIIA TPOrpaMMaMHU, HallpUMep:

— TporpaMMaMu IpocMOTpa U MOAU(DHUKAIIUH PEECTpa;

— TporpaMMaMu MOUCKa TEKCTOB B TEKCTOBBIX (haiiyiaX Mo KJIFOUEBHIM CIIOBaM M KOMUPOBAHMUS,

—  CHelHalbHBIMH MMPOTPAMMAaMHK IIPOCMOTPA M KOTIMPOBAHMS 3aIHCEH B 0a3aX TaHHBIX;

— Tporpammamu OBICTPOTO MpocMOTpa rpadudeckux GailioB, UX peIaKTUPOBAHUS UITH
KOITUPOBAHUS;

~ mporpaMMmaMu HOJJIEPKKU BO3MOKHOCTEH PEeKOH(PUTypalluu MPOrpaMMHOM cpeibl (HaCTPOHKU
NCTI[IH B nHTEpECaxX HAPYLIUTENS) U JIP.

Hakoner, TpeThs Tpynmna BKIIIOYAET B ce0s yIpo3bl, peain3aliis KOTOPhIX OMpeaesaeTCs TeM, Kakas U3

MIPHUKIIATHBIX IPOTPaMM 3aITyCKaeTCsl MOIb30BaTeNeM, WK (aKTOM 3aImycKa JTF000N U3 MPHUKIIATHBIX

nporpaMM. bosbIiast 4acTh TakKUX yrpo3 - 3TO YIpo3bl BHEAPEHUS BPEAOHOCHBIX MTPOrpamMM.

5.4. O61as xapakTepUCTHKa YIpo3 6€30MacHOCTH NePCOHAJIBHBIX JIAHHBIX,

peaTn3yeMBbIX C UCIOJIH30BAHUEM MPOTOKOJIOB MEKCETEBOI0 B3aUMOICHCTBUS

Ecnu UCII/IH peanu3oBaHa Ha 6a3e JIOKaIbHOW WM paclpeeIeHHON HH(POPMAalMOHHONW CUCTEMBI, TO

B HEHl MOT'YT OBbITh PEAIM30BaHbI YTPO3bl 0€30MaCHOCTH MH(POPMALIUH ITyTEM HCII0JIb30BAHUS
MIPOTOKOJIOB MEKCETEBOro B3auMoaeicTBus. [Ipu atom mosxer obecnieunBathess HCJI k I11H nnun
peanu30BbIBaThCS Yrpo3a 0TKa3a B o0ciyxuBaHus. Oco6eHHo onacHsl yrpo3sbl, koraa UCIT
MIPECTABISET OO0 pacrpeneieHHYI0 HHPOPMAIMOHHYIO CUCTEMY, MOJIKIIOYCHHYIO K CETSM 00IIero
MOJIb30BaHUS U (HJIN) CETSIM MEXITYHApOTHOTO HHPOPMAIIMOHHOTO 0OMeHa. B ee OCHOBY MOJIOKEHO
CeMb CJIEIYIOUINX ePBUYHBIX MPU3HAKOB KJIACCUPHUKALIH.
1. Xapakrep yrpo3sl. I1o 3Tomy npusHaky yrpo3sl MOT'YT OBITh IACCUBHBIE M akTUBHBIE. [laccuBHas
yrpo3a - 3TO yrpo3a, MpH peanu3alii KOTOpOil He 0Ka3bIBAETCs HETIOCPEICTBEHHOE BIMSHIE Ha
paboty UCII/IH, HO MOTYT OBITH HAapYIIEHBl YCTAHOBJIEHHBIE MTpaBHIIa pa3rpaHndeHus nqocryna K 1110
WJIN CETEBBIM pecypcam. [IpruMepoM Takux yrpos siBisieTcst yrposa "AHanus cereBoro tpaduka',
HampaBJICHHAs Ha MPOCIyIIMBaHUE KAHAJIOB CBS3H U IIepexBaT nepeaaBaeMoi HHPOpMaLnu.
AxTHBHas yrposa - 3TO yrposa, cBa3aHHas ¢ Bo3aencrsueM Ha pecypesl UCII/IH, npu peanuzanuu
KOTOpOM OKa3bIBa€TCsl HEMOCPEICTBEHHOE BIIMSHNE Ha paboTy cuCTEMBI (M3MEHEHNE KOHPUTypaluy,
HapymeHne paboToCIIOCOOHOCTH U T.1.), M C HAPYIICHUEM YCTAHOBIICHHBIX MTPABHJI pa3TPaHUICHUS
nocryna k [/ win cereBeiM pecypcam. [Ipumepom Takux yrpos sasisgercs yrposa "OTka3 B
obcnyxuBanuu", peanuzyemas kak "mropm TCP-3ampocos”.
2. llens peanuzauuu yrpo3ssl. [1o 3ToMy npu3HaKy yrpo3bl MOT'YT ObITh HAalPaBJIECHbI HA HAPYIIEHNE
KOH(HIEHIIMAIBHOCTH, LIEJIOCTHOCTH U JJOCTYITHOCTH HH(pOpMAIMHK (B TOM YHUCIIE HA HApyLIECHHUE
paborocniocooHoctn UCII/IH uinu ee 31€MEHTOB).
3. YcioBue Havana OCyLIECTBIEHHUS IIpoLecca peanu3auuu yrpossl. 1o aToMy npusHaky MoxkeT
pEeaNn30BbIBATHCS YIpo3a:
~ 110 3ampocy OT 00BEKTa, OTHOCUTEIBHO KOTOPOTO peajau3yeTcs yrposa. B atom ciyqae
HapyLUTEIb 0KUIACT NEPeJauu 3anpoca OMpeIeIeHHOI0 TUIA, KOTOPBIA U OyJIeT yCI0BUEM
HayaJla OCYILECTBICHHS] HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;
~ 110 HACTYIUIEHUIO OXKHJIA€MOIr0 COOBITUS HA 00BEKTE, OTHOCUTENILHO KOTOPOT'O pealn3yercs
yrposa. B aToMm citydae HapymmTe b OCYIIECTBISET MOCTOSTHHOE HAOMIOACHNE 32 COCTOSTHIEM
onepaunonHoi cuctembl UCII/IH 1 npu BO3SHUKHOBEHHH OTIPEIEICHHOTO COOBITUS B 3TOW CUCTEME
HAa4YMHAET HECAaHKLIMOHUPOBAHHBIN JOCTYII;



— 0e3ycioBHOE Bo3jeiicTBHE. B 3TOM ciydae Hayano ocyIecTBICHUS HECAHKIIMOHUPOBAHHOTO
J0CcTyTa 0€3yCIIOBHO MO0 OTHOLLIEHUIO K LEJIH JOCTYIa, TO €CTh yIrpo3a peajlu3yeTcsl HEMEIJICHHO U
0€30THOCUTENIFHO K COCTOSTHUIO CICTEMBI.

4. Hanmnuwme obpatHoit cBsizu ¢ UCITIH. [1o aTOMy npu3HaKy Mpouecc pean3alind yTpo3bl MOXKET

OBbITH ¢ 00OpaTHOM CBsI3bI0 U 0€3 00paTHOM CBA3U. YIpo3a, OCyIIecTBIsAeMas U HATMYUKN 00OpaTHOM

ces3u ¢ UCITJIH, xapakTepusyercs TeM, YTO Ha HEKOTOphIE 3anpockl, nepeganubie Ha UCIIH,

HapyIUTEI0 TpedyeTcs momyduTh oTBeT. CienoBarenbHo, mexay Hapymmutesnem u UCITIa

CYLIECTBYET OOpaTHas CBsA3b, KOTOPasl I03BOJISIET HAPYUIUTEIIO aJI€KBaTHO pearupoBaTh Ha BCe

n3MeHeHus, npoucxozsaimue B UCIIIH. B otnuuue oT yrpos, peaansyeMbIX PH HATMYUH 00paTHOM

cBsi3u ¢ UCIIIH, npu peanuszanuu yrpo3 0e3 o0paTHOM CBSA3U He TpeOyeTcs pearnpoBaTh Ha Kakue-

60 u3menenust, npoucxozsmiue B UCIT/IH.

5. Pacnionoxxenne Hapymmrens otHocutenbHO UCTI/IH. B cooTBETCTBUM ¢ 3TUM MPU3HAKOM YIpo3a

peanu3yercsi Kak BHyTPUCETMEHTHO, TaK U MeKCeTrMEeHTHO. CerMeHT ceTu - pusnueckoe o0beInHeHHE

xocToB (TexHuueckux cpeacts MCIIJIH niam KoMMYyHHKallMOHHBIX 3JIEMEHTOB, UIMEIOIINUX CETEBON

anpec). Hanpumep, cerment UCII/IH 00pa3yeT COBOKYIHOCTh XOCTOB, OJKIIOUEHHBIX K CEpPBEpY MO
cxeme "obOmas muHa". B ciiydae, Korja IMeeT MeCTO BHYTPUCETMEHTHAsI yrpo3a, HapylIUTeIb UMEeT
¢uznueckuit goctyn k annapatHbiM 3aemeHTaMm UCII/IH. Ecau nmeetr MecTo MexXcerMeHTHas yrposa,

TO HapymuTenb pacnonaraercs BHe UCII/IH, peanusys yrpo3y u3 Ipyroit CE€TH WU U3 IPyroro

cermenrta UCIIJIH.

6. YpOBEHB dTAIOHHON MOJIENTH B3aUMOICUCTBHUS OTKPBITHIX cucteM <*> (ISO/OSI), Ha koTopom

peanusyetcs yrposa. [lo 3ToMy npusHaky yrpo3a MOXKeT peaii30BbIBaThCS HA GU3UYECKOM,

KaHaJIbHOM, CETE€BOM, TPAHCIIOPTHOM, CEAHCOBOM, IIPEACTABUTEIBHOM M IPUKIIAJTHOM YPOBHE MOJIEIN

ISO/OSI.

<*> MexnayHapozaHast Opranuzanus o Crannapruszauun (ISO) npunsina crangapt ISO 7498, onuceiBaromuit B3aumoeiicTBre oTKpbIThIX cucteM (OSI).
7. CooTHomieHue koinyecTBa HapymuTenen u anemenToB MCIIIH, OTHOCUTENHHO KOTOPBIX
peanusyetcs yrposa. Ilo 3ToMy npusHaky yrpo3a MOXXeT ObITh OTHECEHA K KJIacCy yrpo3,
peann3yeMbIX OJJHUM HApPYIIUTEIEM OTHOCUTENBHO 0qHOr0 TexHuueckoro cpenactsa UCII/Ix (yrposa
"oIMH K 0IHOMY"), Cpa3y OTHOCUTENIBHO HECKONIbKHUX TexHudeckux cpeacts UCIIn (yrposa "onun
KO MHOTUM") HJIM HECKOJIbKUMH HAPYIIUTEISIMH C Pa3HbIX KOMIIBIOTEPOB OTHOCUTEIHHO OJIHOTO HIIN
Heckonbkux TexHnueckux cpeacts MCII/IH (pacnpeneneHHble Wi KOMOMHUPOBAHHBIE YTPO3bI).

C yueToM MpoBeIeHHOM KIIacCU(UKAIIMHA MOKHO BBIJICIIUTH CEMb HanOO0JIee YacToO peaan3yeMbIX B
HACTOsIILIEE BPEMsI YTPO3.

DTa yrpo3a peann3yercs ¢ IOMOIIbIO CIIeMAIbHON IPOrpaMMbI-aHaIn3aTopa makeros (sniffer),
IIepeXBaTHIBAIOIIEH BCE MTAKETHI, IEPEIABAEMBIE 10 CETMEHTY CETH, U BBIICISIONIEH CPEIU HUX TE, B
KOTOPBIX MEePeIatoTCs HACHTU(PUKATOP MOJIB30BaTENs U €ro NMapoiib. B xoe peanuzanuu yrpo3sl
HAPYIIUTETh U3y4aeT JIOTUKY paOOTHI CETH - TO €CTh CTPEMHUTCS MOTYYUTh OJJHO3HAYHOE COOTBETCTBUE
COOBITHI, IPOUCXOASIINX B CHCTEME, M KOMaH/I, IEPEChIIAEMBIX MPU ITOM XOCTaMH, B MOMEHT
MOSIBJICHUS JAHHBIX COOBITUI. B nanbHeiemM 3To M03BOJSET 370yMBIIIJICHHUKY Ha OCHOBE 3a/IaHuUs
COOTBETCTBYIOIIMX KOMAaH]I IMOJTYYUTh, HAIPUMED, TPUBUIICTHPOBAHHBIE TIpaBa Ha JCUCTBUS B CUCTEME
WJIU PACIIUPUTEH CBOM TIOJTHOMOYHUS B HEH, MEPEXBATUTH MOTOK MEPETABAEMbIX TAHHBIX, KOTOPHIMU
00OMEHHUBAIOTCS KOMIIOHEHTHI CETEBOM OIMEPAIMOHHON CUCTEMBI, JIJIsl U3BJICUCHUST KOH(PUACHIIHATEHOM
WM UASHTUPUKATMOHHON HHPOpMAIUK (HAlIpUMep, CTATUYECKUX Mapojie moibp3oBareneii s
JIOCTyMa K yaajieHHbIM xocTaM 1o npotokoiaMm FTP u TELNET, ne npeaycmaTpuBaronmum
muQpoBaHue), ee NoAMEHbl, MOAU(UKALINY U T.I1.

2. CKaHUpPOBAHUE CETH.

CymHOoCTh mpoliecca peann3aiuy yrpo3bl 3aKI0YaeTcsl B epeaayue 3alpocoB CETEBBIM CITy:K0am
xoctoB MCII/IH u ananu3e oTBETOB OT HUX. Llenp - BBISIBIEHNE UCIIONIB3YEMBIX ITPOTOKOJIOB,



JOCTYIIHBIX IIOPTOB CETEBBIX CIIYK0, 3aKOHOB (hOPMUPOBAHUS UICHTU(UKATOPOB COETUHEHUH,
OTIpe/ICIICHUE AKTUBHBIX CETEBBIX CEPBUCOB, MOI00P WACHTU(DHUKATOPOB U MAPOJICH TIOJTB30BATEIICH.
3. Yrpo3a BbIsABIEHUS TAPOJIS.

Lens peanusanyu yrpo3sl cocTout B nostydennu HC/I myreM nmpeooseHus naposIbHOM 3aIlUTHI.
370yMBIIIEHHUK MOKET PEATM30BbIBATh YTPO3Y C MOMOILBIO LIEJIOTO Psiia METOAOB, TAKUX KaK
pocToil nepedop, nepedop ¢ UCIOIb30BaHUEM CIEIMATIBHBIX CIOBapel, ycTaHOBKA BPEJIOHOCHON
MIpOTpaMMBI JUJIsl IepexBaTa mapoJis, oAMeHa JJoBepeHHoro oobekTa cetu (IP-spoofing) u mepexsar
nakeToB (sniffing). B ocHOBHOM /151 peanu3anuu yrpo3sl UCTIONB3YIOTCS CIICIHATbHBIE IIPOTPAMMBI,
KOTOPBIE MBITAIOTCS MOIYYUTh JOCTYII K XOCTY IyTEM IMOCIeA0BaTeNbHOI0 oj00pa napoei. B
ClIy4ae ycrexa, 3JI0yMBIIINICHHUK MOYKET CO3/1aTh JIs ce0s "mpoxoxa" it Oyaymiero 10CTyra,
KOTOpBIN OyJeT 1elCTBOBaTh, JaXe €CIIM Ha XOCTE U3MEHUTh MMapoJib AOCTYIIA.

4. ITogmeHa JOBEPEHHOT0 OOBEKTA CETH U Mepeiaya Mo KaHalaM CBSI3U COOOIICHUH OT €ro MMEHH C
IIPUCBOEHUEM €T0 TpaB JOCTYIA .

Taxas yrposa a3¢eKTUBHO peaau3yeTcs B CUCTEMAX, IJ€ IPUMEHSIOTCS HECTOMKHE aJITOPUTMBI
UACHTUDUKAMY U ayTeHTU(DUKALIMM XOCTOB, MoIb30BaTesel u T.4. Ilox noBepeHHbIM 00BEKTOM
MTOHMMAETCA 00BEKT CETH (KOMITBIOTEP, MEKCETEBOW IKpaH, MapIIPyTU3aTOP U T.I1.), JETaIbHO
MOJKJIFOYEHHBIN K CEPBEPY.

MoryT OBITH BBIJICJIEHBI JBE PA3HOBUIHOCTH IIPOLIECCa peaIn3alui YKa3aHHOW yrpo3bl: ¢
YCTaHOBJIEHHEM M 0€3 YCTAaHOBJIEHUS BUPTYaIbHOTO COCIUHEHMS.

IIpouecc peanu3anuu ¢ ycTaHOBICHHEM BUPTYaJIbHOI'O COEMHEHUS COCTOUT B IPUCBOCHUU NIpaB
JIOBEPEHHOTO CYOBEKTa B3aMMOICHCTBHS, UTO ITO3BOJISIET HAPYIIUTEIIO BECTH CEaHC PabOoTHI ¢
00BEKTOM CETH OT MMEHH JIOBEPEHHOT0 CyObekTa. Peanusanus yrpo3sl JAHHOTO TUMA TPeOyeT
MIPEOJI0JIEHUS CUCTEMbI HICHTU(UKALIUN U ayTeHTU(UKALIUN COO0IeHN (Hanpumep, ataka rsh-
cyx0b1 UNIX-xo0cTa).

[Iponecc peanuzanuu yrpo3sl 6€3 yCTaHOBJIEHHS BUPTYaJIbHOTO COEAMHEHUS MOXKET UMETh MECTO B
CETSX, OCYIIECTRISIONNX UACHTHPHUKAIHIO MTEPEIaBacMbIX COOOIICHNH TOJIBKO 110 CETEBOMY aJpecy
otnpasutelisi. CyIIHOCTh 3aKIII0YaeTcs B Iiepeaye CIyKeOHbIX COOOIIEHUI OT IMEHU CETEBBIX
YIIPaBISAIOUINX YCTPOMCTB (HarpuMep, OT UMEHU MapIIpyTU3aTOPOB) 00 U3MEHEHUN MapIIPyTHO-
aipecHbIX JaHHbIX. [Ipu 3TOM HE00X0AMMO UMETh B BUJY, YTO €AMHCTBEHHBIMH UACHTU(UKATOPAMHU
aboHeHTOoB U coenuHeHus (1o npotokony TCP) sBnstorcs aBa 32-OutHbix mapametpa Initial Sequence
Number - ISS (Homep nocnenoBarensHocTH) 1 Acknowledgment Number - ACK (Homep
noaTBepxaeHus). CiaenoBarenbHo, Ui opMupoBanus JoxxHoro TCP-nakeTa HapymuTento
HE00X0AMMO 3HaTh TEKYILME UIeHTU(UKATOPHI A JaHHOTO coearHenus - ISSa u ISSb, rae:

ISSa - HekoTOpOE unciIeHHOE 3HaYeHue, XapaKTepu3ylolllee NOPsIKOBbIH HoMep oTnpasisiemoro TCP-
nakera, yctanaBinBaemMoro TCP-coequHeHNs, UHULIMUPOBAHHOTO XOCTOM A;

ISSb - HekoTopoe uncIIeHHOE 3HAYCHUE, XapaKTePU3YIOIIee MOPSAKOBbIA HOMep oTipasisemoro TCP-
nakera, ycranaiauaemoro TCP-coenHeHus, ”THUIIUUPOBAHHOTO XOCTOM B.

3nauenne ACK (HoMepa noarBepxaeHus ycranoBieHus: TCP-coennHeHns) onpeaensercs Kak
3Ha4YCHHE HOMEpa, MOJyUYEHHOTO0 OT pecrnonaeHTa ISS (HoMep mociie10BaTeIbHOCTH) IUTI0C €IMHHIIA
ACKb =1SSa + 1.

B pe3ynbraTe peanuzanuu yrpo3sl HapyLUIUTENb OIy4YaeT MpaBa J0CTYIa, yCTAHOBJICHHbBIE €70
MOJIb30BaTENEeM IS JOBEPEHHOr0 ab0HEHTa, K TexHuueckomy cpeacty MCII/IH - nenu yrpos.

5. HaBsi3bIBaHME J0KHOTO MapIIpyTa CETH.

JlanHast yrpo3a peajan3yercs OJJHUM U3 JIBYX CIIOCOOOB: MyTeM BHYTPUCEITMEHTHOI'O WU
MEKCErMEHTHOTO HaBsI3bIBaHUS. BO3MOKHOCTD HaBS3bIBAHUS JIOXKHOTO MapIIpyTa 00ycioBieHa
HEJ0CTaTKaMHU, IPUCYLLIMMU aJIFOPUTMaM MapUIPyTU3alMK (B YACTHOCTH, U3-3a MPOOIIEMBI
UACHTU(DUKAIIMY CETEBBIX YIPABIAIOUINX YCTPOUCTB), B PE3Y/IbTaTe YETO MOXKHO MOMACTh, HAIIPUMED,
Ha XOCT WU B CETh 3I0YMBIIUIEHHHKA, I'71€ MO’KHO BOWTH B ONEPALIMOHHYIO CPEy TEXHUUECKOTO



cpeactia B coctaBe MCII/IH. Peanuzamus yrpo3sl OCHOBBIBAETCA HA HECAHKIIMOHUPOBAHHOM
UCI0JIb30BaHNU NpoTokosoB Mapuipytuzanuu (RIP, OSPF, LSP) u ynpasnenus cetsto (ICMP,
SNMP) 111 BHECEHHS U3MEHEHUI B MapIIPYTHO-aApecHble Tadnuubl. [Ipy 3ToM HapymuTento
HE00X0AMMO NOCIaTh OT UMEHH CETEBOT0 YIPABIISIIOIIEr0 YCTPOcTBa (HapuMep, MapLIpyTH3aTOopa)
YIIpaBIISIOLIEe COOOIEHHE.

6. BaenpeHnue 105KkHOTO 00BEKTa CETH.

Ota yrpo3a OCHOBaHa Ha MCIIOJIb30BAaHUM HEJJOCTATKOB aJITOPUTMOB YIaJIEHHOTO ITOMCKa. B ciydae,
eclii 00BEKTHI CeTH N3HAYAIIBHO HE UMEIOT aJpeCHON HHPOPMALIUU IPYT O APYTe, UCIOIB3YIOTCS
pa3IMyHbIe IPOTOKOJIBI YAaJeHHOTo noucka (Hanpumep, SAP B cetsax Novell NetWare; ARP, DNS,
WINS B ceTsix co crekom npoTtokosioB TCP/IP), 3akmrouaromuyecs B mepeaye 1Mo CeTH CIeIHalIbHbBIX
3aMpoCcoOB U MOJYYEHUH Ha HUX OTBETOB ¢ HCKOMOM nHpopmanuei. [lpu 3Tom cymecTByer
BO3MOXKHOCTb II€pEXBaTa HapyLIUTEIEM IIOUCKOBOTO 3alIpOca U BbIJJa4M HA HETO JIOKHOTO OTBETA,
HCIOJIb30BaHUE KOTOPOTO MPUBEET K TPeOYEeMOMY N3MEHEHHIO MapIIpYTHO-aIPECHBIX JaHHBIX. B
JalbHeeM Bech HOTOK UH(pOpMAIMH, aCCOLIMUPOBAHHBIN ¢ 00BEKTOM-KEPTBOI, OyIeT MPOXOAUTh
4yepe3 JOKHBIN 00BEKT CETH.

7. OTKa3 B 00CITy’)KHBaHUU.

DT yrpo3bl OCHOBaHbI Ha HEJIOCTATKaX CETEBOI'O MPOrPaMMHOI0 00ECIIEUEHHs, €r0 YSI3BUMOCTSX,
MIO3BOJIAIOIIMX HAPYLLIUTEINO CO3/1aBaTh yCJIOBUS, KOTJa ONEPAallMOHHAs CUCTEMA OKa3bIBACTCsI HE B
COCTOSIHUU 00pabaThIBaTh MOCTYHAIOIINE TAKETHI.

MoryT OBITh BBIJICJIEHBI HECKOJIBKO PA3HOBUAHOCTEH TAKUX yrpo3:

a) CKpBITBIN OTKa3 B 00CIIy>)KHBaHUH, BbI3BaHHBIN MpuBieueHueM yactu pecypcos MCII/IH Ha
00paboTKy MMaKeTOB, ePEAaBAEMBbIX 37I0YMBIIIUIEHHUKOM CO CHIDKEHHEM MPOIYCKHOM CIOCOOHOCTH
KaHaJIOB CBSI3H, IPOU3BOAUTEILHOCTH CETEBBIX YCTPOUCTB, HApYIIEHUEM TpeOOBaHUN KO BPEMEHU
00paboTtku 3anpocoB. [Ipumepamu peanuzanuy yrpo3 HoA00HOI0 posia MOT'YT CIIYKHTh:
HaIpaBJIEHHBIN MTOPM 3X0-3ampocoB 1o npotokory ICMP (Ping flooding), mropm 3ampocoB Ha
ycranoBieHue TCP-coenuaenuii (SYN-flooding), mropwm 3ampocoB k FTP-cepsepy;

0) SBHBII OTKa3 B 00CITy)KMBaHHUHM, BbI3BaHHbIN ncuepnanueM pecypcon MCII/Ix npu o6paboTke
MIAKETOB, MEPE1aBaEMbIX 3JI0YMBIINICHHUKOM (3aHATHE BCEH MOJIOCHI TPOMYCKAHUS KaHAJIOB CBS3H,
NEPEeNoHEHUE ouepeiel 3aIpoCcoB Ha 00CITY)KMBaHUE), IIPU KOTOPOM JIETaJIbHBIE 3aIIPOCHl HE MOTYT
OBITh MepelaHbl Yepe3 CeTh M3-3a HEJOCTYITHOCTH CPEJIbl Iepeayun JIM0O MoIydaroT OTKa3 B
00CITy’)KUBAaHHH BBU/Y TIEPETIOJTHEHHUS OYepeIei 3a1poCcoB, AMCKOBOTO MPOCTPAHCTBA MAMSITH U T.1.
IIpumepamu yrpo3 JaHHOI'O THIIAa MOT'YT CIIY>KMTh IITOPM MupokoBeniateabHeix I[CMP-3x0-3anpocos
(Smurf), nanpasnennsiit mropM (SYN-flooding), mtopm coobiieHuit moYyToBOMY cepBepy (Spam);
B) SIBHBII OTKa3 B 00CIyKMBaHUH, BbI3BAHHBIN HapyILIEHHEM JJOTMYECKON CBSI3HOCTU MEXKAY
texundeckumu cpeactsamu MCIIH npu nepenaye HapymuTeaeM YIpaBIISIONIUX COOOIMEHUA OT
HMMEHH CETEBBIX YCTPOMICTB, MPUBOIALINX K U3MEHEHUIO MAPUIPYTHO-aIPECHBIX TaHHBIX (HAIIpUMeED,
ICMP Redirect Host, DNS-flooding) wiu uneHTH)HUKAIIMOHHON 1 ayTeHTU()UKAITUOHHOM
UHpOpMaILNH;

I') IBHBII OTKa3 B 00CITy’>KHUBaHUH, BbI3BAaHHbIH Nepeiaueil 3770yMbIIIUIEHHUKOM TaKETOB €
HecTaHIapTHeIMU aTpubyTamu (yrpo3sl Tumna "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb")
WM UMEIOIUX JUTUHY, PEBBIIAIOLTYI0 MAKCUMAJIbHO J0IYCTUMBIH pa3Mep (yrposa tuma "Ping
Death"), uTo MOeT MpUBECTH K COOI0 CETEBBIX YCTPOMCTB, yUaCTBYIOUIMX B 00pabOTKe 3aIIpOCOB, IPH
YCJIOBUHM HAJIMUUS OUIMOOK B IIPOrpaMMax, peajin3ylouX IpOTOKOJIbI CETEBOI0 OOMEHa.
Pe3ynbraTom peanuzanuu 1aHHOM yrpo3bl MOKET CTaTh HapyIIeHHE pabOTOCTIOCOOHOCTH
COOTBETCTBYIOIIEH CITy>KObI mpeiocTaBienus yaanennoro noctyna k [1/{n 8 UCIIH, nepenaya c
OJIHOTO aJipeca TaKOIro KOJIMYECTBA 3aIIPOCOB Ha MOJIKJIIOUEHUE K TEXHUYECKOMY CPEACTBY B COCTaBE
NCIIIH, xakoe MaKCUMaJIbHO MOKET "BMeCTUTh" TpaduK (HarpaBiaeHHbIH "IITOPM 3ampocoB"), 4To
BJIEUET 3a cO00M MepernosHeHNe ouepea 3alpOCOB U OTKA3 OJTHOM U3 CETEBBIX CITYKO MM MOJIHYIO



OCTaHOBKY KOMIIBIOTEPA U3-32 HEBO3MOXKHOCTH CUCTEMBI 3aHUMATHCSI HUYEM JPYTUM, KpOMeE

00pabOTKH 3aIpOCOB.

8. Y naneHHbI 3aI1yCK MPUIIOKEHUH.

VYrpo3a 3akitoyaercs B CTpeMIeHUH 3armycTuTh Ha xocte MICII/IH pa3zianuHble npeaBapUTeIbHO

BHEIPEHHbIE BPEJAOHOCHBIE IPOTrPAMMBIL: IPOTPaMMBbI-3aK/IaJK1, BUPYCHI, "CETEBbIE IIMTUOHBI",

OCHOBHas 11€JIb KOTOPBIX - HapyIllIeHHe KOH(PUAECHIUAIBHOCTH, LIEJIOCTHOCTH, 10CTYITHOCTH

MH(OPMAIIUU 1 MTOJTHBIA KOHTPOJIb 332 paboToii xocta. KpoMe Toro, BO3MOKeH HECaHKIIHOHHUPOBAHHBIN

3aIlyCK INPUKIIAJHBIX IPOTpaMM MOJIb30BaTeNeH AJI1 HECAHKIIMOHUPOBAHHOIO NOJTyYEHUS

HEOOXOAMMBIX HAPYIIUTEIIO JaHHBIX, JUI 3aIlyCcKa YIpaBIIeMbIX MPUKIATHONW IPOrpaMMOii

IIPOLIECCOB U JP.

Boienstor Tpu nmoakiiacca JaHHBIX Yrpo3:

1) pacipocTpaHenue (aityo, cCoaepKalMX HECAHKIIMOHUPOBAHHBIN HCTIOTHIEMbIH KO,

2) ynasieHHBIH 3ayCK IPUIIOXKEHUS IyTeM MepenoiHeHus Oydepa npuiiokeHuii-cepBepoB;

3) yaaneHHbIH 3a1mycK NPUIIOKEHHsSI TyTeM UCIOIb30BaHUS BO3MOXKHOCTEN yIal€eHHOTO YIPaBIeHUs

CHCTEMOM, IPEAOCTABIAEMBIX CKPBITBIMHU POTPAMMHBIMU U allIAPATHBIMM 3aKJIQJKAMHU JTHOO

HCIOJIb3YEMBIMU IITATHBIMHU CPEACTBAMH.

Tunosble yrpo3sl IEPBOro U3 YKa3aHHbBIX MMOAKIACCOB OCHOBBIBAIOTCS Ha AKTUBU3ALIUU

pacnpocTpaHseMbIX (hailioB npu ciydaiiHoM oOpaieHuH K HuM. [Ipumepamu Takux ¢aiiaoB Moryt

CILY’KUTb: (hailiibl, cosleprKalline UCTIONHAEMbIH KOJ B BUJIe MAaKpOKOMaH 1 (10KyMeHThl Microsoft

Word, Excel u T.11.); html-goxymMeHTBI, CoieprKaliue UCIIOJHIEMbINA KOJI B BUJIE AeMeHTOB ActiveX,

Java-anmieToB, HHTEPIIPETHPYEMBIX CKPUIITOB (HapuUMep, TEKCTHI Ha JavaScript); ¢aibl,

coJiep KaIie UCIOIHIEeMbIe KOABI mporpamm. st pacnpocTpaHeHus GaijioB MOTYT HCIIOJIb30BAThCS

CIIY>KOBI 2JIEKTPOHHOM MOYTHI, epenayn (HailnoB, ceTeBoi (aillloBON CHCTEMBI.

IIpu yrpo3ax BToporo nojkiacca UCIoJIb3yrTCsl HEAOCTaTKH IPOrpaMM, PeaIu3yolIUX CETEeBbIe

CEPBUCHI (B YaCTHOCTH, OTCYTCTBUE KOHTPOJIA nepenoiaHeHus 0ydepa). Hactpoiikoil cucteMHbIX

PETUCTPOB MHOTJA YAAETCS MEPEKIOYUTD MTPOLIECCOP MOCIE MPEPbIBaHUS, BBI3BAHHOTO

nepernoiHeHneM Oydepa, Ha UCIIOIHEHHE KO/1a, coieprkalierocs 3a rpanuueit Oydepa. [lpumepom

peanu3anuy Tako! yrpo3bl MOXKET CIIYXUTh BHEIPEHHUE IIMPOKO U3BECTHOrO "BUpyca Moppuca".

IIpu yrpo3ax TpeThero nojakjiacca HapylUTeIb UCII0Ib3YEeT BO3MOXHOCTH YIaJI€HHOTO YIIpaBJIEHUS

CUCTEMOM, MPEJOCTaBIsIEMbIE CKPBITBIMM KOMIIOHEHTaMHU (HampuMmep, "TPOSTHCKUMH'" TPOrpaMMaMu

tuna Back Orifice, Net Bus) nu6o mtaTHeIME CpeZICTBaMU YIPABICHUS U aIMUHUCTPUPOBAHUS

koMmmbioTepHbIX cereit (Landesk Management Suite, Managewise, Back Orifice u T.11.). B pe3ynbrare

UX UCIOJIb30BAaHUS YAAETCs JOOUTHCS YIaJICHHOTO KOHTPOJIS HaJl CTAHIIMEH B CETH.

CxeMaTH4HO OCHOBHBIE 3TaIlbl PA0OThI TUX MPOTPAMM BBIIVIAAT CAETYIOUIMM 00pa3oM:

~  MHCTAJULILMS B IAMSTH;

—  OXHJaHMeE 3aIpoca ¢ yAaJIeHHOIo X0CTa, Ha KOTOPOM 3allyllieHa KIMEHT-IporpaMmma, 1 0OMeH ¢
Hell cOOOIEHUsIMH O TOTOBHOCTH;

— Iepelaya nepexBauyeHHOMN HH(pOpMaIMK KIMEHTY WIN NPEAOCTaBIECHHE eMYy KOHTPOJIS Hall
aTaKyeMbIM KOMIIbIOTEPOM.

Bo3MmoykHBIE TOCIEACTBHS OT peaan3aliy YIrpo3 pa3InyHbIX KJIACCOB MIPUBEJCHBI B TAOIUIIE.

Ta6nnua: Bo3moxkHEIe TTOCIEACTBUSA peaji3anu yrpo3 pas3jIM4HbIX KJIaCCOB

N Twum atakn Bo3MoxHBIC TOCIEACTBHS
n/n
1 Amnanus ceTeBoro Tpaduka HccnenoBanmne XapakTepHCTHK CETEBOTO Tpaduka, IIepexBaT

nepeaBaeMbIX TAaHHBIX, B TOM YHUCIIE HACHTU(HUKATOPOB U IMapoei
MOJIL30BaTeICH




CkaHUpOBaHUE CETH

OmnpezneneHne TNPOTOKOJIOB, JOCTYIHBIX IOPTOB CETEBBIX  CIYXKO,
3aKOHOB ()OPMHUPOBAHHS UACHTU(HUKATOPOB COEANHEHHH,

CEeTEBBIX CEPBUCOB, UICHTU(HHUKATOPOB U MapOJieH M0JIb30BaTeNei

AKTUBHBIX

Ilyrem wucnosib30Banus
YIAIEHHOTO yIPaBICHUS
CUCTEMOM, IPENOCTaBIIsIE
MBIX  CKPBITBIMH
TIPOTPaMMHBIMH
3aKJIaIKaMu
IITATHBIMH CPEACTBAMH

0o

3 "ITaponbHas" aTaka Beimonnenue mo00ro  I€CTPYKTHBHOTO JAEHCTBUSL, CBS3aHHOTO C
MIOJIyYC€HHEM HECaHKIIMOHUPOBAHHOTO JIOCTYIIA
4 [TogmeHa noBepeHHOT0 0OBEKTA V3MeHeHne Tpaccel  MPOXOKICHUS COOOIICHUH, HeCAaHKIIMOHUPOBAH-
ceTH HOE M3MEHEHHE MapIIPYTHO-aIpECHBIX TaHHBIX. HecaHKIIMOHUPOBAaHHBIN
JIOCTYII K CETEBBIM pecypcaM, HaBs3bIBaHHE  JIOKHOW MH(OpMaLuu
5 Hassi3p1Banme noxHOrO Mapmpyra | HecanknmonupoBanHoe N3MEHEHHE MapIIPyTHO-aIPECHBIX JaHHBIX,
aHaIW3 ¥ MOJU(HKAIM MEepelaBacMbIX JIaHHbBIX, HABSI3bIBAHHUE JIOKHBIX
COOOIIEeHNH
6 Buenpenue noxxHoro oobekra cetn | [lepexBar u  mpocmotp Tpaduka. HecaHKIMOHMPOBAaHHBINH JOCTYI K
CEeTEBBIM pecypcaM, HaBS3bIBAHWE  JIOXKHOM MH(]
7 Otka3 |Yactuunoe ucueprnanue | CHIDKEHHE MPOMYCKHOW CIOCOOHOCTH KaHAJIOB CBSA3H,
B pecypcoB MIPOM3BOIUTENFHOCTH CETEBBIX  yCTpoWcTB.  CHI)KEHHE
obciry MIPOU3BOANTEIHHOCTH CEpPBEPHBIX IPUIIOKECHUH
KH- [Monnoe wucuepnanue HeBo3MOXHOCTB TIepeaaun COOOmEeHnit 13-3a OTCYTCTBUSL JOCTyHa K
BaHUU | pecypcoB cpeze mepeaavyr, OTKa3 B YCTAHOBJEHHH coexuHeHus. OTka3 B
MIPE0CTaBICHUHN cepBHca (3JEKTPOHHON NOYTHI, (aitioBoro u T.1.)
Hapymenue noru- HeBo3MoOXHOCTB epeaaun, cCOOOEeHH 13-3a OTCYTCTBHSI KOPPEKTHBIX
YEeCKOM CBSI3HOCTH MapIIpyTHO-aJPECHBIX JaHHBIX. HeBO3MOXXHOCTHIOIY4YEHUS yeIIyr
MEXy aTpuOyTamu, BBH/y HECAHKIIMOHMPOBAHHOH  MOJAM(HKAIMH UJICHTU(PHUKATOPOB,
JTaHHBIMH,00bEKTaMU napoJieit u T.IL
Ucnons3oBanne ommbok | Hapymenune paboTOCIIOCOOHOCTH CETEBBIX
B IIporpaMmmax YCTPOICTB
8 Vnane |Ilyrem PacChUIKH Hapymenue KOH()MICHINAIEHOCTH,
H- ¢aiinoB, conxepKalMX | IEITOCTHOCTH, IOCTYITHOCTH HH(OPMAINU
HBIN BHpPYCHOE 3apakeHHe
3amyck |Ilyrem mnepenojHeHus
npuiao | 6ydepa cepBepHOro
xKe- HPUIOKEHHUS
HU CKpBITOE YIIpaBIIeHHE CUCTEMOM

[porecc peanuzamuu yrpo3sl B 00IIEM CIIydae COCTOUT M3 YETHIPEX ITAIOB:

cbopa uHpopmanuy;

BTOPKEHUS (IPOHUKHOBEHHUS B ONIEPALIMOHHYIO CPENY);

OCYHICCTBJIICHHUA HCCAHKITMOHUPOBAHHOI'O JOCTYTIIA,

JIMKBUAAIUU CJICJOB HCCAHKIUOHUPOBAHHOI'O JOCTYIIA.

Ha stane c6opa nndopmanmu HapymmTesst MOTyT HHTepecoBaTh pa3inuunble ceeaenus 06 UCII/IH, B
TOM YHCJIE:

a) O TOMOJIOTUHU CETH, B KOTOpOi PpyHKIIMOHUpYeET cucTeMa. [Ipu 3ToM MOKeT rccnenoBarbes 00IacTb
BOKpPYT CETH (HampuMmep, HapyIIUTENsl MOTYT HHTEPECOBATh a/ipeca I0BEPEHHbIX, HO MEHEe

3alMIIEHHBIX X0CTOB). I onpe/iesieHns: AOCTYITHOCTH X0CTa MOTYT UCIIOJIb30BaThCS MIPOCTEHIIINE
KOMaHJIbl (Hanpumep, komanaa ping ais nocsuik ICMP-3anpocoB ECHO REQUEST c¢ oxxunanuem
Ha HUX ICMP-otBeToB ECHO REPLY). CymiecTByIOT yTUINTBI, OCYIIECTBISIIOIIUE TapajlieIbHOe

oTmpeJieJIeHUE JOCTYITHOCTH XOCTOB (Takue Kak fping), KOTOpble ClIOCOOHBI MPOCKAHUPOBATH OOJIBIITYIO

00J1aCTh aJPECHOr0 IPOCTPAHCTBA HA MIPEAMET JOCTYITHOCTH XOCTOB 32 KOPOTKHM ITPOMEXKYTOK




BpeMeHH. TOMOJIOTHSI CETH YaCcTO ONPEACIIACTCS HA OCHOBAHUH ""CUETYMKA Y3JTI0B" (IUCTAHIIMHA MEXTY

xoctamu). [Ipu 3TOM MOTYT IpUMEHSATHCS Takue MeTObl, Kak "Moxynasuuu TTL" u 3anucu mapuipyra.

Meton "monymsitun TTL" peanuzoBan nporpammoii traceroute (mst Windows NT - tracert.exe) u

3akirogyaercsa B moayisauuu noiigt TTL IP-nakeros. st 3anucy MapuipyTa MOryT UCIIOJIb30BaThCS

ICMP-makeTs1, co3taBaeMble KOMaHIOU ping.

CO6op napOopMaIK MOXKET OBITH TAK)KE OCHOBAH Ha 3aIMpocax:

— & DNS-cepBepy o crimcke 3aperucTpupoOBaHHbBIX (U, BEPOSTHO, aKTUBHBIX) XOCTOB;

— K MapuIpyTu3aTopy Ha ocHOBe mpoTokoia RIP 00 n3BecTHbIX MapmipyTax (nHpOpMaIms o
TOIOJIOTHH CETH);

~ K HEKOPPEKTHO CKOH(UTypUPOBaHHBIM YCTPOHCTBaM, MOAIEPKUBAIOIIUM ITpoToKosT SNMP
(uH(MOpPMAIHS O TOMIOJIOTHU CETH).

Ecnn UCI1/IH HaxoauTes 32 MeXCeTeBbIM 3kpaHoM (MD), Bo3MoskeH cOop HHpopMaIu o

koHpurypauu M3 u o tonostioruu UCII/Ix 3a MO, B TOM 4nciie myTeM MOCbUIKH [TAaKETOB Ha BCE

MOPTHI BCEX MPEIOIaraeéMbIX XOCTOB BHYTPEHHEH (3alUIlaeMoil) ceTH;

0) o Tune onepannonHoi cuctemsl (OC) B UCII/In. Camplit H3BECTHBIN CIIOCOO ONPEACIICHHS THITA

OC xocTta 0OCHOBaH Ha TOM, 4TO pa3ianyHble TUIBI OC MO-pa3sHOMY peanu3yloT TpeOOBaHHS

crangaptoB RFC k crexky TCP/IP. D10 no3BosisieT HapyIIUTENO yIAIEHHO UACHTU(HUIIMPOBATE TUIT

OC, ycranornennoi Ha xocte MCII/IH myTeM MOCBUIKM CIIeUaIbHBIM 00pa3oM c(hOpMHUPOBAHHBIX

3aIpoCOB U aHAJIW3A MOJIyYEHHBIX OTBETOB.

CymiecTByIOT crielMaIbHbIE CPEJICTBA, PEATU3YIOIINE IaHHbIE METO/IbI, B YacTHOCTU, Nmap u QueSO.

MOoXHO OTMETHUTH TakKe Takou MeToa ornpeaenenus tuna OC, Kak NpoCTEHIITNH 3arpoc Ha

yCTaHOBJICHHE COEIMHEHUS IO MMPOTOKOITY yAaleHHoro noctymna telnet (telnet-coenunenus), B

pe3yabTaTe KOTOpOro no "BHEHIHEMY BHAY'" oTBeTa MOKHO onpeaenauTs Tun OC xocta. Hannuue

OTIpE/ICNIEHHBIX CEPBUCOB TAKKE MOXKET CIIYKUTh JOTOJTHUTEIBHBIM MTPU3HAKOM JIJISl ONIPEAETICHUS

tura OC xocTa;

B) 0 GYHKIMOHUPYIOIIMX HA XOCTax cepBUcax. OpeeneHne cepBUCOB, UCIIOIHIEMBIX Ha XOCTE,

OCHOBAHO Ha METO/IE BbISABJICHUS "OTKPBITHIX TOPTOB", HAIIPABJICHHOM Ha cOOp HHPOPMALIUU O

JOCTYITHOCTH XocTa. Hanpumep, muist onpeaenenus nocrynmaoctd UDP-niopra He0o6X0aMMO MOTyduTh

OTKJIMK B OTBET Ha nocblIKy UDP-makera COOTBETCTBYIOIIEMY MOPTY:

— ecnu B otBeT npunuio coodmenne ICMP PORT UNREACHEBLE, To cooTBeTCTBYIOIINI CEPBUC
HEJOCTYIIEH;

—  eCIu JaHHOE€ COOOIIEeHNEe HE MTOCTYIUIIO0, TO TOPT "OTKPHIT".

Ha stamne BropKeHMs HcCaeayeTCsl HATMYME TUIIOBBIX YA3BUMOCTEN B CUCTEMHBIX CEPBUCAX MU

OKMOOK B aIMUHUCTPUPOBAHUH CUCTEMBI. Y CIIEIIHBIM PE3yJIbTaTOM UCIOJIb30BAHUS YSI3BUMOCTEH

OOBIUHO SIBIISIETCS MOJIy4YEHUE MPOIIECCOM HAPYIIUTENS MPUBUIETHPOBAHHOTO PEKUMA BBIMTOJIHEHUS

(mocTyna K NpUBUIETMPOBAHHOMY PEXHUMY BBIMOJIHEHHS] KOMaHIHOTO MpOIleccopa), BHECEHHE B

CHCTEMY yYETHOM 3aIMCH HE3aKOHHOTO MOJIB30BATENsI, MOJMy4YeHUE (aiisia maposei Wi HapyieHne

paboTOCIOCOOHOCTH aTaKyeMOro XOCTa.

OTOT 3Tall pa3BUTHUS YTPO3bl, KaK MPaBHIIO, sBIseTca MHOrodasueM. K dazam npouecca peanuzanuu

YI'PO3bl MOT'YT OTHOCUTBCS, HallpUMED:

~ YCTaHOBIIEHHE CBSI3U C XOCTOM, OTHOCUTEIIbHO KOTOPOTO PEAIU3yeTCs YyIpo3a;

~  BBISIBJICHUE YSI3BUMOCTH;

— BHEJIPEHHE BPEJOHOCHOM MPOrpaMMbl B HHTEPECAX PACIIUPEHUS MIPaB U Ap.

VYTrpo3bl, peanuzyemMble Ha 3Tare BTOPKEHUS, TOIPA3ENIAIOTCS 110 YPOBHSIM CTE€Ka MPOTOKOJIOB

TCP/IP, nmockonbKy (GOpMHPYIOTCS HA CETEBOM, TPAHCIIOPTHOM HJTH TIPUKIIATHOM YPOBHE B

3aBUCHUMOCTH OT MCIOJIb3YEMOI'0 MEXaHU3Ma BTOP)KEHUS.

K tunossIM yrposam, peajin3yeMbpIM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSX, OTHOCSTCSI TAKUE KaK:



a) yrposa, HarpaBJICHHAsI Ha MIOJIMEHY TOBEPEHHOTO 0OBEKTa;

0) yrpo3a, HanpaBJICHHAs! Ha CO3/IaHUE B CETH JIO)KHOTO MapIIpyTa;

B) YIPO3bl, HAlIPaBJICHHbIE HA CO3/IaHHUE JIO)KHOTO 00BEKTa C UCIOIB30BAHUEM HEJJOCTATKOB

aNTOPUTMOB YAAJIEHHOTO MTOUCKA;

') yrpo3bl THIA "0TKa3 B 00CIy)KMBaHUU'", OCHOBaHHbIE Ha [P-nedparmenTamum, Ha GopMupoBaHUN

HekoppekTHbiXx ICMP-3anpocos (Hanmpumep, ataka "Ping of Death" u "Smurt"), Ha popmupoBanuu

HekoppektHeix TCP-3ampocos (ataka "Land"), Ha co3manuu "mTopma' makeToB ¢ 3alpocamu Ha

coenunenue (ataku "SYN Flood") u ap.

K tumnoBsIM yrpo3am, peainzyeMbIM Ha MPUKIIATHOM YPOBHE, OTHOCATCS YTPO3bl, HAPABICHHBIC HA

HECaHKIIMOHUPOBAHHBIN 3aIlyCK MPUIIOKEHUH, YTPO3bl, peau3alns KOTOPBIX CBsI3aHa C BHEAPEHUEM

MIPOTPaMMHBIX 3aKJIAJ0K (THMA "TPOSHCKUN KOHB'), C BBISIBIIGHUEM IMApOJICH TOCTyIa B CETh HIIA K

OIIPEECIIEHHOMY XOCTY U T.[.

Ecnu peanuzanus yrpo3sl He MPUHECHIA HAPYIIUTETIO HAUBBICIIIUX MIPaB IOCTYIA B CUCTEME,

BO3MO>KHBI TOMBITKH PACIIMPEHUS ITUX MPaB JO MAaKCUMAaJIbHO BO3MOXHOIO ypoBHS. J{J1s1 3TOro Moryr

HCIIOJIb30BATHCS YSA3BUMOCTH HE TOJIBKO CETEBBIX CEPBUCOB, HO U YSI3BUMOCTH CHCTEMHOTO

nporpamMMHoro odecnedenust xoctos UCIIh.

Ha srane peanuzanny HECaHKIIMOHUPOBAHHOI'O JOCTYIIA OCYIIECTBIISAETCS COOCTBEHHO JOCTHKEHHE

LeJIN peaTu3aluu YIpo3bl:

~ HapylleHue KOH(QUACHINAILHOCTH (KOIMPOBAHKE, HEIIPABOMEPHOE PACIIPOCTPAHEHNUE);

~ HapylleHHUe LEJIOCTHOCTH (YHUUTOKEHNE, U3MEHEHUE);

~ HapylIeHHUEe JOCTYMHOCTH (OJIOKUpOBAHHE).

Ha stom ke aTame, mocne ykazaHHBIX IEWCTBUHN, KaK MPaBUIIO, POpMHUpYETCsS TaK Ha3bIBAEMBIi

"yepHBIN BXOA" B BHJIC OJHOTO M3 CEPBUCOB (JIEMOHOB), OOCTY)KHUBAIOIIMX HEKOTOPBIHA IMOPT U

BBIIIOJIHSIFOIIUX KOMaHAbl HapymuTens. "UepHbIi BXOA" OCTaBIIAETCS B CUCTEME B HHTEpECAX

o0ecrieueHHs:

~ BO3MOJKHOCTH IOJIYYUTh JAOCTYII K XOCTY, JIaXKe €CIU aJIMUHUCTPATOP YCTPAHUT UCIIOJIB30BaHHYIO
JUIsl YCHEIIHOW peain3aluu yrpo3bl yI3BUMOCTb;

~  BO3MOJKHOCTH IOJIYYUTh JOCTYII K XOCTY KaK MOXHO 00Ji€€ CKPBITHO;

~ BO3MOJKHOCTH IOJIYYUTh JOCTYII K XOCTY OBICTPO (HE IOBTOPSISI 32aHOBO MIPOLIECC pean3aliu
yrpo3bl).

"UepHblil BX0/" MO3BOJISIET HAPYIIUTEIIO BHEAPUTD B CETh MU HA ONPEIEICHHBIN XOCT BPEIOHOCHYIO

nmporpammy, Hanpumep, "aHanuzatop maposei” (password sniffer) - mporpammy, BeIAEISIONTYIO

MOJIb30BATEIbCKIE HACHTU(UKATOPHI M MAPOJIA U3 CETEBOTO TpaduKa Mmpu paboTe MPOTOKOJIOB

BBICOKOTO ypoBHS (ftp, telnet, rlogin u T.1.). OObekTaMu BHEIPEHHUSI BPEIOHOCHBIX MPOTPAMM MOTYT

OBITH MPOTPaMMBbI aYTEHTU(UKAIINN U UACHTU(UKAIINH, CETEBBIE CEPBUCHL, PO ONEPAIMOHHON

cUCTeMBI, (haiiioBas cuctemMa, OMOIUOTEKH | T.]I.

Haxkomner, Ha 3Tane TUKBUIAIUH CIEA0B Pea3alluy YIrPO3bl OCYILECTBISIETCS MONBITKA YHUUTOKEHUS

ciesloB AelcTBUl HapymuTens. [Ipy 3ToM yaansroTcsi COOTBETCTBYIOIINE 3aIIUCH U3 BCEX BO3MOYKHBIX

’KYpHAJIOB ayJuTa, B TOM YHCe 3anucu o ¢akre cOopa HH(GOpMAIIHH.

5.5. OOu1ast xapakTEepUCTHKA YTPO3 IPOrPaMMHO-MaTeMAaTHYECKUX BO3ICHCTBUI

[IporpamMmMHO-MaTEMaTUYECKOE BO3/IEUCTBHE - 3TO BO3AECHCTBUE C TOMOILBIO BPETOHOCHBIX TPOTPaMM.

[Tporpammoii ¢ MOTEHIMATBHO OMACHBIMU MOCIEICTBUSIMH WIIH BPEAOHOCHOW MPOrpaMMOi Ha3bIBAIOT

HEKOTOPYIO CAMOCTOSTEIBHYIO ITporpamMmy (Habop UHCTPYKIIUI), KOTOpasi CIIOCOOHA BBITIOTHSThH

M000€ HeIyCTOe MOAMHOXKECTBO CIEAYIOMIHNX () YHKITHI:

~  CKpbIBaTh PU3HAKU CBOETO MIPUCYTCTBUS B MPOIPAMMHOM CpEJIe KOMIIBIOTEPA;

— 005a1aTh CIIOCOOHOCTHIO K CaMOTy0JIMPOBAaHUIO, ACCOLIMUPOBAHHIO ce0sI ¢ APYTMMHU IPOTrpaMMaMu
U (WJK) IepeHocy CBOMX (pparMeHTOB B MHBIE 00JIACTH ONMEPATUBHON UITN BHEIIHEH MaMSITH;



—  pa3pymath (MCKaXkaTh IPOU3BOILHBIM 00pa30M) KOJ IPOTpamMM B ONIEPATUBHOMN MaMSITH;

—  BBINOJHATH 0€3 HHUIIMHPOBAHUS CO CTOPOHBI MOJIB30BaTeNs (TI0IB30BATEIBCKON TPOrPaMMEI B
IITATHOM PEXHUME €€ BBITIOJTHEHH ) JECTPYKTUBHBIE (DYHKINHU (KOTTMPOBaHUE, YHUUTOXKEHHUE,
0JIOKHPOBAHUE U T.I1.);

~  COXpaHATh (hparMeHThl HHHOPMALIMU U3 ONIEPATUBHOM MMaMATH B HEKOTOPBIX 00JIaCTAX BHEIIHEH
MaMsATH TIPSAMOI0 A0CTYNA (JOKAIbHBIX WU YAAJIECHHBIX);

— HCKa)kaTb IMPOU3BOJBHBIM 00pa3oM, OJOKHMPOBATh U (MJIM) IOJIMEHSATH BEIBOJUMBIN BO BHEIIHIOKO
naMsTh WIK B KaHAJI CBSI3M MacCUB MH(POpPMALINHU, 00pa30BaBIIUIiCS B pe3ysbTaTe paboThl
MPUKIAIHBIX TPOTPaMM, HIIM YK€ HAXOASIIUECS BO BHEIIHEH MaMsITH MaCCUBBI IAHHBIX.

BpenonocHble mporpaMMbl MOTYT OBITH BHECEHBI (BHEIPEHBI) KaK MPEeTHAMEPEHHO, TaK U CIIy4aifHO B

nporpaMMHoe obecnieuenune, ucnonpzyemoe B ICII/IH, B mporiecce ero pa3paboTKH, COMPOBOKICHHS,

Mo uUKaIK U HacTpoiiku. Kpome 3Toro, Bpe1oHOCHBIE POTrpaMMbl MOTYT ObITh BHECEHBI B

nporecce skcrutyaTanun UCII/IH ¢ BHeIIHUX HOCUTENeH HHPOPMALUU HITH TIOCPEICTBOM CETEBOTO

B3aumogeincTBus Kak B pesynprate HCJI, Tak u ciyyaiino nosns3osarensimu UCIIH.

Hanmmune B UCII/IH Bpe1TOHOCHBIX MPOTPaMM MOYKET CITIOCOOCTBOBATh BOSHUKHOBEHHIO CKPBITHIX, B

TOM YHUCJI€ HETPAIULIMOHHBIX KAaHAJIOB 10CTYIa K MHPOPMAIIH, TO3BOJISIFOIINX BCKPHIBATh, 00XOIUTh

WM OJIOKMPOBATH 3AIIUTHBIE MEXAaHU3MBI, IPETyCMOTPEHHBIE B CUCTEME, B TOM YHCJIE MTAPOIBHYIO U

KPUITOTpapUUECKYIO 3aIIUTY.

OCHOBHBIMH BHJIaMH BPEJOHOCHBIX MTPOTPAMM SBIISIOTCS:

~ IpOrpaMMHBIE 3aKJIaJIKH;

~  KJIACCHUYECKHE NMPOrpaMMHbIE (KOMIIBIOTEPHBIE) BUPYCHI;

~  BPEAOHOCHBIE POTrPaMMBI, PACIIPOCTPAHSIOIIUECS 110 CETH (CETEBbIE YEPBH);

— Jpyrue BpPeIOHOCHBIE IPOrPaMMBI, IpeAHa3HaueHHble Ui ocymecTiaenus HC/L.

K mporpamMMHbBIM 3aKIaikaM OTHOCSITCS IPOTPaMMBbl, parMeHThI K0J1a, UHCTPYKINH, (popMUpyroIIne

HeJeKJIapupOBaHHbIE BO3MOXXHOCTH pOrpaMMHOro obecneueHus. BpejoHocHbIe IporpaMMbl MOTYT

MIEPEXOIUTH U3 OJIHOTO BUJA B IPYroi, HaIlpuMep, IPOrpaMMHasi 3aKJIaJJKa MOKET CTEHEPUPOBATh

MIPOTPaMMHBIN BUPYC, KOTOPBIH, B CBOIO OY€pE/ib, TIOMAB B YCIOBHS CETH, MOXKET C(HOPMHUPOBATH

CETEBOT0 YEPBS WU APYI'yI0 BPEJOHOCHYIO POrpamMmy, NpeaHa3HAaueHHYIO AJIs OCYILECTBICHUS

HCA.

KpaTkas xapakTepucTrka OCHOBHBIX BPEJJOHOCHBIX MPOTPaAMM CBOJUTCS K CIEAYIOLIEMY.

3arpy304HbIe BUPYCHI 3aMHICHIBAIOT Ce0sl TMOO B 3arpy304HbIN cekTop aucka (boot-cexTop), 1o B

CEKTOp, COJepIKaIIHii CUCTEMHBIN 3arpy34ynk BuHUecTepa (Master Boot Record), mu6o menstor

yKa3aTresib Ha aKTUBHBIN boot-cekTop. OHU BHEAPSAIOTCS B MaMATh KOMIBIOTEPA MIPH 3aTPy3Ke C

MHGUIUPOBAHHOTO AucKa. [Ipr 3TOM CHCTEMHBIH 3arpy3uuK CYUTHIBAET COJAEPKUMOE TIEPBOTO

CEKTOpa JKCKa, C KOTOPOro MPOU3BOIUTCS 3arpy3Ka, IOMENIaeT CYUTAaHHYI0 HH(POPMALIMIO B TAMATh U

nepenaeT Ha Hee (T.€. Ha BUpYc) ynpasieHue. [locie 3Toro HauMHaT BBIIOIHATHCS HHCTPYKIIMH

BUpYCa, KOTOPBIH, KaK MMPaBUIIO, YMEHBIIAET 00bEM CBOOOAHOM MaMsATH, KOIUPYET B OCBOOOTUBILICECS

MECTO CBOM KOJI M CUUTHIBAET C JMCKA CBOE MPOAOHKEHUE (€CIIM OHO €CTh), IePEeXBaThHIBACT

HeoOXouMble BeKTopa npepbiBanui (00baHO - INT 13H), cunThiBaeT B mamsTh OpUTHHAIIBHBIN boot-

CEKTOp U MepelaeT Ha Hero yIpaBJieHUeE.

B nanpHelimem 3arpy304Hblii BUPYC BEJET ceOs Tak ke, KaK (ailJIoBbIii: IEpeXBaThIBACT OOpAIICHHS

OTIEPALIMOHHOM CUCTEMBI K TUCKaM U HHPHULUPYET UX, B 3aBUCUMOCTH OT HEKOTOPBIX YCIOBUI

COBEpIIIaeT JECTPYKTUBHBIC JCHCTBHS, BHI3BIBACT 3BYKOBBIC A (HEeKThI i BUACOI(D(DHEKTHI.

OCHOBHBIMH J1€CTPYKTUBHBIMH JI€HCTBUSMH, BBIITOJHIEMbIMU 3TUMHU BUPYCAMHU, SIBIISIFOTCSI:

~  YHUYTOXEHHE MH(OPMAIUU B CEKTOPaxX JIUCKET U BUHYECTEPA;

—  HCKJIIOYEHHE BO3MOKHOCTHU 3arpy3KH ONEPAIMOHHON CUCTEeMBI (KOMIIbIOTEp "3aBHCcaeT");

— HCKa)XXCHHE KOJIa 3arpy3urKa;



— (opmatupoBaHMe JUCKET WIN JIOTHYECKUX JUCKOB BUHUECTEPA;

— 3akpeitue gocryna k COM- u LPT-noprawm;

~ 3aMeHa CHMBOJIOB IIpH I1€4aTH TEKCTOB,;

~ IO/EPTHBaHUs dKpaHa;

~ W3MEHEHHUE METKU JINCKA WU TUCKETHI;

~  CO3JaHHE TICEBIOCOOMHBIX KJIACTEPOB;

~  CO3J]aHME 3BYKOBBIX M(WJIN) BU3YaJbHBIX 3((HEKTOB (Hampumep, najieHrue OyKB Ha SKpaHe);

— mopya (paiiiIoB JaHHBIX;

— Iepes3arpy3ka KOMIbIOTEpa;

~  BBIBOJI Ha 9KpaH pa3HOOOPa3HBIX COOOIICHHUH;

—  OTKJIIOYEHHE Nepru(epuiiHbIX YCTPOUCTB (HAapuMep, KIaBHATYypPHl);

~ H3MEHEHUE MaJUTPHI IKPaHa;

—  3aroJIHEHUE dKpaHa MOCTOPOHHUMH CHUMBOJIAMH WM N300paKEHUSIMH;

— IIOTalIeHHE dKpaHa U TIePEBOJI B PEXKUM OXKHIAHHSI BBOA C KIaBHATYPHI;

— muQpoBaHUE CEKTOPOB BUHUECTEPA;

—  BBIOOPOYHOE YHUYTO)KEHUE CHMBOJIOB, BEIBOJUMBIX Ha 3KpaH IMPH HAOOPE C KIIaBUATYPHI,

— yMCHBIICHHE 00bEMa OTIePATUBHOM MaMSITH;

~  BBI30B [I€YAaTH COJACPKHUMOTI0 IKpaHa;

— OJIOKMpOBaHHE 3alHUCH HA JUCK;

— yHH4YTOXeHue Tadymibl pazouenus (Disk Partition Table), mociie 3Toro KoOMeOTEP MOKHO
3arpy3uTh TOJBKO C (PIOMMH-TUCKA;

—  OJIOKHpOBaHHE 3aITyCcKa UCTIOTHIEMBIX (DaiijIoB;

— OJIOKHpOBaHHE JJOCTyINa K BHHYECTEPY.

BoJIbIIIMHCTBO 3arpy30YHBIX BUPYCOB MIEPE3AMHCHIBAIOT ce0s HA (PIIOMIHU-IUCKH.

daiinoBble BUPYCHI IIPU CBOEM PAa3MHOKEHHH TEM WM WHBIM CIIOCOOOM HCTONB3YIOT (QailyioByro

cucTeMy Kakoil-nmi0o onepanuoHHoi cuctemsl. [1o crioco0y 3apaxenus ¢aiyioB BUPYChI AENATCS HA

3amemntatonue ("overwriting"), mapazutnueckue ("parasitic'), KoMImaHbOH-BUPYCHI ("companion"),

"link"-BupyCHI, BUPYCHI-4EPBH U BUPYCHI, 3apaxatrorine o0bekTHbie Moayau (OBJ), bubmuoreku

koMnuiATOpoB (LIB) 1 ucxoiHbIe TEKCTHI TIPOrPaMM.

Merton 3apaxkenus "overwriting" siBisercss Hanbosee NPOCTHIM: BUPYC 3aIIUCHIBACT CBOM KO BMECTO

KO/ia 3apakaeMoro (Qaiisia, yHu4ToXas ero copepxumoe. ECTeCTBEHHO, UTO ITPU ATOM (ail nepecraet

paboTaTh U HEe BOCCTaHaBNIMBaeTcs. Takue BUPYChl 04eHb ObICTPO 0OHAPYKUBAIOT Ce0s, TAK KaK

OTIEpAIMOHHAS CHCTEMA U IPUIIOKEHUS JIOBOJIBHO OBICTPO MEPECTaroT padoTaTh.

K nmapasutnueckum otHOCATCS Bee (DaitIoBbIe BUPYCHI, KOTOPBIE IIPH PACTIPOCTPAHEHUH CBOUX KOIUI

00513aTeJIbHO U3MEHSIOT Cofiep kuMoe (ailyioB, ocTaBIsst caMu (paitsIbl IPU 3TOM MOTHOCTHIO UITH

YaCTUYHO paboTOCHOCOOHBIMU. OCHOBHBIMU THIIAMU TAKUX BUPYCOB SIBISIFOTCS BUPYCHI,

3aMMCBIBAIONINECS B HAYAJIO, CEPEUHY WIH KOHell (aiinoB. OTAENBHO ClIeyeT OTMETUTH JOBOJIBHO

HE3HAYUTENIbHYIO TPYIIY NMapa3uTUYECKUX BUPYCOB, HE UMeromuXx "Touku Bxoaa" (EPO-Bupycsr -

Entry Point Obscuring viruses). K HuM 0THOCSTCS BUPYCHI, HE 3aIIMChIBAIOIIME KOMAaHy IIepeaaun

yrnpasieHus B 3arojioBok COM-gaiinos (JMP) u He uaMeHstomue azpec TOUKU cTapTa B 3ar0JIOBKE

EXE-daitnos. Takue BUpYCHI 3aNTUCHIBAIOT KOMAaHIY IIEpeXojia Ha CBOM KO/ B KaKOe-TM00 MeCTO B

cepenuHy (hailia U MoydaroT YIpaBiIeHHE He HEITOCPEICTBEHHO TPH 3aITyCKe 3apaXeHHOTO (aiina, a

IIPU BBI30BE MPOLETYPHI, COAEPIKaIIel KO epeaayy yrpaBieHus Ha Teso Bupyca. [Ipuuem

BBINOJIHATHCS 3Ta MPOLEAYpa MOXKET KpaiiHe peIKo (Harmpumep, PH BBIBOJIE COOOILEHHS O KaKOH-

0o crieuduueckoi omunodke). B pesynabTare BUpyc MOXKeT Joarue rojsl "cnate" BHYTpH (aiina u

IPOSIBUTH €051 TOJIBKO NMPH HEKOTOPHIX OTPAHUYEHHBIX YCIOBHSX.



K kareropuu "KoMnaHbOH" OTHOCSITCSI BUPYCHI, HE H3MEHSIOIINE 3apaxkaeMbie (pailiibl. AIIropuT™M
pabOThI ATUX BUPYCOB COCTOMT B TOM, UTO JJIS 3apaxkaeMoro ¢aiiina co3gaercs (haiin-1BoHHUK,
IpUYEM IIPU 3aITyCKe 3apaskeHHOTo (aiiyia yrpaBieHUe MOIy4aeT UMEHHO 3TOT JBOWHUK, TO €CTh
Bupyc. Haunbonee pacnpocTpaneHbl KOMIaHbOH-BUPYCHI, UCTIONB3YIolne 0cooeHHOCTh DOS nepBbiM
BBITIOJIHATH (paiinibl ¢ pacmmpenueM .COM, eciii B 0JHOM KaTajore IpUCYTCTBYIOT JBa (haiina ¢
OJIHUM U TE€M K€ UMEHEM, HO pa3InYHbIMU paciupeHussMu umenn - .COM u .EXE. Takue Bupycsl
co3maroT 11t EXE-daitnos ¢aiinpl-ciryTHUKH, IMEIOIIHE TO XKe camoe uMs, Ho ¢ pactmperuem .COM,
Hanpumep, 1 ¢aiina XCOPY.EXE coznaercs ¢aitn XCOPY.COM. Bupyc 3anucsiBaercsi B COM-
¢aitn u Hukak He u3mensier EXE-daiin. [Ipu 3amycke takoro ¢daiina DOS nepBsiM 00HApYX HUT U
BoIOJTHUT COM-aiin, To ecTh BUPYC, KOTOPHI 3aTeM 3amycTuT U EXE-daiin. Bropyto rpymmy
COCTaBJIISIIOT BUPYCHI, KOTOPBIE MTPH 3apaKEHNH MEPEUMEHOBBIBAIOT (haiil B KaKoe-JInOo Jpyroe ums,
3alIOMHMHAIOT €ro (1151 TIOCJIEAYIOIIETo 3amycka (aitia-xo3s1uHa) U 3alHChIBAIOT CBOM KO/ Ha IUCK MO
uMeHeM 3apakaemoro ¢aiina. Hanpumep, daitn XCOPY .EXE nepeunmenoBsiBaercs B XCOPY.EXD, a
Bupyc 3anuceiBaetcs nog umeneM XCOPY .EXE. IIpu 3anycke ynpasiieHue Noay4daeT Kol BUpyca,
KOTOpBIH 3aTeM 3anmyckaeT opuruHaibubld XCOPY, xpansmuiics nog umenem XCOPY.EXD.
WuTepecen ToT (akT, 4To NaHHBIN MeTo/ paboTaeT, M0-BUIUMOMY, BO BCEX OINEpaIlMOHHBIX CHCTEMaX.
B TpeThio rpynmy BXoaaT Tak Ha3biBaeMmble "Path-companion" Bupycel. OHE 100 3aNHCHIBAIOT CBOM
KOJ1 [10JT IMEHEM 3apakaeMoro (aiina, Ho "Bbllie" Ha OAMH YPOBEHb B MponuchiBaeMbIX myTsx (DOS,
TakuM 00pa3oM, IepBbIM OOHAPYKHUT U 3aITyCTUT (alI-BUPYC), TUO0 epeHOCAT daia-KepTBY Ha
OJIMH MOJKATAJIOT BBILIE U T.JI.
Bo3MoXHO CcyliecTBOBaHHME U APYTUX TUIIOB KOMIIAHBOH-BUPYCOB, UCIOIb3YIOIINX UHBIE
OpPUTMHAJIBHBIC UJIEU WM OCOOCHHOCTH APYTHX ONEPALUOHHBIX CUCTEM.
daiisoBble YepBU (WOrms) ABJISIOTCS, B HEKOTOPOM CMBICIIE, PA3HOBUHOCTHIO KOMIIAHBOH-BUPYCOB,
HO MPHU 3TOM HUKOUM 00pa3oM He CBSI3bIBAIOT CBOE MPUCYTCTBHE C KAKUM-JINOO BHITIOIHSIEMbIM
¢aitnom. [lpu pa3sMHOXKEHUN OHU BCETO JIUIIL KOMUPYIOT CBOM KO/ B KaKUE-JINOO KaTaJloTH JUCKOB B
HAJIeXkK/Ie, YTO STH HOBBIE KOITUH OYAyT KOTAa-TH00 3aITylIeHbI MoJIb3oBaTeneM. MHOTaa STH BUPYCHI
JaI0T CBOMM KOMMSIM "crielanbHble" UMEeHa, 4TOOBI MOATOJIKHYTH I0JIb30BATENs Ha 3aIlyCK CBOEH
konuy - Hanpumep, INSTALL.EXE nnun WINSTART.BAT. CymecTByroT BUpyChI-4€pBH,
UCIIOJIB3YIOIHNE TOBOJILHO HEOOBIYHbIE PUEMBI, HAITPUMED, 3aITUCHIBAIOIINE CBOU KOMTUU B ApXHUBBI
(ARJ, ZIP u npoune). HexoTtopble BUpYCHI 3alMCHIBAlOT KOMaHAYy 3aIlycKa 3apakeHHOro (aiina B
BAT-daiinel. He cienyer myTath (aitioBeie BUPYCHI-UePBU C CETEBBIMU YepBsiMH. [lepBbie
UCTIOJIB3YIOT TOJBKO (hailioBble PYHKIMU KaKOW-THO0 ONepaliiOHHON CUCTEMBI, BTOPBIE K€ IIPU
CBOEM Pa3MHOKEHUU MOJIb3YIOTCSl CETEBBIMU MTPOTOKOJIAMHU.
Link-Bupychl, kKak ¥ KOMIIAaHBOH-BUPYCHI, HE H3MEHSIOT (PU3UUECKOTO COMEPKUMOTO (ailsioB, OMHAKO
MIPH 3aImycKe 3apakeHHoro (aitia "3actaBisaoT" OC BBIMOIHUTE CBOM KOJ. ITOH MEJIM OHU JOCTUTAIOT
MoauduKanueit HeoOXOIUMBIX TIOJIEH (ailIOBOI CUCTEMBI.
Bupycsl, 3apaxaromue OMOIUOTEKH KOMITMIIATOPOB, 00BEKTHBIE MOTYJIN U UCXO/IHBIE TEKCTHI
IIPOrpaMM, AOCTATOYHO HK30TUYHBI U IPAKTUYECKU HE pacIpocTpaHeHbl. Bupycel, 3apaxatone OBJ-
u LIB-aiinbl, 3anuCchIBalOT B HUX CBOM KO B (hopMaTe 0OOBEKTHOTO MOAYJIS MIIH OUOIMOTEKH.
3apakeHHbIN (haili, TAKUM 00pa30M, HE SBIISICTCS BBITIOIHSIEMBIM U HE CITIOCOOEH Ha JalibHeHIee
pacrpocTpaHeHHe BUpyca B CBOEM TeKyIieM cocTossHuu. Hocutenewm ke "»KuBOro'" BUpyca CTAaHOBUTCS
COM- wn EXE-daiin.
[TonyuuB ynpapnenue, paitioBblif BUPYC COBEpIIAET CACAYIONINE O0IIUE NeHCTBUA:
~ TpOBEpseT ONEPAaTUBHYIO MaMITh Ha HATMYUE CBOCH KOMUHU M HHOULIUPYET NaMsITh KOMITbIOTEpa,
€CJIM KOIUsl BUpYca He HaliJieHa (B ciy4ae, eCi BUPYC ABISETCS PE3UACHTHBIM), UILIET
He3apaKeHHbIe (Dailiibl B TEKYIIEM U (MJIH) KOPHEBOM KaTaore MyTeM CKaHUPOBAaHHS IepeBa
KaTaJoTOB JIOTHYECKUX JIMCKOB, a 3aTe€M 3apa)kaeT OOHApYyKEHHbIE (haiiIbI,



~  BBINOJHSET JONOJIHUTENbHBIE (€CTH OHU €CTh) QYHKLHU: 1eCTPYKTUBHBIE IEHCTBUS, TpapuuecKue
WM 3BYKOBbIE 3PGEKTHI U T.J. (IONOJHUTENbHbIE (PYHKIUN PE3UIEHTHOTO BUPYCa MOT'YT
BBI3bIBATHCSI CILYCTSI HEKOTOPOE BpEMsI I10CJI€ aKTUBU3AIMH B 3aBUCUMOCTHU OT TEKYILIEI0 BPEMEHH,
KOH(HUTypaIyy CUCTEMBbI, BHYTPEHHUX CUETYMKOB BUPYCa WM JPYTUX YCIOBHUM, B 3TOM CITydae
BUPYC NP aKTUBU3ALMN 00pabaThIBae€T COCTOSHUE CUCTEMHBIX YaCOB, YCTAHABIMBAET CBOU
CYCTYUKH U T.11.);

— BO3BpalllaeT yIpaBJIeHUE OCHOBHOM Iporpamme (eciu oHa ecTh). [lapasutuyeckue BUPYChl IpU
3TOM JIUOO JieuaT (aiisi, BRIMOTHSIOT €T0, a 3aTeM CHOBA 3apakaroT, INOO BOCCTAHABIMBAIOT
nporpaMmy (Ho He (haiin) B ucxoqHoM Bue (Hanpumep, y COM-niporpaMmbl BOCCTaHABINBAETCS
HECKOJIBKO NepBbIX 0aiiT, y EXE-nporpaMMbl BEIYUCsSETCSI HICTUHHBIA CTApTOBBIH ajpec, y
IpaiiBepa BOCCTAHABIMBAIOTCS 3HAYECHMSI aJpECOB ITPOrPaMM CTPATErHH U IIPEPHIBAHUSA).

Heo6xo1uMo 0TMETHUTB, UTO YeM OBICTpEEe pacIpOCTPaHsIETCsl BUPYC, TEM BEPOSITHEE BOSHUKHOBEHHE

SMUEMHH 3TOTO BUPYCa, YEM MEJJIEHHEE PacIpOCTPaHIETCsl BUPYC, TEM CIIOKHEE €ro OOHAPYKUTh

(ecnu, KOHEUHO e, 3TOT BUpPYC Heu3BecTeH). Hepe3uieHTHbIE BUPYCHI YACTO SBISIOTCS

"MeIJIeHHBIMU'"' - OOJIBIIMHCTBO U3 HUX MPH 3aITyCKe 3apakaeT OMH WU JIBa-Tpu ¢aiina u He

yCIIEBAET 3al0JIOHUTh KOMITBIOTED 0 3allyCKa aHTUBUPYCHOW MPOrpaMMbl (WM MOSIBICHUS HOBOM

BEPCHUU aHTHUBUPYCA, HACTPOEHHON Ha JaHHbIA BUpYyC). CylIEeCTBYIOT, KOHEYHO K€, HEPE3UICHTHbIE

"OBpICTpBIC" BUPYCHI, KOTOPHIC MPH 3aIMYCKE MIIYT U 3apa’karoT BCE BHITIOIHAEMbIE (Dailsibl, 0JTHAKO

TaKye BUPYCHI OUY€Hb 3aMETHBI: TIPU 3aITyCKe KAXKAO0T0 3apaXeHHOT0 (haiina KOMITBIOTEp HEKOTOPOe

(MHOT]a TOCTATOYHO JIOJITOE) BpeMsI aKTUBHO PabOTaeT ¢ BUHYECTEPOM, UTO JIEMACKHPYET BHPYC.

CkopocTb pacrpocTpaHeHHs (MHPULIHUPOBAHUS) Yy PE3UICHTHBIX BUPYCOB OOBIYHO BBILIE, YEM Y

HEPE3UJICHTHBIX - OHU 3apaxkatoT (ailiibl MpH KaKUX-IM00 oOpalleHusX K HuM. B pesyibrare Ha gucke

OKa3bIBAIOTCS 3apa’KEHHBIMH BCE WUJIM MOYTH Bee (hailiibl, KOTOPbIE TOCTOSTHHO UCIOJIB3YIOTCS B

pabore. CKOpOCTh pacrpocTpaneHus (MHPUIIMPOBAHYS ) PE3UICHTHBIX (DAIIOBBIX BUPYCOB,

3apakarolux (aiibl TOIBKO MPU MX 3aIyCKe Ha BHITIOJIHEHUE, OyAeT HIKE, YEM Y BUPYCOB,

3apakarolMx (aiibl ¥ IPU UX OTKPHITUH, IEPEUMEHOBAHNH, H3MEHEHUH aTpuOyTOB (hailna u T.1.

Takum oOpa3oM, OCHOBHBIE IECTPYKTUBHBIE IEHCTBUS, BHIIIOJIHAEMbIE (aillIoOBBIMU BUpYCaMH,

CBSI3aHbI C MOpa)keHUEM (ailyioB (Yalle UCIOIHAEMbIX WIH (PailyioB TaHHBIX ), HECAHKLIMOHUPOBAHHBIM

3aIyCKOM pa3IMYHBIX KOMaH/ (B TOM 4YHCIie, KOMaHa (hOpMaTHPOBAHUS, YHHUTOKEHHS, KOTTMPOBAHUS

U T.I.), I3MEHEHHEM Ta0JIMIbl BEKTOPOB MIPEpBIBaHUi U Ap. BMecTe ¢ TeM, MOTYT BBIIOJHATHCS U

MHOTH€ JJECTPYKTUBHbBIE IEUCTBHS, CXOAHBIE C TEMHU, KOTOPBIE YKa3bIBAIUCH JUJIS 3aTPY30UHBIX

BUPYCOB.

MaxkpoBHupycHI (macro viruses) sSBISIOTCS MPOrpaMMaMHK Ha sI3bIKaxX (MaKpOs3bIKaX ), BCTPOSHHBIX B

HEKOTOPbIE CUCTEMBI 00pabOTKH JaHHBIX (TEKCTOBBIE PEaKTOPBI, YJICKTPOHHbIE TAOIHUIIBI U T.1.). s

CBOETO Pa3MHOXKEHMSI TAKME BUPYCHI HUCIIOJIb3YIOT BO3MOKHOCTH MAKPOS3BIKOB U IIPU UX ITOMOLIA

MEePEHOCST ceOs M3 OJTHOTO 3apayKeHHOTO (haiiya (JoKyMeHTa uiu Tabymibl) B Apyrue. Hanbonpiee

pacrpocTpaHeHHE MOTYYHI MAKPOBUPYCHI JIJIA MMaKeTa MPHUKIaAHBIX mporpamMM Microsoft Office.

Jlyi cylecTBOBaHMSI BUPYCOB B KOHKPETHOM crucTeMe (peakTope) HeoOX0JuMO HaJIuuue

BCTPOEHHOTI'0 B CHCTEMY MaKpOSI3bIKa C BO3MOKHOCTSAMU:

1) npuBsA3KH IpOrpaMMbl Ha MAaKpOSI3bIKE K KOHKPETHOMY (aiiiy;

2) KOMPOBaHUS MAKPOIPOIPaMM U3 OAHOTO (aiina B Jpyrou;

3) nonyyeHus yrpaBJIeHHUsS MaKpOIporpaMMoii 6e3 BMelaTeabCTBa M0Ib30BaTelNs (aBTOMAaTHYECKUE

WM CTaHJApTHBIE MAKPOCHI).

JIaHHBIM YCJIOBUSIM YAOBJIETBOPSIOT MPUKIIAAHBIE Tporpammbl Microsoft Word, Excel u Microsoft

Access. Onu comepxar B cedbe makpos3biku: Word Basic, Visual Basic for Applications. Ipu stowm:

1) MakponporpaMMsl pUBsI3aHbl K KOHKPETHOMY (ailily WM HaXoAaTcsl BHYTpU Qaiina;

2) MaKpOs3bIK O3BOJISIET KOMUPOBATH (Paiiiibl UM NEpEMEIIaTh MAaKpOIIPOrpaMMbl B CITy:K€OHbIE

(aiiyibl CUCTEMBI U peJaKTHpyeMbIe (ailiibr;



3) ipu pabote ¢ daiaoM Mpu ONpeeICHHBIX YCIOBUAX (OTKPBITHE, 3aKPBITHE U T.]I.) BBI3BIBAIOTCS

MaKpOIPOTrpaMMBbI (€CJIM TAKOBBIE €CTh), KOTOPBIE OMPEACIICHBI CIICIIUATBHBIM 00Pa30M HII UMEIOT

CTaHJapTHbIC UMEHA.

JlanHast 0cOOEHHOCTh MaKpOSI3bIKOB MPEHA3HAUCHA 1Tl aBTOMAaTHYECKO 00pabOTKU JaHHBIX B

OOJIBIIKMX OPTaHU3ALMIX WIH B TTI00ATBHBIX CETSAX M MO3BOJISIET OPraHU30BaTh TaK Ha3bIBa€MBbIil

"aBTOMAaTU3UPOBAHHBINA JOKYMEHTO000pOT". C Ipyroit CTOPOHBI, BO3MOKHOCTH MaKpPOS3bIKOB TAKUX

CHCTEM TO3BOJIIOT BUPYCY MIEPEHOCUTH CBOM KO/ B Apyrue (pailsisl 1 TaKuM 00pa3oM 3apaxkaTh HX.

BonbIIMHCTBO MaKpOBUPYCOB aKTUBHBI HE TOJBKO B MOMEHT OTKPHITHSA (3aKpbITHs) (haiiia, HO 10 TeX

op, OKa aKTHBEH caM peaakTtop. OHU coaepkaT Bce CBOU (DYHKIIMH B BHJIE CTaHIAPTHBIX MAaKPOCOB

Word/Excel/Office. CymecTBytoT, 0HAKO, BUPYCHI, HCTIOIB3YIOIIHNE MPUEMBI CKPBITHS CBOETO KOJa 1

XpaHsIIIFe CBOW KO B BUJIE HE MaKpOCOB. M3BeCTHO TpH MOI00HBIX pUEeMa, BCE OHHU UCTIOIB3YIOT

BO3MOKHOCTh MAaKpOCOB CO3/1aBaTh, PEIAKTUPOBATH U UCIIONHATH Apyrue Makpocsl. Kak mpasuro,

Mo100HBIE BUPYCHI UMEIOT HEOOIBIION (MHOTAA - MTOTUMOP(HEII) MaKpoC-3arpy3urK BHpYCa,

KOTOPBIA BBI3bIBAET BCTPOCHHBIN peaKTOp MaKpOCOB, CO3/1a€T HOBBII MaKpOC, 3aMOIHSET €T0

OCHOBHBIM KOJIOM BHpYCa, BBITMOJHSIET U 3aT€M, KaK NMPaBUIIO, YHUUTOXKAET (YTOOBI CKPBITh CJIE/IbI

NMpUCYTCTBUS BUpyca). OCHOBHOM KOJ TAKUX BUPYCOB MPUCYTCTBYET JTUOO B CAMOM MaKpocCe BUpyca B

BHUJI€ TEKCTOBBIX CTPOK (MHOT/IA - 3aIIM(POBAHHBIX ), THOO XPAaHUTCS B OOJIACTH MEPEMEHHBIX

JIOKYMEHTA.

K cereBbIM OTHOCATCS BUPYCHI, KOTOPBIE JIsl CBOETO PACIPOCTPAHEHHS aKTUBHO UCTIOIB3YIOT

MIPOTOKOJIBI ¥ BO3MOKHOCTH JIOKQJIBHBIX U TJI00aNBHBIX ceTeil. OCHOBHBIM MPUHIUIIOM PabOTHI

CETEBOTr0 BHpYCa SIBJISETCS BO3MOKHOCTh CAMOCTOSATENBHO NIEpejaTh CBOM KO/ Ha yJlaJe€HHbIN cepBep

wim pabouyro craniuio. "IlonHorieHHBIE" ceTeBbIe BUPYCHI PU ATOM 00JIIAf0T €1IIe ¥ BO3MOXHOCTBIO

3aIyCTUTh Ha BBIMOJTHEHHUE CBOM KOJT HA YJAJICHHOM KOMIThIOTEpE WIIH, TI0 KpaitHell Mepe,

"MOATONKHYTH'" TOJIB30BATEIIS K 3aITYCKY 3apa)KEHHOTO (haiia.

BpenonocupiMu mporpammamu, obecrnieunBaronumu ocymiectsieaue HCJI, MoryT ObITh:

— TporpaMMbl oa00pa U BCKPBITUS MapoJieid;

~ NpOTrpaMMBbl, PEaU3yIOIINE YTPO3bL;

~ TpOrpaMMbl, JEMOHCTPUPYIOIINE UCTIOIb30BaHUE HEJIEKIAPUPOBAHHBIX BOZMOKHOCTEM
MPOTPaMMHOTO U TIporpamMMHo-anmapatoro ooecnederuss UCITx;

~ TporpaMMBbI-T€HEpaTOPbl KOMITBIOTEPHBIX BUPYCOB;

~ TpOrpaMMBbl, JEMOHCTPUPYIOIINE YI3BUMOCTH CPEJICTB 3aIUTHI HHPOPMAIIUU U JIp.

5.6. O01m1asi XapaKTepUCTUKA HETPATUITMOHHBIX NHPOPMAITMOHHBIX KAHAJIOB

HetpaauimonHslit ”HPOPMALIMOHHBINA KaHAM - 3TO KaHAJ CKPBITHOH Mepenayn nHpOpMaInu C

HCIOJIb30BaHUEM TPAIUIIMOHHBIX KAHAJIOB CBSI3U U CIIELHANIBHBIX TPeoOpa3oBaHUi epeiaBaeMon

nH(pOpMaIiY, He OTHOCALIUXCS K KPUNITOTpadhuIecKuM.

Jiia popmupoBaHUs HETPAAULIMOHHBIX KaHAJIOB MOT'YT UCIIOJIb30BaTHCS METO/IbI:

— KOMITBIOTEPHOM cTeranorpaduu;

~ OCHOBaHHbIEC Ha MAHUNYJSIIUU pa3andHbIX XxapakrepucTuk UCII/IH, KoTopbie MOXKHO MOTy4YaTh
CaHKIIMOHMPOBAHHO (HaMpUMep, BpeMEHU 00pabOTKH Pa3IMIHbBIX 3aIIPOCOB, 00HEMOB JTOCTYITHON
MaMSTH WIKA JOCTYIHBIX JJIS YT€HHUsI UICHTU(UKATOPOB (ailJIOB UIIH MPOIECCOB U T.I1.).

MeTobl KOMITBIOTEPHOW cTeraHorpaduu MpeIHa3HaueHbl AJIs CKPbITUS (akTa rnepesaynd CooOeHus

MyTeM BCTpauBaHUsI CKpbIBaeMOM nH(OpMaIMK BO BHEIIHE 6e300UIHbIe JaHHbBIE (TEKCTOBBIE,

rpadudeckue, ayino- Wi BU1e0(haiibl) U BKIFOYAIOT B ¢€0s IBE TPYIIBI METOI0B, OCHOBAHHBIX

~ Ha UCIIOJIb30BAHUHU CIIEIUAIBHBIX CBOMCTB KOMITBIOTEPHBIX (POPMATOB XPAHEHUS U TIEpeIaun
JTAHHBIX;

— Ha U30BITOYHOCTHU ayJ10-, BU3YAJIbHOM WM TEKCTOBOM MH(POPMAIUH C TO3ULIUU
MICUXO(HU3UOIOTHUECKUX 0COOEHHOCTEH BOCTIPUATHS YETIOBEKA.



CpaBHHTENBbHAS XapaKTEPUCTUKA CTETaHOTpapUIECKUX METOIO0B

npeoOpazoBanus HHGOpPMALIUN

Creranorpadmu- Kparkas XapaKTepUCTHKA Henocratku [Ipenmymiecra
YECKUH METO MeToza

Merto/1bl COKPBITHS HHPOPMALIMK B ayTHOKOHTEIHEpax

MeTton coKpbITHS OcCHOBaH Ha 3aIIUCH  COOOIICHUS B Hesbicokas CKPBITHOCTb Hocrarouno

B HAUMCHBIINX

HauMCHBIIINEC 3HAYAIIUC OHUTEI

nepeaayn coodbmenus. Huskas

BBICOKasi CMKOCThb

3HaYaIuX OUTax HNCXOJHOTO  CHTHaja. B kauecTBe | yCTOHYMBOCTD K MCKa)KCHHSIM. KOHTeltHepa (10
KOHTeHHepa UCTIoNb3yeTes, Kak | Mcmomp3yercst ToJbKO 171st 25%)
MIPaBUJIO, HEC)KATBIN ~ ayIMOCHUTHAI oTpeneneHHbIX (hopMaToB
aymnodaitnon
Merton cokpbITHS OcHOBaH Ha reHepanuy MceBao Huskuii ko3¢ dunment CpaBHUTENBHO
Ha OCHOBE CIly4alfHOTO  IIyMa, SIBIISIOIIETOCs | MCIIOJIb30BaHUSA BBICOKas
pacrpezneneHus (yHKIMEl BHEAPSIEMOTO COOOLIEHNS], | KOHTeHHepa. CKPBITHOCTh
TI0 CIIEKTPY u MOMENINBAaHUN 3HaunTEIbHBIE cooO1IeHus
IOJIy9EHHOTO IIIyMa K OCHOBHOMY BBIYHMCIIUTEIBHbIC
CUTHAJy- KOHTEHHEpY B KauecTBe 3aTpaTsl
aIaUTUBHON COCTAaBJISIOLIEH.
Kopmuposanue notokoB mH(pOpMaIH
MyTeM  paccesHus KOJMPOBaH
HBIX JJAHHBIX TI0 CHIEKTPY YacTOT
MertoJ1 COKpBITUS OcHoBaH Ha ucronp3oBaHnK B | Huskuit koadpunment CpaBHUTEIBHO
Ha OCHOBE KayecTBe LIYMOTIOI00HOTO HCIIOJIb30BAHUS BBICOKas
HCIOJIb30BAHUSA CHTHANacaMoro ayIuoCHUrHaja, KOHTeWHepa. CKPBITHOCTh
9X0-CUTHAIA 3aJIepKaHHOTO Ha  pa3luYHbIe 3Ha4YuTeNbHbIC cooOrIeHus
nepuoanl BPEMEHU B 3aBUCUMOCTHU BBIYUCJIMTCIIBHBIC
OT BHEJPSEMOTO  COOOIEHHMS 3aTpaTsl
("mo3BOHOYHOTO HXa")
Merton cOKpHITHS OcHoBaH Ha (hakTe  HEYYBCTBHUTENb | Manblil KO3 huueHT Obnanaer
B (haze curHana HOCTH yXa 4eJoBeKa K HCTIOJIH30BAHUS 3HAYUTEIBHO
a0COJIFOTHOMY 3HAUYEHUIO (a3sl KOHTeWHepa 0oJee BEICOKOM
TapMOHHMK.  AyIMOCHTHAI CKPBITHOCTBIO,
pasOuBaeTcst HA  IOCJIEIOBATENb YEeM METOJIbI
HOCTh CETMEHTOB, COOOIICHIE cokpsitus B H3b
BCTPaMBAETCA MyTeM MOANUGDHUKALUH
(¢a3pr  mepBOTO CerMeHTa
MeTo16I COKPBITHS HHPOPMAINH B TEKCTOBBIX KOHTEHHEpax
Merton coxpbITUs OcHOBaH Ha BCTaBKe IPOOEJIOB B Merto bl YyBCTBUTENbHBI K | JlocTarouno
Ha OCHOBE KOHIIE  CTpPOYEK, OCJIC 3HAKOB MEPEeHOCy TeKCTa U3 OJTHOTO OoubLras
po0eIoB MIPENUHAHNS, MEXIY CIIOBAMH IIpU (dopmara B Ipyroi. NIPOITyCKHAs
BBIPABHUBAHUU JUTUHBI CTPOK Bo3moxxHa rotepst  cooOmIeHus. CHoCcoOHOCTh
Hesricokas CKPBITHOCTh
Merto/1 COKPBITHS OcHOBaH Ha TOM, 4TO IpaBHJIA OueHb HU3KasE  IPOIMyCKHAs CymectByeT
Ha OCHOBE MTyHKTYallu!l JOIyCKAIOT CIOCOOHOCTb. MOTEHIHATIbHAS
CHHTaKCHYECKUX HEOJHO3HAYHOCTH IPU CrnoxxHOCTD JETEKTUPOBAaHUS | BO3MOXKHOCTD
ocobeHHOCcTeH pacCcTaHOBKE 3HAKOB COOOIICHMS noaoopath
TEKCTa TIpEeNMHAHNA TaKOW METOJ.
MertoJ1 COKPBITHS OcHoBaH Ha BctaBke HH(popmaiuu B | CiioxxeH NPUMEHUTENbHO K | OquH U3
Ha OCHOBE TEKCT IPU TIOMOIIH PYCCKOMY SI3BIKY B CBSI3H C Hanboee
CHHOHHMMOB YyepeJoBaHUs CJIOB U3 KaKOW-1M00 OonbM  pasHoOOpasueM MEPCIIEKTUBHBIX
TpyNIBl  CHHOHMMOB OTTEHKOB B Pa3HBIX CHHOHHUMAax METO/IOB.




Meron coKpbITHS
Ha OCHOBE
UCIIOJIb30BAHUS
omun0box

OcHoBaH Ha MacCKHpPOBKE
WH(OPMAIMOHHBIX OUTOB O]
€CTEeCTBEHHbIC  OIIMOKHU, OIICYATKH,
HapyIIeHHs IPaBUJ  HaIMCAHUSI

COYCTAaHUU TJIACHBIX U COTJIaCHBIX,

Hesricokas
MPOITYCKHAs
CIIOCOOHOCTb.
BricTpo BckphiBaeTcs
HpI/I CTAaTUCTUYCCKOM

Becbma npoct B
IIPUMEHEHHU.
Beicokas
CKPBITHOCTb IIPU
aHaln3e

3aMeHe KUPUJUTAIBI Ha aHAJIOTUYHBIE | aHAn3e YeII0BEKOM
o BHEIIHEMY BUAY
JATHHCKUE OYKBHI U JIp.
Meton COKpHITHS OCHOBaH Ha TeHEPAIH TEKCTOBOTO Hesricokas CKpBITHOCTB
Ha OCHOBE KOHTEWHEepac MCIOIb30BaHHEM MPOITyCKHAsI onpeaersieTcs
TeHepanuu Habopa MpaBuI MTOCTPOCHHS CIOCOOHOCTS. METOIaMH
KBa3UTEKCTa NPEATIOKEHUH. Ucnonp3yercs BbeccMbIciieHHOCTD mpoBaHus U,
CUMMETpHYHAS Kpurrorpadus CO3aHHOTO TEKCTa KaK IIPaBHIIO,
BeChbMa BBICOKA
MeTton COKpBITHS OcHoBaH Ha BCTaBke WHQopMarmu 3a | JIerko BeIABIsSCTCS Bricokuit
Ha OCHOBE CYeT W3MCHCHMS THIA  MpuUpTa U | IpU IpeoOpa3oBaHUU KO3 PHUIIUCHT
HCIIOJIb30BaHMSI pasMepa  OyKB, a TAaKXE Ha Macitada JOKyMEHTa, HCTIOJIb30BaHUSI
ocobeHHOCTeH BO3MOXHOCTH BCTpauBaHUs MIPH CTaTUCTUYECKOM KOHTelHepa
mpudra uH(popManny B OJJOKM CHEM3BECTHBIMH | CTErOaHaIn3e
Ui Opay3epauJcHTU(DUKATOPAMU
Merton COKphITUS OcHOBaH Ha pa3MeNIeHUH Hwuskas ckpeITHOCTH IIpoct B
Ha OCHOBE HHPOPMALIIH B P U3BECTHOM MIPUMEHEHUH
HCIIOJTb30BAHHMSI 3ape3epBUPOBAHHBIX U dbopmare daiina
KOJa TOKYMEHTa HEHCIIONB3YEMbIX HOJISIX
u Qaiina HepeMEHHO JUTHHBI
MeTton COKpBITHS OcHOBaH Ha U3MEHEHUHU Huskas nponyckHas [Ipoct B
Ha OCHOBE 3HAYCHUH CIIOB crocoOHOCTh. Y3KO MIPUMCHEHUH
HCIIOJIH30BAHUS CIETHATH3HPOBAH.
JKaproHa Huskast ckpbITHOCTB
MeTton COKpBITHS OcHOBaH Ha reHepaluu TeKCTa - Cno>XHOCTh Hocrarouno
Ha OCHOBE KOHTelHepa ¢ GopMUpOBaHHEM CIIOB | (hOPMHUPOBAHUS BBICOKast
HCIIOJIb30BaHMSI OTIPEICIICHHOM IITMHBI KOHTEeHHepa u CKPBITHOCTH MPU
yepe0BaHUs 10 U3BECTHOMY COOOIIeHHS aHanu3e
JUTMHBI CJIOB MIPaBUILY KOJUPOBAHHMSI YeJI0BEKOM
Merton COKpHITHS OcHOBaH Ha BHEAPCHUU CnoXHOCTh Haet 60mp1ryio
Ha OCHOBE COOOIICHHS B TIEPBBIC COCTaBJICHUS cB00OOIy BEIOOpA
HCIOJIH30BAHUS OYKBEI CJIOB TEKCTa C coobmerns. Huskas omeparopy,
TIEPBBIX OYKB 0I00POM CIIOB CKPBITHOCTh MIPUTYMBIBAIOLIEMY
CO00IICHNS coobuieHne
Metoapl COKpBITHS HHGOPMALUH B TpadUIECKUX KOHTEHHEpaX
Meron coxpbITUS OcHOBaH Ha 3aIUCH Hesbicokas Hocrarouno

B HAUMCHBIIINX
3HaYaIuX OUTax

COOOIIIEHH S B
HaMMEHBIINE 3HAYAIIHE
OHUTLI HCXOJHOTO
U300paKeHHs

CKPBITHOCTH Mepeaun
coobmenus. Huskast
YCTOWYUBOCTD K
HCKKCHUSAM

BBICOKAst EMKOCTh
KOHTelHepa (110
25%)

Merton cCOKphITUS
Ha OCHOBE

MO (DUKAIIH
HWHAEKCHOTO
¢dopmata
MIPEICTaBICHAS

OcHOBaH Ha peAYKIIUU
(3aMeHe) BETOBOM
MAIUTPBI U
YIOPSI0YUBAHUH [[BETOB
B ITUKCEJISIX C
COCeTHMMHU HOMEpaMHu

[Ipumensiercs
MIPEUMYIIECTBEHHO K
C)KAThIM
Hesricokas
CKPBITHOCTH TIepeadn
COOOIIEeHHS

HN300paKEeHMUSIM.

CpaBHHTEIHHO
BBICOKasi EMKOCTh
KOHTelHepa

MertoJ1 COKPBITHS
Ha OCHOBE
UCIIOJIb30BaHUS
ABTOKOPPEIISIIH-
OHHOH (QyHKIHA

OcCHOBaH Ha IOUCKE C MPUMEHEHUEM
ABTOKOPPEJISIIMOHHONW  (DyHKIIMH
oOmactelf, coaepsKalx cX0aHbIe
JTaHHBIC

C0XHOCTD pacucToB

Y CTONYHUBOCTB K
OOJIBIINHCTBY
HEJIUMHEUHBIX
npeoOpa3oBaHui
KOHTeHHepa




Mertona coKphITUS OcHOBaH Ha MOAYJISALIUN Hwuskas TouHocTh Jlocratouno
Ha OCHOBE TICEBIOCITYIaliHOTO JIETEeKTHPOBAHUSI. BBICOKas
HCIOJIH30BAHUS CHUTHAJIa CUTHAJIOM, Uckaxenus CKPBITHOCTh
HEJIMHEUHOU CoJIep>KalllUM CKPBIBAEMYIO COOOIIeHMS
MOIYISALAN uHpopManuio

COOOIIIEHHS

Merton COKpHITHS OcHOBaH Ha MOIYJIALIAN Hwuskas TogHOCTB HocraTouno
Ha OCHOBE TICEBAOCITYIaifHOTO JICTEeKTHPOBAHUSL. BBICOKAs
HCIIOJIH30BAHUS CUTHAJIa OUITOJIIPHBIM Uckaxenus CKPBITHOCTh
3HAKOBOM CUTHAJIOM, COJICPIKALITIM COO0MIeHHS
MOTYJISIHH CKpBIBAcMYIO HH(DOpPMAITHIO

COOOIIEHUA

Meron coxpbITUs OcHOBaH Ha CI0XHOCTh pacueToB Beicokas
Ha OCHOBE 0COOEHHOCTSIX CKPBITHOCTh
BeMBIET- BeiiBieT-

peoOpa3oBaHus npeoOpa3zoBaHUi

MeToa COKPBITHS OcHoBaH Ha C10>XKHOCTh paciyeToB Bricokas
Ha OCHOBE 0COOEHHOCTSIX CKPBITHOCTh
HCIOJIH30BAHUS JTUCKPETHOTO

JFICKPETHOTO KOCHHYCHOTO

KOCHHYCHOTO peoOpa3oBaHUs

npeoOpa3oBaHMs

B HetpaauumoHHbIX HH(GOPMAIIMOHHBIX KaHaJaX, OCHOBAaHHBIX HA MAHUIYJISIIUN PA3THUHBIX
xapaktepucTtuk pecypcos UCII/IH, ncnonp3yroTcs A Nepefauu JaHHbIX HEKOTOPBIE pa3/ieisieMble
pecypcesl. 1Ipu 5TOM B KaHanax, UCHOJIB3YIOUIMX BPEMEHHBIE XapaKTEPUCTUKH, OCYIIECTBIIACTCS
MOJYJIALIMA [0 BPEMEHHU 3aHATOCTH pa3/ieiieMOro pecypca (Harpumep, MOIyIUpysl BpeMs 3aHATOCTU
nporeccopa, MPUIOKEHUSI MOTYT OOMEHHUBATHCS TAHHBIMH).

B kananax nmamsiTH pecypc HCIOJIb3yeTcsl Kak MPOMEXKYTOUHBIH Oydep (Hanpumep, NpHI0KEHHS
MOT'YT OOMEHMBATHCS JTaHHBIMU ITyTEM IIOMEIIEHUS UX B UIMEHA CO3/jaBacMbIX (aillloB U IUPEKTOPHUIR).
B xanasax 6a3 JaHHBIX U 3HAHUM UCHOJIB3YIOT 3aBUCUMOCTH MEX/y JAaHHBIMHU, BOSHUKAIOIIUMH B
PENSILIMOHHBIX 0a3axX JaHHBIX U 3HAHUH.

Herpanumonssie HHGOPMAIMOHHBIE KaHAJIBI MOTYT OBITh C(HOPMUPOBAHBI HA PA3IUYHBIX YPOBHSX
¢ynkunonuposanus MCI/In:

~ Ha almapaTHOM YPOBHE;

~ Ha ypOBHE MHUKPOKOJIOB U JPaliBEPOB YCTPOUCTB;

~ Ha YPOBHE OINEPALMOHHON CUCTEMBI;

— Ha ypOBHE MPHUKJIATHOTO MPOTPAMMHOTO 00eCTIeUeHUS;

— Ha ypoBHE (YHKIMOHHPOBAHUS KaHAJIOB ME€PEaun TaHHBIX U JIMHUH CBSA3H.

OTH KaHaJbl MOTYT UCIIOJIB30BATHCS KaK JJIsl CKPBITOM Mepeiaun CKOMMPOBaHHON MH(OpMaIUK, TaK 1
JUISL CKPBITHOM Mepefadyn KOMaH/ Ha BBINOJIHEHNE ACCTPYKTUBHBIX EHCTBUM, 3aIlyCKa MPUIOKCHUN U
T.IL

Jlig peann3anyy KaHajaoB, KaK MPaBUII0, HEOOXOJUMO BHEJPUTH B aBTOMATU3UPOBAHHYIO CUCTEMY
MIPOTPaAaMMHYIO WJIH ITPOTPaMMHO-aNIapaTHYIO 3aKJIAAKy, 00eCcTIeYMBaOILyI0 (POPMUPOBAHHE
HETPaJULMOHHOIO KaHaJa.

HerpannuimoHHslil ”HPOPMALIMOHHBIA KaHAJI MOKET CYILIECTBOBATh B CUCTEME HEMPEPHIBHO MU
AKTUBU3HUPOBATHCS OJHOPA30BO WM MO 3a/IaHHBIM yCJIOBUAM. [Ipy 7TOM BO3MOXKHO CyIIECTBOBaHUE
obpatHo# cBsi3u ¢ cyopekToM HC/I.

5.7. Obu1as xapakTepUCTHKA Pe3yJbTaTOB HECAHKIIMOHUPOBAHHOTO WJIM CIYYalHOTO JIOCTYIa
Peanuzauus yrpo3s HC/I x unpopmaniuu MoxKeT IpUBOIUTH K CIEIYIOIIUM BHIaM HAPYIIECHUS ee
0€30MacHOCTH:




~  HapyIIEeHUIO0 KOH(MUICHIINAILHOCTH (KOMMPOBAaHUE, HETIPABOMEPHOE PACIIPOCTPaHEHUE);

~ HapYIICHUIO [EJIOCTHOCTU (YHUUTOXXEHHE, U3MEHEHNE);

~  HapyLIEHUIO TOCTYMHOCTHU (OJIOKUPOBAHUE).

Hapymenne koH(bUIESHIINAIBHOCTH MOXKET OBITH OCYILIECTBJICHO B CIIy4yae YTeUKH HH(POpMAIIIH:

— KONHMPOBAHUS €€ Ha OTUY>KAaeMble HOCUTENH H(OPMALINK;

— Iepeaadd ee 1o KaHajlaM [epeIadn JaHHbIX;

~ TpU IPOCMOTPE WM KOMUPOBAHUH €€ B XOJI€ PEMOHTa, MOAU(DUKAIINY U YTUIU3ALUU
MIPOrpaMMHO-ANNapaTHBIX CPEJICTB;

— 1pu "cOopke mycopa" HapymuTeneM B nporiecce dkcruryatanuu UCTTIH.

Hapymienne nienoctHocTH HHGOPMAIIUU OCYIIECTBIISICTCS 3a CUST BO3AeHCTBUS (MOIupUKAIINN) HA

IIPOTpaMMBbl U JaHHBIE MTOJIB30BATEN, @ TAKXKE TEXHOJIOTUYECKYIO (CHCTEMHYI0) HH(POPMAIIUIO,

BKJIIOUYAIOIIYIO:

~  MHKPOIPOTrpaMMbl, IaHHbIE U JpaliBepa yCTPONUCTB BEIYMCIUTEILHON CUCTEMBI;

— IpOrpaMMBbl, TaHHBIE U JpaiiBepa YCTPOUCTB, 00ECTIEYNBAIONINX 3aTPY3Ky OMEPAIMOHHOM
CUCTEMBI;

~ TpOoTrpaMMBbI U JaHHBIE (IECKPUITOPHI, OMUCATENN, CTPYKTYPHI, TAOTHUIIBI U T.1.) OTIEPAIIMOHHON
CUCTEMBI;

~ TporpaMMBbI U JaHHbIE MPUKIATHOTO TPOrPAMMHOTO O0eCTIeUeHuS;

~ TporpaMMBbI U JaHHBIE CIENUATHLHOTO MPOrPAMMHOTO O0ECTIeUeHUSI;

~ TpOMEXYTOUYHbIE (ONepaTHBHbBIC) 3HAUCHHUS MTPOTPAMM U JAHHBIX B IPOIECCE UX 00PaOOTKH
(ureHus/3anucu, NprueMa/nepeadn) CpeICTBAMU U YCTPONUCTBAMU BBIYUCIUTEILHON TEXHUKH.

Hapymenne nenoctaoctr napopmanuu B UCITIH MoxeT Takke OBITh BRI3BAHO BHEJIPESHUEM B HEE

BPEIOHOCHOW MPOrpaMMBbl TPOrPaMMHO-ANNIaPATHOM 3aKJIaJIKU UM BO3JICMCTBUEM HA CUCTEMY

3amUThl UHHOPMAIIUHU WU €€ DIIEMEHTHI.

Kpome storo, B UCII/IH BO3MOXHO BO3/IeHICTBHE Ha TEXHOJIOTMYECKYIO CETEBYIO HH(OpMAIIHUIO,

KOTOpasi MOKeT o0ecneurBaTh () YHKIIMOHUPOBAHHUE PA3IMYHBIX CPEJICTB YIIPABICHUS

BBIYUCIIUTEIBHON CEThIO:

— KoH(purypamuei ceTu;

— ajpecamMu M MaplIpyTu3aliel nepesadyu JaHHbIX B CETH;

— (DyHKIIMOHAJTBLHBIM KOHTPOJIEM CETH;

— 0e30IacHOCTHI0 MHPOPMAIIUH B CETH.

Hapymenne noctynHocTi napopmarmu odecnednBaetcs myreM (GopMupoBaHust (MOIUPUKAIIN)

MCXOJHBIX JIaHHBIX, KOTOPbIE MpU 00pabOTKE BHI3BIBAIOT HEMIPABUIIBHOE (PYHKIIHOHUPOBAHHUE, OTKA3BI

anmapaTtypsl WM 3aXBat (3arpy3Ky) BRIYUCIUTEIBHBIX PECYPCOB CHCTEMBI, KOTOPbIE HEOOXOAUMBI IS

BBITIOJTHEHUSI IPOTPaMM U paboThI anmapaTyphl.

VYkazaHHbIE ICHUCTBUS MOTYT IPUBECTH K HAPYIICHUIO HIIA OTKa3y ()YHKIIMOHHUPOBAHHUS TIPAKTUYECCKU

mo0bIxX TexHuueckux cpencts UCIIH:

— cpenacTB 00paboTKH MHPOpMALUY;

— CpEeICTB BBOJa/BbIBOJIa MH(OPMALINY;

~ CpEeICTB XpaHeHHs HHpOpMaIHH;

— anmapaTypbl U KaHaJIOB Nepeiayl;

~  CpEeICTB 3alIUThl HHPOPMAIIIH.

6. TunoBble MOAETH YTPO3 OE30MACHOCTH MEPCOHATBHBIX JaHHBIX, 00pabaThIBAEMBIX B

MHGOPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX JIAHHBIX

B 3aBucumocTu ot 1eneii u coaepxkanus oopadotku [1JH onepaTop MOKET OCYIIECTBIATH 00pabOTKY

[11u B UCIT[IH pa3nyuyHbIX TUIIOB.




Io cTpykType nHpopMalMOHHBIE CUCTEMBI IOPA3ACIAIOTCA HA aBTOMAaTU3UPOBaHHbIE paboune

MECTa, JIOKAIbHbIE MHPOPMAIIMOHHBIE CUCTEMBI U pacTpeieiieHHbIe HH(POPMAIIMOHHBIE CUCTEMBL.

o HaMM4MIO MOIKIIIOYEHUH K CETSAM CBSI3U OOIIETO MOJIb30BAHUS U (MITH) CETAM MEXyHAPOIHOTO

nH(pOPMaIMOHHOTO 00MeHa WH(OPMAIIMOHHBIE CUCTEMBI MOAPA3IEISIIOTCS Ha CUCTEMBI, UMEIOIIIHE

MOJKIIIOUEHUS, 1 CUCTEMBI, HE UMEIOIIHNE MOIKIIFOUEHUH.

[To pexxumy 00pabOTKHU IEPCOHATBLHBIX JAHHBIX B UHPOPMAIIMOHHON cucTeME HH(DOPMAITMOHHBIC

CUCTEMBI IOJIPA3AEIIAIOTCSA HA OJJHOMOIb30BATEIBCKUE U MHOTIOIIOJIb30BATEIbCKHUE.

Io pa3rpanu4eHuIo Mpas JOCTyMA MOJIb30BaTeNel HH)OPMAIIMOHHBIE CUCTEMBI TIOAPA3/EIAIOTCS Ha

CUCTEMBI 0€3 pa3rpaHHueHUs TPaB JOCTYyIA U CUCTEMBI C pa3TpaHMYEHUEM MPaB JOCTYIIA.

NudopmalinoHHble CUCTEMBI B 3aBUCUMOCTH OT MECTOHAXOKICHUS NX TEXHUYECKUX CPEJICTB

MO/IPA3/IENISIIOTCS] HA CUCTEMBI, BCE TEXHUYECKHE CPEICTBA KOTOPBIX HAXOAATCA B Mpeieax

Poccuiickoii denepanuu, ¥ CUCTEMBI, TEXHUYECKUE CPEICTBA KOTOPBIX YACTUYHO WIH LIEIUKOM

HaxomsTcs 3a npenenaMmu Poccuiickon @enepanuu.

B 3aBucHMOCTH OT TEXHOJIOTHIA, COCTaBa U XapakTepucTuk Texuuueckux cpeacts UCII/H, a Taxxke

onacHoctu peanuzauuu Y BII/{H 1 HacTymieHus: MOCaeaCTBUIN B PE3y/IbTaTe HECAHKIIMOHUPOBAHHOTO

WJTU CJIY9aitHOTO IOCTYyIa MOXKHO BIIENUT cieaytomue Tutbl UCI/IH:

~ aBTOMAaTU3HpOBaHHbBIE paboune MECTa, HE UMEIOIINE MOIKIIIOUEHUE K CETSIM CBSI3U O0IIETro
MIOJIb30BAHUS U (WJIH) CETSAM MEKIYHAPOIHOTO HHPOPMALIMOHHOTO OOMEHa;

— aBTOMAaTHU3MpOBaHHbIE paboure MECTa, UMEIOUINE MOAKIIOYEHHUE K CETSIM CBSI3U 00ILIETO
MIOJIb30BaHUS U (WIIK) CETSIM MEKAYHAPOIHOTO HH(OPMAIIMOHHOTO 0OMEHA;

— nokansHbie UCII/IH, He uMerolye MOAKIIOYCHHUE K CETSM CBSI3H OOIIETro MOJIb30BaHUS U (MIIH)
CETSIM MEXyHAapOJHOTO HH(POPMAIIHOHHOTO OOMEHa;

— nokansHble UCII/IH, nMeromnire MoKITI0YeHHE K CETSIM CBSI3U OOIIEro MOJIb30BaHUS U (MITH) CETSIM
MEXTYHapOAHOT0 HH(GOPMALIMOHHOTO 0OMEHa;

— pacnpeaeneuabie UCII/IH, He nuMeromye MoAKIIOUYEHNE K CETSIM CBSI3U 00IIET0 MOJIb30BaHUS U
(unn) ceTaM MeXAyHapOAHOT0 HH(GOPMAllMOHHOTO OOMEHa;

— pacnpeaeneuubie UCII/IH, nMerolue NoaKII0YeHHE K CETSAM CBA3HU OOIIETro MOJIb30BaHus U (WIIK)
CETSIM MEXIyHAapOJHOTO0 UH(POPMALIMOHHOTO 0OMEHa.

6.1. TunoBas MoJeNb yrpo3 0€30MacHOCTH MEPCOHATBHBIX TaHHBIX, 00pabaThIBAEMBIX B

ABTOMATHU3MPOBAHHBIX PA0OYUX MECTaX, HE MMEIOIINX MOIKIIOYCHHSI K CETSIM CBSA3U 00IIIEro

I10JIB30BAaHHUA 1 (I/IJ'II/I) CCTAM MCXKIAYHAPOAHOI'O I/IHd)ODMaI_II/IOHHOFO obMeHa

[Ipu o6pabotke [1/IH Ha aBTOMAaTU3UPOBAaHHOM paboYeM MecTe, HE UMEIOIIEM MOJKIIOYEHUS K CETIM
CBSI3M OOIIEro MOJIb30BaHUS U (MIIN) CETSM MEXIYHAPOIHOTO HH(POPMAITMOHHOTO 0OMEHA, BO3MOXKHA
peanusauus caenyromux YBI/IH:

— yrpo3 yTeuku HH(OPMAIUH 110 TEXHUYECKUM KaHaJIaM;

— yrpo3 HCJI k I1/In, o6pabGaTeiBaeMbIM B aBTOMaTU3HPOBAHHOM paboyeM MecTe.

—  VYrpo3sl yredku HHGOpMaluy 10 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B CEO0s:

— YIpo3bl YTEUKH aKyCTUYECKOU (peueBoil) nHpopManuu;

— YIpo3bl YTEUKH BHI0BOUM HHOpMaIINH;

— yrpossl yreuku uHdopmanuu mno kanary [IDMHUH.

Bo3HUKHOBEHHE yIrpo3 YTEUKH aKyCTUIECKOU (peueBoil) nHhopManuu, CoaepKamiencs
HETNOCPEICTBEHHO B MPOM3HOCUMON peun noib3oBaress MCII/H, BO3MOXKHO Ipu HaTU4ueM (QYyHKIHHA
rosnocosoro Beoja [/l B UCIT/Ix win ¢pynkuuit BocipousBeaenus [1/n akyctuueckumu cpeacTBaMu
NCTI/n.

Peanuzanus yrpo3sl yTeuku BUAOBOH HH(GOpPMAIIMHA BO3MOXHA 33 CYET MPOCMOTpa HH(HOPMAIHH C
IIOMOUIbIO ONTUYECKUX (ONTUKOAIEKTPOHHBIX) CPEACTB C IKPAHOB JUCIUIEEB U APYTUX CPEACTB
0TOOpa)KeHHsI CPEJICTB BHIYNCIUTEIILHON TEXHUKHU, HH(OPMAILIMOHHO-BBIYUCIUTEIbHBIX KOMILIEKCOB,



TEXHUYECKHUX CpeaCcTBa 00paboTKH rpadudeckoi, BUae0- U OyKBeHHO-IM(POBOI HH(MOpMAIUH,

Bxoasamux B coctaB UCII/Ix.

Yrpo3sl yreuku nnpopmanuu o kanamy [I9MUH Bo3MOKHBI U3-32 HATTUYUS AIEKTPOMATHUTHBIX

W3Iy4eHUl, B OCHOBHOM, MOHUTOPA U CHCTEMHOTO 0JI0Ka KoMIbIoTepa. OCHOBHYIO OMAaCHOCTh

MPEACTABIAIOT YTPO3bl YTEUKH M3-3a HATUYUS SJIEKTPOMArHUTHBIX U3TyY€HU MOHUTODPA.

Yrpo3el HCJI B aBTOHOMHOM APM cBsi3aHbI ¢ AEHCTBUSIMH HAPYIIUTEEH, UMEIOIIHUX JOCTYH K

NCTIdn, Brmtouast nmonb3oBateneit UCII/IH, peanuzyromux yrpo3sl HenocpeactsenHo B UCITIH.

Kpowme storo, uctounnkamu yrpo3 HCJ/I x uadopmanuu 8 APM MoryT ObITh anmapaTHble 3aKJIaJAKH U

OTUY)KAAEMbIE HOCUTEIHN BPEJOHOCHBIX POTPAMM.

B UCII/In nHa 6a3e aBToHoMHOTO APM B0O3MOKHBI Bce BUbI ysa3BumMocTeit UCII/H, 3a uckimroueHneM

ySI3BUMOCTEH, CBSI3aHHBIX C peaju3alieil MpoTOKOJIOB CETEBOI0 B3aMMOJICHCTBHSI U KaHAJIOB Mepeaaun

nanHbixX. B Takux UCIT/[H BO3MOXHBI:

—  YI'pO3bl, peaii3yeMbl€ B X0JI€ 3arpy3KH1 ONEPALlMOHHON CUCTEMBI U HAIIPaBJICHHbIE HA [IEPEXBAT
napoJjei WM uACHTH(PUKATOPOB, MOIU(HKAIIIO 0a30Boii crucTeMbl BBoaa/BhiBoAa (BIOS),
repexBaT yIpaBJIeHUs 3arpy3Koi;

—  YI'PO3bl, peai3yeMble I10CIIE 3arpy3KH ONEPALlMOHHON CUCTEMBI U HAIPaBJIECHHBIC HAa BBIIIOJIHEHUE
HECaHKIMOHUPOBAHHOTO JJOCTYIA C TPUMEHEHUEM CTaHAaPTHBIX (PYHKUUH (YHUUTOXKEHHE,
KOIIUpPOBaHue, nepemMenienue, (GopMaTupoBaHue HocuTene nHGOpMaIiK U T.11.) ONepaliMOHHOM
CHCTEMBI WJIM KaKOH-T100 MPUKIIAIHOM MPOrpaMMBbl (HallpuMep, CUCTEMBI yIIpaBIeHHUs Oa3zamMu
JAHHBIX ), C IPUMEHEHUEM CIIeIIUaIbHO co3MaHHbIX i BeinonHeHuss HCJ[ mporpamm (mporpamMm
MPOCMOTpa U MOIUUKALIUN PEECTPa, MOMCKa TEKCTOB B TEKCTOBBIX (aiinax u T.11.);

~  YIpO3bl BHEIPEHUS BPEIOHOCHBIX IIPOIPaMM.

6.2. TunoBas MoJienb yrpo3 0e30MacHOCTH NEePCOHANbHBIX JTaHHBIX, 00pabaThIBaeMBIX B

ABTOMAaTU3NMPOBAHHBIX pa6oq1/1x MECTaX, UMCHOIUX IMOAKIHOYCHHUEC K CETAM CBA3H 06Hl€l"0

[I0JIB30BaHUs U (MIIH) CETIM MEKIYHAPOIHOTO HH(POPMAIIMOHHOr0 00OMEHa

[Tpu o6pabotke [1/lH Ha aBTOMATH3UPOBAHHOM paboYeM MecTe, UMEIOIIEM MOAKIIOUEHUS K CETIM
CBSI3H 00ILIEro MOJ30BaHUS U (UITH) CeTAM MEXITYHAPOIHOTO MHPOPMAITMOHHOTO OOMEHa, BO3MOXKHA
peanuzanus caenyromux Y BbI1/IH:

yrpo3bl yTeYKH HHPOPMAIIUU 0 TEXHUYECKUM KaHajaM;
— yrpo3sl HCJI k I1/1H, 06pabaThiBaeMbIM Ha aBTOMaTH3UPOBAHHOM paboyeM MecTe.
—  VYrpo3sl yredku uHGOpMalMu 10 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ce0sl:
—  YIpO3blI YTEUKH aKyCTUYECKOU (peueBoil) nuhopmanuu;
—  YIpO3blI YTEUKHU BHIOBOUW HH(OpMAIIHH;
~  yrpo3ssl yreuku uHpopmanuu no kanany [ISMHWH.
Bosnuknosenue YBII/IH B paccmaTpuBaembix MCII/IH Mo TeXHUYECKMM KaHallaM XapaKTepU3yeTCst
TEMHU K€ YCIOBUSAMU U (PaKTOpaMu, YTO U JJI1 aBTOMaTU3UPOBAHHOTO paboyero Mecra, He UMEIOILEro
MOJKITIOYEHUS K CETSAM OOIIEro MOIb30BaHUs U (MITH) CETSIM MEXIYHAPOAHOTO HH(POPMALIMOHHOTO
oOMeHa.
Yrpo3et HCJI B UCII/IH cBsi3aHbl ¢ IeMCTBUSIMU HapymuTenei, umeronmx aoctyn Kk UCIIH,
BKJItOUast mosib3oBareneit UCIIIH, peanu3yromux yrpo3sl HenocpeactBeHHo B UCII/IH, a Takxke
HapymuTenen, He umeromux goctyna k MCII/IH, pean3yrommx yrpo3bl U3 BHEIIHUX CETEU CBSI3U
00111ero NOJIH30BaHUS U (WIN) CeTeH MEXIyHAPOAHOTO HH(OPMAIIHOHHOTO OOMEHA.
VYrposst HC/I B UCII/IH, cBsi3aHHBIE ¢ AeHCTBUSIMU HapymuTenen, nmeromux goctyn k MCII/H,
aHAJIOTUYHBI TEM, KOTOPbIE UMEIOT MECTO JJIsl OTAENbHOr0 APM, He MOJAKIIFOUEHHOTO K CETSIM CBS3H
o01Iero Mojab30BaHus. YTIPO3bl U3 BHEIIHUX CETEN BKIIOYAIOT B ce0s:
— yrpo3bl "AHanu3a ceTeBoro Tpadguka' ¢ mepexBaTom nepeaaBaeMoil BO BHEIITHUE CETH U
MIPUHUMAEMOH U3 BHEIIHUX ceTel nH(popMaluy;



— YIpO3bl CKAHUPOBAHUS, HAMPABJICHHBIC HA BBISIBIICHUE TUIIA OTIEPAIIMOHHON cucTeMbl APM,
OTKPBITHIX TTOPTOB U CITYKO, OTKPBITHIX COSAUHEHUH U JIP.;

—  YIpO3bI BBISBIICHUS TTApOJICii;

— yrpossl nonydenust HCJl mytem nmoaMeHbl 1OBEPEHHOTO 00BEKTA;

— yrpo3sl Tuna "OTka3 B 00CIyXuBaHUN";

—  YIpO3bl YAAJIEHHOTO 3aIycKa MPHIOKEHHUI;

~  YIpO3bI BHEIPEHUS MO CETH BPEJOHOCHBIX MMPOTPaMM.

6.3. TunoBas Mojenb yrpo3 0e30MacHOCTH NEPCOHANBHBIX JaHHBIX, 00pabaThIBAEMBIX B JIOKATbHBIX

HHQOPMAIIMOHHBIX CUCTEMAX IIEPCOHANBHBIX JAHHBIX, HE UMEIOIINX

OOAKIIIOYCHHUA K CCTAM CBA3U O6IJ_I€I‘O IOJIb30BaHHUA U (I/IJII/I) CEeTAM
MEXKAYHAPOAHOTO I/IHd)ODMaLII/IOHHOFO oOMeHa

[Tpu o6padotke [1/In B mokansubix UCII/H, HE nMeromuye MOAKIIOYEHUS K CETSIM CBSI3H OOIIETO
MOJTK30BaHUA U (MIJIH) CETSIM MEXKIYHAPOIHOTO HH(OPMAITMOHHOTO OOMEHA, BO3MOYKHA Peah3aIus
caenyrouux Y BITIH:

— yrpo3bl yTeYKd WH(pOpMAIIUY 10 TEXHUYECKUM KaHaJlaM;

— yrpo3st HCJ] x [1/11, oGpabaTsiBaeMbIM Ha aBTOMAaTH3UPOBAHHOM pab0vYeM MeECTeE.

—  VYrpo3sl yredku uHGOpMaluy M0 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ce0sl:

— yrpo3bl YTEYKH aKyCTHUUECKOU (peueBoii) nHpopmanuu;

~ YIpo3bl YTEUKH BHI0BOM HH(pOpMAIINH;

— yrpo3sl yreuku nHpopmanuu o kanamy [I9MUH.

Bosnuknosenne YBII/In B paccmaTpuBaembix UCIIJIH Mo TEXHUYECKUM KaHAJIaM XapaKTepU3yeTCs
TEMHU K€ YCIOBUAMH U (pakTopamu, uyTo u s JokanbHbiXx UCIT/IH, He MMEIONIMX OIKIIF0OUSHUS K
CETSIM CBSI3U OOIIETO MOIB30BAHUS U (WIIM) CETSIM MEXIyHAPOIHOTO HH(POPMAIIMOHHOTO 0OMEHa.
Yrpo3el HCJI B nokansHbix UCIIIH cBsI3aHbI ¢ IEMCTBUSIMU HAPYIIMTENICH, UMEIOIIUX JTOCTYIT K
UCIIH, Bxarouas nonb3oBareneit UCIIIH, peanusyromumx yrpo3sl HenocpeacTseHHo B UCTI/IH.
VYrpo3et HC/I B UCII/IH, cBsi3aHHBIE ¢ AeHCTBUAMM Hapymurenei, umeromux goctyn k MCII/H,
aQHAJIOTUYHBI TEM, KOTOPBIE UMEIOT MECTO ISl OT/IeIbHOTO APM, He MOJIKIIIOYEHHOTO K CETSIM CBSI3U
obmero nojab3oBanus. Kpome toro, B Takoit UCII/IH MOryT uMeTh MeCTO:

— yrpossl "AHanu3a ceTeBoro Tpaduka" ¢ mepexBaToM nepeaaBaeMoil mo cetu nHGopMaIuy;

—  yrpo3bl BBISIBICHUS NapoJei;

— YI'pO3bl YAAJIEHHOIO 3aIlycKa PHIOKEHHUI;

~  yrpo3bl BHEAPEHHUS IO CETU BPEJOHOCHBIX MPOTPAMM.

6.4. TunoBas MoJenb yrpo3 0e30MacHOCTH NEPCOHANBHBIX JaHHBIX 00pa0aThIBAEMBIX B JIOKATbHBIX
nHGOPMaLMOHHBIX CHCTEMaX MEePCOHATbHBIX JTAHHBIX, UMEIOIINX MOIKIIOYCHHE K CETIM CBA3U

00111ero MoJIL30BaHMs U (WJIN) CETSIM MEXIVHAPOIHOrO MHGOPMAIITMOHHOT0 00OMeEHA

[Tpu o6padotke I1/1x B mokaneabix UCII/IH, MMEIOMNX MOIKIIOYEHHE K CETSAM CBSI3U OOIETO
MOJIb30BAHUS U (WJIM) CETAM MEXIYHApOIHOTO HH(POPMAIIMOHHOTO 0OMEHA, BOZMOXKHA peain3alus
caenyrouux Y BITIH:

~  yIpo3bl YTeUKHU UHPOPMALIMH 110 TEXHUYECKUM KaHajaM;

- yrpo3sl HCJ] x I1/]H, 06pabaTeiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM pabovyeM MecTe.

—  Yrpo3sl yreuku nHGOpMAIMK IO TEXHUUECKUM KaHajlaM BKJIIOYAIOT B ce0s:

~  YIpo3bl YTEUKH aKyCTHYECKOH (peueBoit) nH(popMaIiu;

~  yIpo3bl YTEUKH BUI0BOW MH(POPMALINY;

~  yrpo3ssl yTeuku uHpopmanuu no kanamy [ISMHWH.

Bosnuknosenne YBII/IH B paccmaTpuBaembix UCII/IH mo TeXHUUECKUM KaHAJIaM XapaKTepU3yeTcs
TEMH K€ YCIOBUAMH H pakTopamu, uTo u 1jis npeasiaymux tunos MCIT/Ix.



VYrpo3el HCJI cBsizanbl ¢ AelcTBUSAMH HapymuTesned, umeromux goctyn Kk UCIIJH, Bkimrodas

nonb3oBateneit UCII/IH, peanusyromux yrpo3sl HenocpeactBeHno B UCII/IH, a Takke HapymuTeseH,

He nmeronux gocryna Kk UCIT/IH, peanu3yromux yrpo3sl U3 BHEITHUX CETEH CBSA3HM 001IEeTOo

MOJIb30BaHUs U (MITK) ceTel MEXTyHapOIHOTO HHPOPMAIIMIOHHOTO OOMEHA.

Yrpo3el HCJI, cBsizaHHbIE ¢ JEUCTBUAMU HapymuTenei, umeronmx noctyn k MCIT/H, BkiIoyaroT B

ce0s yrpo3bl, aHAJIOTUYHBIE TeM, KOTOPhIE Peain3yl0TCs B oTaebHOM APM, He nMeromem

MOJIKITIOUYEHUS K CETSIM CBSI3U OOILETO IMOJIb30BaHMS.

VYTpo3bl U3 BHEITHUX CETEH BKIIOYAIOT B CE0sI:

— yrpo3ssl "AHanu3a ceTeBoro Tpaduka" ¢ mepexBaToM rnepenaBaeMoi BO BHEIIHUE CETH U
MPUHUMAEMOU U3 BHEIIHUX ceTel nH(POpMaIuy;

— yrpo3bl CKAHUPOBAHUs, HAIIPABJICHHBIE HA BbIsBIICHHUE TUIA onepaiiuoHHon cuctembl UCI1/IH,
CETEBBIX a/IpECOB PabOYMX CTAHIIUN, OTKPBHITHIX TOPTOB U CIYKO, OTKPHITHIX COSAMHEHUN U JP.;

—  yrpo3bl BBISBICHUS NApoJIei;

— yrpo3sbl nonydenust HCJI mytem nosMeHsl JOBEPEHHOT0 00BEKTa;

— yrpossl Tumna "OTka3 B 00CTyXKHBaHUH'";

~  YI'pO3bl YAAJIEHHOIO 3aIlycKa IIPUIOKEHUI;

—  YI'pO3bl BHEIPEHUS MO CETH BPEJOHOCHBIX IPOTPAMM.

6.5. TunoBas MoJenb yrpo3 0e30MacHOCTH NEPCOHANBHBIX TAaHHBIX, 00pabaThIBaEMBIX B

PacnpeacCICHHBIX I/IHd)O‘[)MaHI/IOHHI)IX CHUCTEMAX IICPCOHAJIbHBIX JAaHHBIX, HC UMCIOIINX IMOAKIIOYCHUA

K CETSIM CBSI3U OOIIEro IoJIb30BaHus U (W) CETSIM MEXKIAVHAPOIHOr0 HHMOPMAIIMOHHOIO 00OMEHA

ITpu o6padotke I1/1n B pacnpeaenennpix UCII/IH, UMEIONIHMX MOAKIIOYEHHE K CETSIM CBS3H 0OIIETO

MOJIb30BAHUS U (WJIM) CETAM MEXIYHApOIHOTO HH(POPMALIMOHHOTO 0OMEHA, BO3MOXKHA pealn3alus

caenyrouux Y BITIH:

~  yIpo3bl yTeUKHU UHPOPMALIUH 110 TEXHUYECKUM KaHaJaM;

= yrpo3sl HCJI x I1/IH, 0OpabaTeiBaeMbIM Ha aBTOMAaTU3HPOBAHHOM pabovyeM MecTe.

—  ¥Yrpo3sl yreuku nH(pOpMaIMK IO TEXHUUECKUM KaHajlaM BKJIIOYAloT B ceOsl:

~  yIpO3bl YTEUKH aKyCTHUECKOH (peueBoit) nH(popMaIiu;

~  yrpo3bl YTEUKU BUI0BOW MH(POPMALINY;

~  yrpo3ssl yreuku uHpopmanuu no kanamy [ISMHUH.

Bosnuknosenue YBII/IH B paccmaTpuBaembix MCII/IH Mo TEXHUUECKUM KaHAJIaM XapaKTepHU3yeTCs

TEMHU K€ YCIOBUSAMU U pakTopamu, uyTo u i npeapiaymux tunos UCII/Ix.

VYrpo3et HC/] cBsizansl ¢ neficTBusiMu Hapyuutenei, umeronmx gocryn k MCITJIH, Bkitouas

nosib3oBareneit MCII/IH, peanusyromux yrpo3sl HenocpeactseHHo B UCII/IH.

IIpu 5TOM MOTYT OBITH YTPO3bI, aHATTOTUYHBIE TEM, KOTOPBIE UMEIOT MECTO B OT/ieIbHOM APM, He

MOJKIIOYEHHOM K CeTsIM OOIIEro MOJIb30BaHuUs, a TAKXKE YIpO3bl, pealu3yeMble BHYTpU

pacIpeesIeHHON CETH C UCII0JIB30BAaHUEM IIPOTOKOJIOB MEKCETEBOI0 B3aMMOICUCTBH S, B TOM YHUCIIE:

— yrpo3sl "AHanu3a ceTeBoro Tpaduka' ¢ mepexBaroM nepeaaBaeMoi o cetu nHpopmaiuu;

~  yIpo3bl CKAHUPOBAHUS, HAIIPABJICHHbIE HA BBISIBIEHUE OTKPBITHIX IOPTOB U CIYkKO, OTKPBITHIX
COCIMHEHUH U p.;

—  YIpO3bl BHEIPEHUS JIOXKHOTO OOBEKTA CETH;

—  yIpO3bl HABA3BIBAHMS JIOKHOTO MapIIPyTa IIyTEM HECAHKIMOHMPOBAHHOI'O N3MEHEHU S
MapIIpPyTHO-aPECHBIX JaHHbIX;

—  YIpO3bI BBISBICHUS NIApOJIEHi;

— yrpo3sl Tumna "OT1ka3 B 00CTyKHBaHUH'";

~  yIpO3bl YAAJIECHHOIO 3aITyCKa IPUIIOKEHUH;

~ yIpO3bl BHEAPEHMS IO CETH BPEJOHOCHBIX IIPOTPAMM.



6.6. TunoBast MoJziesIb yIrpo3 0€300aCHOCTH IIEPCOHANIBLHBIX JaHHBIX, 00padaTeIBAEMEBIX B
pacupecacCIICHHBIX I/IHd)ODMaHI/IOHHI)IX CHUCTEMAX NCPCOHAJBHBIX TAHHBIX, MMCIOIINX MMOAKJIHYCHUC K

CETAM CBA3M OOIIEro MOJIL30BAHMS U (MIN) CETSIM MEXKIVHAPOIHOro HH(GOPMAIIMOHHOr0 0OMeHa
ITpu o6pabdotke [1/11 B pactpenenerHusix UCII/IH, nMErOMMX TOAKIIOYSHHE K CETAM CBSA3HU OOIIETo

MOJIb30BAHUA U (WIH) CETAM MEXIYHApOIHOT0 HHPOPMALIMOHHOTO 0OMEHA, BO3ZMOYKHA peain3alus

caenyrouux Y BITIH:

~  yIpo3bl yTEUKH HHPOPMALIUH 110 TEXHUYECKUM KaHaJaM;

— yrpo3st HCJI x [1/11, o6pabaTsiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM pabodeM MecTe.

—  Yrpo3sl yredku nHGOpMAIMK IO TEXHUYECKUM KaHallaM BKIIIOUYAIOT B ce0sl:

~  yIpo3bl YTEUKH aKyCTHYECKOH (peueBoit) nH(popMaIHy;

~  yIpo3bl YTEUKU BUI0BOH MH(POPMALINY;

~  yrpo3ssl yreuku uHpopmanuu no kanaay [IDMHUH.

Bosnuknosenne YBII/IH B paccmaTpuBaembix UCII/IH Mo TeXHUYECKUM KaHAJIaM XapaKTepU3YyeTCs

TEMHU K€ YCIIOBUSAMU U akTopamu, uTo U i npeapiaymux tunos UCTI/Ix.

VYrpo3et HC/ cBsi3ansl ¢ nelictBusiMu Hapymurtenei, umeronmx gocryn k MCIT/IH, Bkitouas

nosib3oBareneit UCII/IH, peanusyromux yrpossl HenocpenctseHHo B CII/IH, a Takke Hapymurenei,

He umeronux aocryna k UCITJIH, peanu3yromux yrpo3sl U3 BHEIIHUX CeTel CBsI3U 00ILero

10JIb30BaHUSA U (MJIM) ceTel MEXIyHapOIHOTO HH(POPMAIIMOHHOTO OOMEHA.

VYrpo3et HC/I, cBsizanHbIe ¢ qeicTBUAMU HapymmuTene, uMeromux goctyn Kk UCIIJIH, anamornyHsl

TeM, KOTOpbIe UMEIOT MecTO B pactpeneneHHbix UCII/IH, He nMeronieil NoaKIII0UeHUs K CETSIM

obmero nosab3oBaHus. Kpome toro, B Takoit UCII/IH uMeroT MecTo yrpo3sbl, peaau3yeMble ¢

HCII0JIb30BAHUEM IIPOTOKOJIOB MEKCETEBOI0 B3aUMOICHCTBUS U3 BHELIHUX CETEH, B TOM YHCJIE:

— yrpo3ssl "AHanu3za cereBoro Tpaduka" ¢ nepexsarom nepenasaemoit u3 UCIIIH u npuHruMaemoii B
NCTI/Ix n3 BHEMIHUX ceTel nHpopMalnu;

— YIpO3bI CKAHUPOBAaHUW A, HAITPABJICHHBIC HAa BBIABIICHUE THUIIA UM TUIIOB UCITIOJIB3YEMBIX

OMEPALMOHHBIX CUCTEM, CETEBBIX ajipecoB padbouux cranuuii MCII/IH, TOmoJOruu ceTu, OTKPBITHIX

MOPTOB U CIYXO0, OTKPBITHIX COCTUHEHUHN U JP.;

—  yrpo3bl BHEApEHUs JI0KHOTO 00BbekTa Kak B UICII/IH, Tak 1 BO BHEITHHUX CETSX;

~  YIpO3bl IOAMEHBI JOBEPEHHOI'O 00BEKTA;

—  yIpO3bl HABA3BIBAHMSA JIOKHOTO MaplIpyTa IIyTEM HECAHKIIMOHUPOBAHHOI'O U3MEHEHHUS
MapIIpPyTHO-aJPECHBIX JaHHBIX KaK BHYTPHU CETH, TaK U BO BHEIIIHUX CETHX;

—  yIpO3bl BBIABICHUS NIAPOJIEH;

— yrpossl Tumna "OT1ka3 B 00CTyKHBaHUH";

~  yIpoO3bl YAAJICHHOIO 3aIlyCKa IIPUIIOKEHUN;

~ yIpO3bl BHEAPEHMUS 10 CETH BPEJOHOCHBIX IIPOTPAMM.



